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In today’s digital landscape, our interactions, from professional collaborations to personal data sharing involving photos,

movies, and documents, have largely moved online. While transitioning these activities to digital platforms provides consid-

erable convenience, it poses significant challenges in efficiently managing and securely erasing shared data in compliance

with privacy regulations. Digital forgetting, particularly in co-owned data, transcends being merely desirable and becomes a

mandate. Conventional data management paradigms, including cryptographic erasure techniques, typically apply uniform

deletion across all stakeholders, neglecting audience-specific expiration and co-owner participation in deletion, which limits

their applicability in contemporary cloud storage ecosystems. This paper introduces a Policy-Based Conjunctive Scheme (PBCS)
that enables conjunctive decision-making for data access and collaborative data forgetting, aligning with the General Data
Protection Regulation (GDPR)’s Right to be Forgotten (RTBF). PBCS allows owners to upload their data to the cloud securely

and offers policy-based access control to co-owners, granting them the ability to influence decisions about data deletion

via democratic voting mechanisms significantly. The scheme leverages conjunctive access thresholds and mechanisms that

gradually make data irretrievable. By integrating cryptographic primitives and Lagrange interpolation-based decay, PBCS

supports a flexible, conjunctive governance model that upholds privacy and enhances the data lifecycle. We provide a formal

analysis and an experimental evaluation of our scheme.

CCS Concepts: • Security and privacy→ Security services; Privacy-preserving protocols.

Additional Key Words and Phrases: Co-Ownership Data Forgetting, Collaborative Data Governance, Policy-Based Access

Control

1 Introduction
Cloud computing has revolutionized digital collaboration, significantly impacting how we share photos, videos,

and documents. The global cloud storage market is projected to reach US$ 598.27 Billion by 2031, with a

Compound Annual Growth Rate (CAGR) of 23.4% from 2023 to 2031 [69]. However, this evolution towards

cloud storage services unveils data security vulnerabilities due to users’ reduced control over their outsourced

data [28, 41, 51, 55]. These issues raise critical concerns about the robustness and reliability of data deletion

strategies [1, 44, 49, 64]. The enduring nature of digital data emerges as a double-edged sword. The Right to

be Forgotten (RTBF), established by the EU General Data Protection Regulation (GDPR) [32, 34, 61, 75] in 2018,

and the concept of Ephemerality (i.e., Temporary existence of data after a set period) [13, 16, 29] advocate for

temporary data retention to enhance privacy. However, digital footprints resist deletion, remaining susceptible to

replication, archival, and unauthorized sharing.
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Today’s Solutions. Concepts such as Vanish [36], EphPub [20], Ephemerizer [60], Safevanish [84], Timed

Revocation [66] and Forgetting with Puzzles [5] use encryption, decentralized ephemeral storage such as Dis-
tributed Hash Table (DHT) [72] and Domain Name System (DNS) [52] to achieve digital data forgetting through

key destruction during static or flexible expiration periods.

Challenges. Despite advancements, significant challenges remain in achieving audience-specific expiration

(i.e., Multi-level forgetting [67]) and involving co-owners in deletion processes [2, 33, 35, 56]. Previous models,

such as the Disjunctive forgetting scheme [27], introduced group-specific expiration keys via smart contracts but

were limited by rigid user segmentation, which prevented overlapping group participation. Current approaches [5,

29, 36, 66, 81] lack co-owner involvement in access and deletion decisions, reducing flexibility in collaborative

environments (i.e., multi-co-owner settings). Current systems are inadequate for the growth of cloud collaboration,

highlighting the need for governance models that support dynamic group memberships, co-owner autonomy,

and GDPR’s RTBF.

Our approach. In response to these challenges, we present a Policy-Based Conjunctive Scheme (PBCS), a
solution built on Privacy by Design principles [21] to address the limitations of previous models and to advance

digital forgetting practices in cloud-based file-sharing. The scheme is well-suited to scenarios in which data

owners and co-owners share responsibilities and rights regarding data access and deletion, such as in multi-

author research projects. In these projects, participants collaborate on shared documents with varying access

permissions. The project owner requires a system capable of dynamic copyright management, offering flexible

access and deletion rights as the project evolves. Outdated drafts must be securely erased to uphold RTBF through

collaborative governance as the project progresses. When providers fail to comply with deletion requests, PBCS

utilizes novel key decay—a mechanism that gradually corrupts decryption keys over time—to ensure that data

becomes irretrievable. This approach embodies a shift towards more democratic and adaptable data-forgetting

frameworks [7, 42].

Our PBCS offers:

a) Flexible Access Control and Dynamic Revocation: PBCS provides customized permissions for users with over-

lapping group memberships, effectively addressing varied collaboration needs. Moreover, the scheme facilitates

dynamic revocation, allowing immediate invalidation of access when required.

b) Dynamic Ephemerality Data Control: Key lifespans are adjusted based on specific audience requirements,

aligning with evolving data retention policies.

c) Collaborative Data Forgetting Framework: Integrating cryptographic techniques and policy-driven deletion,

PBCS ensures data irretrievability and enables co-owner participation in deletion, supporting privacy and

collaborative lifecycle management.

PBCS is designed to enhance the collaborative management of co-owned digital assets within cloud infrastructures,

covering the entire data lifecycle from inception to deliberate obsolescence. In this context, a data owner is the

primary individual or entity responsible for the data. At the same time, co-owners are additional stakeholders

with shared rights and responsibilities over data access and deletion. The process begins with secure, encrypted

uploads, where data owners use ephemeral keys that degrade over time, transitioning from complete integrity to

predefined decay. This preserves data integrity for the necessary duration, reducing the risk of unauthorized

access.

To accommodate overlapping group memberships, PBCS offers flexible user categorization and nuanced access

controls across groups, enabling dynamic cross-group access—a key feature for collaborative environments. This

reflects the scheme’s conjunctive model, in which members must meet both collective and individual conditions

for access and deletion. Ephemeral decryption keys are dynamically regenerated during the download phase based

on validated conjunctive access, ensuring secure retrieval by individual or collaborative groups. Key expiration

and access terms are governed by policies decided by the data owner. Co-owners can initiate data deletion through

a governance framework that supports majority consensus (i.e., half or more participants) and vetoes voting
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rights (i.e., specific users) to prevent privilege escalation. This adaptability enables PBCS to efficiently respond

to evolving data relevance and security needs. As data becomes less relevant, deletion schedules align with the

keys’ predefined lifespans, ensuring a smooth transition into the final stage, the "forgetting phase." During this
phase, encryption keys degrade in accordance with the principles of RTBF, significantly reducing the risk of

data breaches. Ephemeral keys ensure data inaccessibility over time, while co-owners initiate deletion via a

semi-honest provider in accordance with policy. Any copies outside the protocol remain inaccessible without

meeting the required conjunctive threshold, as key reconstruction depends on dynamic policies and decay. To

finalize the lifecycle, co-owners verify deletion, ensuring data irrecoverability and lifecycle completion.

In summary, our study makes the following contributions:

• We introduce a cloud-based file-sharing framework for collaborative data management between owners

and co-owners, ensuring data ephemerality in line with the GDPR’s Right to be Forgotten.

• We provide a governance module that empowers co-owners to dictate content deletion, employing voting

mechanisms.

• We develop access control mechanisms that enable group-specific permissions, flexible membership han-

dling, and validation of data deletion in collaborative environments.

• We implement and experimentally evaluate PBCS on decay analysis, performance evaluation, and security.

2 Design Goals

2.1 Problem Statement
Can we design a collaborative digital management system that dynamically handles file sharing,
ownership rights, and data forgetting while ensuring GDPR alignment (Article 17 & Recitals 65, 66)?
The rise of digital platforms, particularly in cloud storage, has exposed significant shortcomings in current

data management frameworks, especially regarding co-owned data forgetting and complex user interactions [19,

67, 76]. Conventional systems are often inadequate for scenarios requiring nuanced data control and privacy

measures [15, 31, 47, 65, 73, 74, 86]. In collaborative environments such as writing clubs, managing copyright

terms dynamically across multiple authors poses complex challenges. Existing systems must support precise,

audience-specific data erasure to comply with RTBF. This challenge is magnified when multiple stakeholders have

varying claims and rights over shared digital content [24, 54]. For example, members’ contributions to a collective

work in a writing club are subject to specific copyright terms that evolve over time [82]. The platform must

dynamically adapt to these changes, ensuring old drafts can be forgotten-based audience or retained according to

relevant conditions and legal agreements.

2.2 System Actors and Threat Models
The interaction of several actors is characterized in PBCS as follows:

Data Owner (DO): Owner of the data objects. For each data object, the DO encrypts it and uploads it to the

cloud. Additionally, the DO defines the policy for each data object, including access and expiration parameters

that control the data lifecycle.

Co-Owners (COs): The COs are authorized to access and delete co-owned data according to policies set by the

DO.

Cloud Provider (CP): The CP provides infrastructure for storing data, implementing the access control and

deletion functionalities according to the policies defined by the DO.

The DO is considered fully trusted, ensuring secure and uninterrupted communication channels. The CP and

COs are modeled as potential adversaries with the following behaviors:

Semi-Honest CP: The CP follows the protocol honestly (including enforcing access/deletion workflows and

triggering policy-defined decay) due to legal and operational incentives, but is curious and attempts to extract
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Table 1. Summary of Notations

Notation Definition

𝜃 Threshold for reconstructing key 𝑘 .

𝑑 Data object.

𝜏 Time parameter in the decay function 𝐷 .

𝑆 External entropy source.

𝜆∗ Decay factor for key 𝑘 .

(𝑥𝑖 , 𝑦𝑖 ) Random data points.

SymEnc(𝑑) Symmetric encryption of 𝑑 using a key 𝑘 .

Share(𝑑) Data points (𝑥𝑖 , 𝑦𝑖 ) of key 𝑘 .
AsymEnc(Shares(𝑑)) Asymmetric encryption of key shares using public

keys 𝑃𝐾𝑠 .

Votesacc Voting shares for access control polynomial.

Votes
del

Voting shares for deletion polynomial.

policy(𝑑) Access and deletion policy for data object 𝑑 .

Val
initial

Initial list of deletion validation.

𝑚 Co-owners membership matrix.

∗
: 𝜆 is a key decay factor ensuring irretrievability, distinct from traditional cryptographic security parameters [12].

unauthorized information from any information it observes, including stored data/metadata. If the CP deviates

(e.g., refuses to delete or skips decay), it can compromise compliance/availability, while key confidentiality and

post-expiry irrecoverability are preserved by the cryptographic design (explained in §4).

Malicious COs: COs might arbitrarily deviate from the protocol and engage in unauthorized actions, including

(i) attempting to access data objects without proper authorization or exceeding their assigned permissions; (ii)
initiating deletion requests for data without meeting the required voting thresholds or adhering to policy.

Furthermore, potential attack vectors are further discussed in §4.4.

3 Concepts
PBCS secures data 𝑑 using a symmetric key 𝑘 , not as a fixed secret but as a dynamically derived seed via Key
Sharing Scheme (KSS). Unlike Shamir Secret Sharing Scheme (SSSS) [68], which splits a known secret into shares,

KSS interpolates entropy-driven points into a Lagrange polynomial and extracts its free coefficient as
the cryptographic seed for 𝑘 . These transient points, Shares(𝑑), evolve through passive entropy changes
and active policy-driven decay. They are encrypted with the co-owner’s public keys and stored on the CP. A

conjunctive threshold ensures only authorized COs can reconstruct 𝑘 while it remains valid. Once enough shares

degrade, 𝑘 becomes irretrievable, enforcing cryptographic data forgetting.

3.1 Definitions
Table 1 lists the notations, with more definitions in Appendix A.

Definition 1. Our KSS extends SSSS by integrating entropy-based randomness for dynamic share generation. We
define it:
ConstructKey: This randomized algorithm generates entropy-driven data points. Given a threshold 𝜃 and an entropy
source 𝑆entropy:

KSS.ConstructKey(𝜃, 𝑆entropy) → (𝑘, {(𝑥𝑖 , 𝑦𝑖 )}𝜃−1𝑖=0 )
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where 𝑆entropy introduces external randomness from fluctuating real-world sources (e.g., cryptocurrency prices, stock
trends, social media trends). These continuously changing values enhance unpredictability and enable passive decay.
ReconstructKey: The key is reconstructed from entropy-modified shares:

KSS.ReconstructKey({(𝑥𝑖 , 𝑦𝑖 )}𝜃−1𝑖=0 ) → 𝑘

Definition 2. The decay function𝐷 ensures point degradation over time by combining entropy-driven randomness
and policy-enforced control. Given 𝜏 ∈ R+ (time), 𝜆passive (entropy-based decay), 𝜆active (owner-defined decay), and data
points (𝑥𝑖 , 𝑦𝑖 ) ∈ F𝑞 : 𝐷 (𝜏, 𝜆passive, 𝜆active, 𝑃policy, (𝑥𝑖 , 𝑦𝑖 )) → (𝑥 ′𝑖 , 𝑦′𝑖 ), where 𝑥 ′𝑖 , 𝑦′𝑖 evolve dynamically based on 𝑆entropy,
introducing randomness from external sources to ensure share unpredictability. If 𝜆passive decay is insufficient, 𝑃policy
enforces controlled deterioration through 𝜆active, supporting RTBF objectives. Decay guarantees key irretrievability
when valid shares drop below the threshold 𝜃 .

Listing 1. Generic JSON-Based IAM Policy

{

" Ve r s i on " : " YYYY−MM−DD" ,

" S t a t emen t " : [

{

" E f f e c t " : " Allow / Deny " ,

" Ac t ion " : [

" S e r v i c e : Act ionType1 " ,

" S e r v i c e : Act ionType2 "

] ,

" Resource " : " arn : s e r v i c e : r e g i on : account − i d : r e s ou r c e " ,

" Cond i t i on " : {

" Condi t ionType " : {

" aws : RequestTag / Ro le " : " RoleName " ,

" aws : RequestTag / P o l i c y " : " Pol icyName "

}

}

}

]

}

Definition 3. Policy 𝑃 specifies permissions and conditions for data access based on roles and actions. The policy
includes key elements such as version, allowed actions, effects, resources, and conditions. See Listing 1 for a sample
policy format. Formally, the policy can be described as follows:

Input = {Statement, Effect,Action, Resource,Condition}
Output = {Policy for Encrypted Data Object (EDO)}

Definition 4. Our scheme 𝑃𝐵𝐶𝑆 = (Upload, Preprocessing,Access
Control,Download,Deletion,Deletion Validation) consists of six algorithms:
Upload: Run by 𝐷𝑂 , this algorithm takes as input the data object (𝑑 ∈ {0, 1}∗), the groups’ public keys 𝑃𝐾𝑠 , and outputs
encrypted data using symmetric and asymmetric encryption for data points Shares(𝑑), with 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑). The output is
transmitted to the 𝐶𝑃 .

Output = {SymEnc(𝑑),AsymEnc(Shares(𝑑)), 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)}
Preprocessing: Run by the 𝐶𝑃 , this algorithm takes as input the group metadata, uploaded encrypted data, and policies,
processing them to generate voting shares for deletion and access control. Furthermore, an initial list of intersection points
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between the original and deletion polynomials is generated for data deletion validation.

Input = {SymEnc(𝑑),AsymEnc(Shares(𝑑)), 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)}
Output = {Votesdel,Votesacc,Valinitial}

Access Control: This algorithm, run by the 𝐶𝑃 , takes as input Votesacc and outputs an access decision (0 or 1).

Input = {Votesacc},Output = {Access decision}
Download: 𝐶𝑂𝑠 decrypt and retrieve 𝑑 using the provided encrypted Share(d), keys, membership matrix, and threshold.

Input = {SymEncShares(𝑑 ) (𝑑),AsymEnc(Shares(𝑑)),𝑚, 𝜃 },
Output = 𝑑

Deletion: Initiated by 𝐶𝑂𝑠 and supported by 𝐶𝑃 , this algorithm takes as input Votesdel and outputs a deletion decision (0
or 1).

Input = {Votesdel},Output = {Deletion decision}
Deletion Validation: Run by 𝐶𝑂𝑠 , this algorithm verifies the final deletion status of data (Valinitial) via shared votes,
outputting 0 or 1.

Input = {Shares(𝑑),Votesdel},Output = {Result verification}

3.2 Security Definitions
Correctness of Protocol Correctness in the PBCS protocol ensures that cryptographic operations align with

Definition 4 and Definition 3. The protocol guarantees that downloaded data matches the original upload via

consistent key shares (Definition 1), while access control and deletion strictly follow policy rules.

Definition 5. A scheme 𝑃𝐵𝐶𝑆 = (Upload, Preprocessing,AccessControl,Download,Deletion,Deletion Validation) is
correct if the conditions hold:
(1) The 𝑑 retrieved through the download matches the original upload: Download(Upload(𝑑) [: 2],𝑚, 𝜃 ) = 𝑑 .
(2) Only authorized𝐶𝑂𝑠 are able to access or delete the data based on valid voting shares𝑉 : AccessControl/Deletion(𝑉 ) = 𝑏,

where 𝑏 = 1 if the 𝑉 comply with the policy(𝑑), otherwise 𝑏 = 0.
(3) Given 𝑑 with decay rate 𝜆 ∈ R+ and reconstruction threshold 𝜃 ∈ N, at time 𝜏 ∈ R+ the decay function 𝑓 (𝜏, 𝜆)

renders fewer than 𝜃 points/shares valid for interpolation, i.e., |{𝑖 | (𝑥𝑖 (𝜏), 𝑦𝑖 (𝜏)) is valid}| < 𝜃 , implying that collective
co-owner shares are no longer sufficient to reconstruct 𝑑 after 𝜏 .

(4) Validation outputs 0 if COs retrieve data; otherwise, it outputs 1.

Privacy of Inputs We adopt the system actors and threat model from §2.2. The protocol execution reveals

only what the ideal model permits: the data size and encrypted coefficients to a semi-honest CP, and known

access-control or deletion details. The policy restricts malicious COs from accessing or deleting 𝑑 .

Definition 6. Let the leakage profileΛ = (𝐿𝑆 , 𝐿𝑄 ), where 𝐿𝑆 (𝑑) represents the size of the data object𝑑 and 𝐿𝑄 describes
the number of polynomial coefficients encrypted via asymmetric encryption in the protocol 𝑃𝐵𝐶𝑆 = (Upload,Access Control,
Download,Deletion,DeletionValidation). The protocol is Λ-secure if there exists a PPT simulator 𝑆𝐼𝑀 , such that for any
adversary 𝐴 interacting with a semi-honest CP and malicious COs, the adversary cannot distinguish between:
• The real execution, including encrypted object 𝑑 , polynomial coefficients, access/deletion votes, and 𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑣𝑎𝑙𝑖𝑑𝑎𝑡𝑖𝑜𝑛 .
• The simulated execution, constructed by 𝑆𝐼𝑀 based on Λ, without access to actual 𝑑 .
For all 𝑥𝑖 ∈ F𝑝 , the probability that adversary 𝐴 distinguishes between real and simulated views is negligible: Pr[𝐴(𝑉real) ≠
𝐴(𝑉sim)] ≤ 𝜖 , where 𝜖 is negligible in the security parameter. Thus, 𝑃𝐵𝐶𝑆 is Λ-secure.
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3.3 Terminology
Conjunctive Scheme: This scheme allows data sharing among multiple co-owners across distinct groups, with

access determined by individual or collective permissions by predefined policies. Leveraging a cryptographic

multi-group approach enhances data management flexibility and complexity in cloud environments [6, 19, 78].

The scheme dynamically applies expiration and access control policies that support overlapping memberships,

facilitating data forgetting across diverse groups.

Lagrange-Basis Polynomials: Lagrange polynomials [30, 63] enable interpolation to form a polynomial through

specified points. Given 𝑛 share/point pairs {(𝑥 𝑗 , 𝑦 𝑗 )}𝑛−1𝑗=0 ⊆ F2𝑞 , they are formulated as 𝐿(𝑥) = ∑𝑛−1
𝑗=0 𝑦 𝑗 ℓ𝑗 (𝑥) with

ℓ𝑗 (𝑥) =
∏

0≤𝑚≤𝑛−1
𝑚≠𝑗

𝑥−𝑥𝑚
𝑥 𝑗−𝑥𝑚 , facilitating key reconstruction from distributed shares.

Ephemerality Via Key Decay: This scheme uses Lagrange polynomial attributes to generate ephemeral keys

that degrade over time (i.e., Conjunctive decay, detailed in §4.1.1). As the shares change, the reconstructed key’s

effectiveness reduces below a threshold, rendering it irrecoverable and supporting digital forgetting. Key decay is

given by Decay = 1 − 𝜆, dictating the deterioration rate.

Access Control and Group Management: This module enforces access control using public-key cryptography

and secret sharing by the CP. Group affiliations and permissions are validated through cryptographic signatures,

where each signature binds a group identifier with a nonce for freshness. This ensures compliance with predefined

policies and prevents unauthorized requests.

Governance Module: This module enables collaborative data deletion through majority or veto-based voting

mechanisms. Managed by the CP in accordance with the owner’s policies, it ensures flexible, responsive deletion

decisions that adapt to user needs. We assume the Governance Module/CP is semi-honest for protocol execution
(i.e., it follows prescribed policy enforcement, share/vote collection, and triggering of access/deletion/decay),

while malicious CP behaviors (e.g., skipping computations, snapshot retention, or collusion with a subset of COs)

are analyzed in §4.4. Threats outside the cryptographic scope include policy manipulation/tampering, inaccurate

governance inputs (e.g., group membership or decay/entropy signals), identity compromise/Sybil behavior [84],

selective message suppression, or a Byzantine CP that forges votes or tampers with deletion records; these require

operational safeguards (e.g., COs-signed votes with an append-only audit log, or trusted execution) beyond our

core cryptographic guarantees.

3.4 System Architecture
As outlined in Definition 4 and illustrated in Figure 1, our cryptographic framework collaboratively manages the

data lifecycle between owners and co-owners in a cloud environment.

In the uploading phase—Step 1 , data owners encrypt and upload data (i.e., EDO) to the cloud using symmetric

encryption. This process incorporates seeds derived from Lagrange polynomials used for symmetric-key genera-

tion, based on uniformly random inputs specified by the owners. Keys degrade as 𝐷 (𝜏, 𝜆passive, 𝜆active) modifies

shares, with passive decay autonomous driven by entropy sources and active decay enforcing policy-controlled

corruption. The key is irretrievable once shares drop below the threshold. Moreover, the co-owner’s data points

(i.e., used in symmetric key generation) are encrypted using asymmetric encryption, allowing only authorized

co-owners to reconstruct the key during the download phase and preventing the provider from learning it. Users

are categorized into groups established by the owner, dictating a precise policy framework via shares tied to

Lagrange polynomial points. The scheme dynamically adapts to group dynamics through flexible policies that

accommodate real-time threshold changes (e.g., the minimum valid shares for a key) and periodic key refreshes

to integrate new data points.

In the downloading phase—Step 2 , co-owners verify access permissions through ID and signature validation

(defined in §3.3) before decrypting data using a symmetric key. Each group employs its private key to decrypt
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Fig. 1. Comprehensive Architecture of the PBCS.

its encrypted shares, collaboratively reconstructing the symmetric key 𝑘 to enable data recovery. This phase

accommodates collaborative (groups in red with overlapping co-owners) and individual access scenarios by

generating combined or separate polynomials for decryption. Overlapping group memberships determine access

flexibility, managed through a matrix-based method that identifies intersecting group memberships, facilitating

a tailored polynomial reconstruction approach. This method dynamically generates polynomials for tailored

decryption, enabling flexibility in access control.

In the deletion phase—Step 3 , the governance module processes deletion requests with majority or veto

voting (defined in §3.3). These approaches enable systematic data erasure through polynomial reconstruction

before the key decays, rendering the data inaccessible. The deletion polynomial is derived from the collected

deletion votes following a deletion request.

In the final phase—Step 4 , the deletion validation mechanism analyzes overlaps between encryption and

deletion polynomials. Constant intersections indicate continued accessibility, while variations signal sufficient

decay of the decryption key, ensuring the content becomes inaccessible.

Art. 17 GDPR: RTBF (Recitals 65, 66) alignment is achieved through the system ensuring data
irretrievability via CP- led deletion and autonomous key decay, safeguarding privacy rights. This
mechanism focuses on private verifiability between DO and COs in the collaborative framework.

4 Scheme Description
We focus on (𝑖) Background Analysis, (𝑖𝑖) Core Components, (𝑖𝑖𝑖) Formal Analysis, and (𝑖𝑣) Adversarial Models

Analysis.

4.1 Background Analysis
4.1.1 Conjunctive Key Decay Scheme. The proposed PBCS introduces a hybrid key-decay mechanism that

combines entropy-driven passive decay with policy-defined active decay tailored to audience-specific expiration

needs. This eliminates reliance on ephemeral storage and prevents long-term archival retention.
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Passive Decay and Entropy-Driven Evolution Key shares 𝐾𝑖 (𝑡) dynamically evolve using multiple public

time-varying sources (e.g., cryptocurrency prices, stock trends) to avoid static shares and hinder snapshot-

based retention. We do not assume these sources provide cryptographic-quality entropy; they may be partially

predictable or adversarially influenced. Using multiple independent sources reduces reliance on any single input

and makes full source control harder in practice (and more resource-intensive). Instead, each access recomputes

and hashes the updated coordinates, 𝑥 ′𝑖 = 𝐻 (𝐷 (𝑥𝑖 , 𝜆passive, 𝑆entropy, 𝜏)) and 𝑦′𝑖 = 𝐻 (𝐷 (𝑦𝑖 , 𝜆passive, 𝑆entropy, 𝜏)), so
stored snapshots become stale, while key recovery still requires at least 𝜃 valid points under the threshold scheme

(cf. [29]). To stabilize source variability, decay progression is controlled by averaging per-share inputs. The

entropy-weighted decay is computed as: 𝜇𝑤 = 1∑𝑛
𝑖=1 𝑤𝑖

∑𝑛
𝑖=1𝑤𝑖 · (𝐾𝑥 (𝑡𝑖 ) + 𝐾𝑦 (𝑡𝑖 )), where 𝐾𝑥 (𝑡𝑖 ) and 𝐾𝑦 (𝑡𝑖 ) are

the time-varying inputs for each share’s coordinates. If passive evolution is insufficient or contested, the policy

triggers deterministic active decay, and the system can refresh/re-key by reissuing new points under a new

entropy configuration, invalidating prior snapshots (See Appendix B).

Active Decay and Policy-Defined Expiry When passive entropy changes are insufficient, policy-driven active

decay enforces policy-defined expiration by modifying Lagrange coefficients. The policy dynamically perturbs

selected coefficients embedded until a sufficient number of corrupted shares renders the key irrecoverable:

(𝑥 ′𝑖 , 𝑦′𝑖 ) = 𝐷 (𝑥𝑖 , 𝑦𝑖 , 𝜆active, 𝑃policy), where 𝜆active ensures controlled key expiration based on predefined policies by

the owners.

Thresholds and policy mapping. In PBCS, 𝜃 denotes the KSS key-reconstruction threshold: download succeeds

only while at least 𝜃 valid (non-decayed) points/shares remain, so 𝜃 together with the policy’s passive/active

decay parameters determines the key’s validity window specified in 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) by the DO. The DO defines

these access/expiry thresholds in 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) (e.g., via per-group thresholds 𝜃𝑖 under conjunctive access and/or a

collaborative threshold 𝜃collab), and the upload/download procedures extract and apply them when constructing

and reconstructing 𝑘 (see § 4.2.3). Concretely, letting 𝑛 denote the number of policy-relevant groups/clauses for

the object at time 𝑡 , decryption is permitted only if:

𝐼𝑃 (𝑡) =
{
1, if ∀𝑖 ∈ {1, . . . , 𝑛} : 𝐾𝑖 (𝑡) ≥ 𝜃𝑖 or 𝐾 (𝑡) ≥ 𝜃collab,
0, otherwise,

and key irretrievability occurs once 𝐾 (𝑡) < 𝜃collab. Deletion is authorized independently via the policy’s deletion

rule (e.g., majority threshold 𝑇𝑚 , veto condition, and deletion activation Δ in the deletion polynomial), and does

not reuse 𝜃 .

Algorithm 1: Upload
Input: Data Object 𝑑 , Group public keys 𝑃𝐾𝑠

Output: SymEnc(𝑑),AsymEnc(𝑆ℎ𝑎𝑟𝑒𝑠 (𝑑)), 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑))
1 Generate 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) and extract Threshold 𝜃

2 Generate Key 𝑘, 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 ← 𝐾𝑆𝑆.𝐶𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝐾𝑒𝑦 (𝜃 )
3 return SymEnc(𝑑, 𝑘), {AsymEnc(𝑘𝑝𝑢𝑏 , data_points)}𝑘𝑝𝑢𝑏 ∈𝑃𝐾𝑠 , policy(𝑑)

4.2 A Policy-Based Conjunctive Scheme (PBCS)
The PBCS framework enables dynamic file sharing and secure data forgetting in multi-owner cloud environments,

adhering to GDPR Recitals 65 & 66, and Article 17 [32, 34, 61, 75]. It manages secure data transitions across the

upload, download, delete, and forget phases (Definition 4). Additional algorithms are presented in Appendix D.
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Algorithm 2: KSS.ConstructKey
Input: Threshold 𝜃
Output: Key 𝑘 , datapoints 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠

1 Generate 𝜃 − 1 random points 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 ← (𝑥𝑖 , 𝑦𝑖 ) ∈ F𝑞
2 𝐿𝑥 ← ConstructLagrangePolynomial(𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠)

3 seed← EvaluateAtZero(𝐿𝑥 )

4 key← H(seed)

5 return key 𝑘 , 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠

4.2.1 Uploading Phase (Algorithm 1). The DO encrypts the data file with symmetric encryption and secures the

keys (data points) using an asymmetric algorithm for COs before uploading to CP.

Symmetric Key Construction for Encryption. PBCS utilizes coefficients from a Lagrange polynomial evaluated

at zero, 𝐿(0), to generate symmetric keys. These coefficients, derived from randomized sources and modulated

by a decay parameter 𝜆𝑑 , maintain specific bits of entropy until they reach a predefined decay threshold. The

process is designed to yield consistent keys, ensuring reproducibility with identical inputs.

Lemma 1. Given data object 𝑑 , Alg. 2 generates a symmetric key 𝑘 and 𝜃 shares (according to 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)) for 𝑘
reconstruction with 𝑂 (𝑁 2) complexity. The success probability with fewer than 𝜃 is ≈ 1

|F𝑞 | .

Proof. Using the Lagrange polynomial defined in the Terminology section 3.3, we evaluate the polynomial at

zero as 𝐿(0), which serves as the entropy seed for symmetric key generation. This value, 𝐿(0), is then used as the

input seed for a cryptographic hash function 𝐻 : 𝐾 = 𝐻 (𝐿(0)). The key 𝐾 , derived from 𝐿(0), inherits its high
entropy from the randomness of both 𝑥𝑖 and 𝑦𝑖 and the cryptographic hash function. Our scheme’s security relies

on symmetric encryption and a hash function. The computational complexity of constructing and evaluating the

Lagrange polynomial-based symmetric generation is 𝑂 (𝑁 2), where 𝑁 refers to the number of shares and the

probability of reconstructing the key without the required 𝜃 shares is negligible (≈ 1

𝑞
, where 𝑞 is the size of |F𝑞 |).

□

Group Categorization Policy and Flexibility. PBCS strengthens group categorization and cryptographic

security via dynamic threshold adaptation and periodic refreshes. Share compromise risks are assessed using a

Bernoulli distribution with probability 𝑝 , aggregated as 𝑋 ∼ Binomial(𝑛, 𝑝), where 𝑛 is the number of shares [58].

The breach probability is: 𝑃 (Breach) = 1 −∑𝜃
𝑘=0

(
𝑛
𝑘

)
𝑝𝑘 (1 − 𝑝)𝑛−𝑘 , with 𝜃 as the threshold. Threshold adaptation

adjusts 𝑛 based on group size or risk, while periodic refreshes limit exposure of stale or compromised shares,

ensuring security. The full specifications of the threshold adaptation and periodic refresh algorithms are provided

in Appendix D.

Lemma 2 (Dynamic Threshold Adaptation). The data owner can run Algorithm 10 to generate shares with a
new threshold 𝜃𝑛𝑒𝑤 for the reconstruction of the same key 𝑘 used in the encryption process.

Proof. Consider the initial sharing polynomial 𝑓 0 (𝑥) = 𝑠 + ∑𝜃𝑖𝑛𝑖𝑡−1
𝑖=1

𝑎𝑖𝑥
𝑖
over F𝑞 , where 𝑠 is the secret and

𝜃𝑖𝑛𝑖𝑡 the initial threshold. To adapt to a new threshold 𝜃𝑛𝑒𝑤 , the data owner samples 𝜃𝑛𝑒𝑤 − 1 fresh random

points (𝑥𝑖 , 𝑦𝑖 ) ∈ F𝑞 and reconstructs the corresponding polynomial 𝐿(𝑥) using standard Lagrange interpolation

(see Terminology 3.3). The updated seed is obtained by evaluating at zero, i.e., 𝐿(0). The refreshed share set is

then:𝑈𝑝𝑑𝑎𝑡𝑒𝑑_𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 = {(𝑥𝑖 , 𝑦𝑖 )}𝜃𝑛𝑒𝑤−1𝑖=1
∪ {(0, 𝐿(0))}. Thus, the secret 𝑠 (and hence the symmetric key 𝑘)

is preserved, while reconstruction now requires at least 𝜃𝑛𝑒𝑤 valid shares. □
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Lemma 3 (Periodic Refresh). Every refresh time 𝑡 timesteps, Algorithm 11 returns 𝑛 new shares of threshold 𝜃
for the reconstruction of symmetric key 𝑘 until 𝑡𝑚𝑎𝑥 . After 𝑡𝑚𝑎𝑥 , the key 𝑘 will be forgotten according to decay factor
𝜆.

Proof. At predefined intervals 𝑡 set by the CP, a renewal polynomial 𝑅𝑡 (𝑥) = ∑𝑡−1
𝑖=1 𝑅

𝑡
𝑖 𝑥
𝑖
is generated, with

𝑅𝑡 (0) = 0 so that the original secret remains unchanged. Instead of using old shares, 𝑛 − 1 new random data

points (𝑥𝑖 , 𝑦𝑖 ) ∈ F𝑞 are generated. Share renewal occurs as follows: 𝑥𝑛𝑒𝑤𝑖
= 𝑅𝑡 (𝑖). If the refresh time 𝑡 has passed

and 𝑡 < 𝑡𝑚𝑎𝑥 , new random data points are generated. Periodic refresh stops after the expiration time 𝑡𝑚𝑎𝑥 . The

data points then decay according to decay factor 𝜆 (see Definition 2), ensuring that the key 𝑘 will be forgotten.

□

The CP is the key for implementing these two attributes of PBCS. The data points representing the secret

shares remain on the CP and are not distributed to the COs before the download phase is due to begin. This

ensures that old shares can’t be used to reconstruct the key 𝑘 after threshold adaptation and periodic refresh.

Also, dynamic access revocation is enabled through these attributes.

Group-specific Public-Key Encryption for Polynomial Coefficients. PBCS supports using group-specific

asymmetric encryption (PKI) to protect polynomial coefficients, ensuring that only authorized group members

can decrypt them. This ensures data confidentiality: only users with the corresponding private keys can access

the coefficients, thereby preserving data security (See Algorithm 12 in Appendix D).

Lemma 4. Algorithm 12 encrypts polynomial coefficients using asymmetric encryption with 𝑂 (𝑁 ) complexity,
making the probability of unauthorized decryption negligible.

Proof. Let 𝐿(𝑥) = ∑𝑛
𝑖=0 𝑐𝑖𝑥

𝑖
represent the Lagrange polynomial used for generating the symmetric encryption

key 𝑘 , with coefficients {𝑐0, 𝑐1, . . . , 𝑐𝑛}, where 𝑐𝑖 ∈ F𝑞 . These coefficients are encrypted using asymmetric key

encryption. The encryption for a specific group is given by: 𝑐𝑒𝑛𝑐𝑖 = Encpub (𝑐𝑖 ), where pub is the group’s public
key. The corresponding decryption uses the group-specific private key: 𝑐𝑖 = Decpriv (𝑐𝑒𝑛𝑐𝑖 ). The encryption

and decryption operations have a computational complexity of 𝑂 (𝑁 ), where 𝑁 is the number of groups. The

probability of decrypting the coefficients without the correct private key is negligible, assuming the security of

the asymmetric encryption algorithm holds. □

4.2.2 Preprocessing Phase (Algorithm 3). The preprocessing phase occurs directly after uploading, when the data

is outsourced to the provider. During this phase, both access control (𝑉𝑜𝑡𝑒𝑠𝑎𝑐𝑐 ) and deletion-based polynomials

(𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙 ) are established. This step prepares the COs for downloading and deletion procedures by generating

their respective polynomials. Additionally, the initial deletion validation (𝑉𝑎𝑙𝑖𝑛𝑖𝑡𝑖𝑎𝑙 ) (run by the DO) is created

to store the intersection points between the deletion polynomial and the original polynomial (from the upload

phase). This mechanism will be used later to provide private proof of ephemerality to the COs. We reuse the same

polynomial construction and threshold reconstruction primitives defined in the upload phase and Terminology 3.3;

preprocessing only instantiates them for 𝑉𝑜𝑡𝑒𝑠𝑎𝑐𝑐 , 𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙 , and 𝑉𝑎𝑙𝑖𝑛𝑖𝑡𝑖𝑎𝑙 .

4.2.3 Download Phase (Algorithms 4 and 5). The access control polynomial 𝐿access (𝑥) is designed to validate

access requests denoted as𝑉𝑜𝑡𝑒𝑠acc. It ensures that only authorized groups or co-owners can access the data based

on predefined policies 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑). The polynomial uses tuples of group identifiers and cryptographic signatures to

verify participation, granting access only when policy-defined thresholds are met.

Access Control Verification: Each access request (vote) is authenticated using cryptographic hashes and

signatures. 𝐿access (𝑥) verifies if the votes 𝑉𝑜𝑡𝑒𝑠acc comply with 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) by matching the expected values. This

ensures that access decisions are based on confirmed, legitimate group consensus.
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Algorithm 3: Preprocessing
Input: 𝑆𝑦𝑚𝐸𝑛𝑐 (𝑑),AsymEnc(Shares(𝑑)), 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)
Output: 𝑉𝑜𝑡𝑒𝑠𝑎𝑐𝑐 ,𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙 ,𝑉𝑎𝑙𝑖𝑛𝑖𝑡𝑖𝑎𝑙

1 Groups, 𝐻 (Groups), 𝜃𝑎𝑐𝑐 , 𝜃𝑑𝑒𝑙 ← 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)
2 foreach 𝑔𝑟𝑜𝑢𝑝 ∈ Groups do
3 Generate a 𝑛𝑜𝑛𝑐𝑒 [128] for freshness
4 𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 ← Sign(𝐻 (GroupID∥nonce[128]), PrivateKey)
5 Append (𝐺𝑟𝑜𝑢𝑝𝐼𝐷,𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒) to 𝑑𝑎𝑐𝑐
6 end
7 𝑑𝑑𝑒𝑙 ← 𝜃𝑑𝑒𝑙 − 1 random points 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 in sets 𝑑𝑑𝑒𝑙

8 𝐿𝑎𝑐𝑐 ← 𝐶𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒𝑃𝑜𝑙𝑦𝑛𝑜𝑚𝑖𝑎𝑙 (𝑑𝑎𝑐𝑐 )
9 𝐿𝑑𝑒𝑙 ← 𝐶𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒𝑃𝑜𝑙𝑦𝑛𝑜𝑚𝑖𝑎𝑙 (𝑑𝑑𝑒𝑙 )

10 𝑉𝑜𝑡𝑒𝑠𝑎𝑐𝑐 ← Shares(𝑑𝑎𝑐𝑐 ) according to 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)
11 𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙 ← Shares(𝑑𝑑𝑒𝑙 ) according to 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑)
12 𝑉𝑎𝑙𝑖𝑛𝑖𝑡𝑖𝑎𝑙 ← 𝐿𝑑𝑒𝑙 ∩ 𝐿𝑒𝑛𝑐/𝑑𝑒𝑐
13 return 𝑉𝑜𝑡𝑒𝑠𝑎𝑐𝑐 ,𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙 ,𝑉𝑎𝑙𝑖𝑛𝑖𝑡𝑖𝑎𝑙

Algorithm 4: Access-Controlled Download

Input: 𝑉𝑜𝑡𝑒𝑠acc
Output: Access decision (0 or 1)

1 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 ← 𝐶𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒𝑃𝑜𝑙𝑦𝑛𝑜𝑚𝑖𝑎𝑙 (𝑉𝑎𝑐𝑐 )
2 return 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 ≡ 𝐿𝑎𝑐𝑐

Algorithm 5: Data Recovery
Input: 𝑆𝑦𝑚𝐸𝑛𝑐 (𝑑, 𝑘), 𝐴𝑠𝑦𝑚𝐸𝑛𝑐 (𝑘𝑝𝑢𝑏𝑔 , 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠), Participation matrix𝑚, threshold 𝜃

Output: 𝑑

1 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 ← 𝐴𝑠𝑦𝑚𝐷𝑒𝑐 (𝐴𝑠𝑦𝑚𝐸𝑛𝑐 (𝑘𝑝𝑢𝑏𝑔 , 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠), 𝑘𝑝𝑟𝑖𝑔 )
2 𝑘 ← 𝐾𝑒𝑦_𝑅𝑒𝑐𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑖𝑜𝑛(𝑚,𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠, 𝜃 ) 1See Algorithm 15 in Appendix D.

3 𝑑 ← 𝑆𝑦𝑚𝑐𝐷𝑒𝑐 (𝑆𝑦𝑚𝐸𝑛𝑐 (𝑑, 𝑘), 𝑘)
4 return 𝑑

Lemma 5. Given 𝑉𝑜𝑡𝑒𝑠acc created according to 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) of data 𝑑 , with complexity 𝑂 (𝑁 2), Algorithm 4 outputs
1 if the group is authorized to access 𝑑 and 0 otherwise.

Proof. Let 𝐺 = {(𝐼𝐷𝑖 , 𝑆𝑖𝑔𝑖 )}𝑛𝑖=1 represent the set of tuples, where 𝐼𝐷𝑖 ∈ Z denotes the unique identifier

for the 𝑖𝑡ℎ group and 𝑆𝑖𝑔𝑖 ∈ Z𝑁 is the cryptographic signature, signed with its asymmetric private key. Let

𝐻 : {0, 1}∗ → Z𝑞 be a cryptographic hash function, where Z𝑞 is a finite field of prime order 𝑞. Construct the

access control polynomial 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 (𝑥) by interpolating the points (𝑥𝑖 , 𝑦𝑖 ) using standard Lagrange interpolation

(see Terminology 3.3), where 𝑦𝑖 = 𝐻 (𝐼𝐷𝑖 ∥ 𝑆𝑖𝑔𝑖 ⊕ 𝑛𝑜𝑛𝑐𝑒 [128]). To validate access, a group provides its 𝐼𝐷 and

𝑆𝑖𝑔, deriving a verification point (𝑥𝑖 , 𝑦𝑖 ), with 𝑦𝑖 = 𝐻 (𝐼𝐷 ∥ 𝑆𝑖𝑔 ⊕ 𝑛𝑜𝑛𝑐𝑒 [128]), where 𝑛𝑜𝑛𝑐𝑒 serves as a seed to

provide randomness. The system then evaluates 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 (𝑥𝑖 ) and checks if: 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 (𝑥𝑖 ) ≡ 𝑦𝑖 mod 𝑞. If equality

holds, access is granted; otherwise, it is denied. A unique Lagrange polynomial passes at least through 𝜃 points

(𝑥𝑖 , 𝑦𝑖 ). If the 𝜃 is not reached, then 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 (𝑥) ≠ 𝐿𝑎𝑐𝑐 (𝑥). Constructing and evaluating 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 (𝑥) is𝑂 (𝑁 2), where
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𝐺𝑟𝑜𝑢𝑝1 𝐺𝑟𝑜𝑢𝑝2 . . . 𝐺𝑟𝑜𝑢𝑝𝑛 𝑉


𝑈𝑠𝑒𝑟1 𝑚11 𝑚12 · · · 𝑚1𝑛 𝜈1
𝑈𝑠𝑒𝑟2 𝑚21 𝑚22 · · · 𝑚2𝑛 𝜈2

...
...

. . .
...

...

𝑈 𝑠𝑒𝑟𝑛 𝑚𝑛1 𝑚𝑛2 · · · 𝑚𝑛𝑛 𝜈𝑛

Fig. 2. Group Membership Matrix𝑚.

𝑁 refers to the number of groups. The probability of forging valid (𝑥𝑖 , 𝑦𝑖 ) without the correct combination of

(𝐼𝐷, 𝑆𝑖𝑔 ⊕ 𝑛𝑜𝑛𝑐𝑒) is negligible (See Algorithm 17 for more details). □

Data Recovery: Once access is granted, authorized co-owners (COs) proceed with the recovery phase. During

this phase, the asymmetric private keys of authorized co-owners are used to decrypt the coefficients, ensuring

compliance with the verified policies. After successful coefficient decryption, the symmetric key reconstruction

type is determined (singular or collaborative) based on the participation matrix𝑚, which defines group thresholds

and reconstruction requirements. Data is then recovered as in Alg. 5.

Decryption Process Leveraging Public-Key Encryption and Group-Specific Access. Upon successful decryp-

tion using the group-specific asymmetric private key, the original polynomial 𝐿𝑒𝑛𝑐 (𝑥) used for encrypting the

data is accurately reconstructed, enabling the secure decryption of encrypted coefficients stored within data

objects. This ensures that only authorized group members possessing the correct private keys can access and

decrypt the data for further use without CP intervention (see Algorithm 13 in Appendix).

Lemma 6. Algorithm 13 decrypts polynomial 𝐿𝑒𝑛𝑐 ’s coefficients using the group’s private key with𝑂 (𝑁 ) complexity.

Singular/ Collaborative Lagrange Polynomials Decryption-based Matrix Approach. We address the genera-

tion of Lagrange polynomials for decryption in a matrix-based approach in singular and collaborative scenarios.
If a user has multiple IDs or group memberships, the polynomial generation becomes collaborative, ensuring the

key cannot be reconstructed with fewer than the threshold 𝜃 as defined by 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑). This design guarantees

that users with multiple group memberships have only one share. The matrix𝑚 validates memberships and

determines the key reconstruction type. Access is granted if user memberships and group intersections satisfy

verification conditions: 𝑉 = {𝜈1, 𝜈2, ..., 𝜈𝑛}, where 𝜈𝑖 ∈ {0, 1}, as illustrated in Figure 2.

Lemma 7 (Decryption Polynomial Generation). Given participation matrix 𝑚, data points 𝑠ℎ𝑎𝑟𝑒𝑠 , and
threshold 𝜃 , Algorithm 15 returns the data object from 𝑠ℎ𝑎𝑟𝑒𝑠 , if there at least 𝜃 unique 𝑠ℎ𝑎𝑟𝑒𝑠 with𝑂 (𝑁 2) complexity.
The success probability with fewer than 𝜃 shares is ≈ 1

|F𝑞 | .

Proof. The polynomial generation algorithm determines whether decryption follows a singular or collaborative
construction based on group participation and threshold requirements. For a group 𝐺 , the singular polynomial

𝐿singular (𝑥) is obtained by interpolating the points {(𝑥𝑖 , 𝑦𝑖 )}𝑖∈𝐺 using standard Lagrange interpolation (i.e., 3.3),

and reconstructs the secret when the group-specific threshold 𝜃𝑖 is satisfied. Thus, each group can independently

reconstruct the key once its own threshold is met.

To ensure collective access, multiple groups must conjunctively satisfy their respective thresholds. For users

{𝑈 } belonging to different, possibly overlapping groups, a collaborative polynomial 𝐿collab (𝑥) is constructed by

interpolating the unique shares contributed by these users, again using the standard Lagrange mechanism. This

guarantees that each user contributes exactly one share and that reconstruction is possible only when the global

threshold 𝜃 defined by 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) is met.
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Fig. 3. Deletion Polynomial-Based Voting Mechanisms.

Security follows from the hardness of polynomial interpolation with fewer than 𝜃 valid shares. With insuffi-

cient points, the reconstructed polynomial deviates from the correct one, with error bounded by the Lagrange

remainder [14]:

𝐸 (𝑥) = 𝑓 (𝑛+1) (𝜉)
(𝑛 + 1)!

𝑛∏
𝑖=0

(𝑥 − 𝑥𝑖 ), 𝜉 ∈ [𝑥0, 𝑥𝑛] .

Hence, reconstructing the secret without at least 𝜃 shares succeeds with probability at most ≈ 1

|F𝑞 | .

The construction and evaluation of the corresponding interpolation polynomial have complexity𝑂 (𝑁 2), where
𝑁 denotes the number of participating shares or groups. □

Symmetric Key Reconstruction for Decryption. The PBCS employs Lagrange polynomial coefficients, initially

used for encryption, to reconstruct symmetric keys for decryption after asymmetric private keys are used to

decrypt the data, ensuring secure access to encrypted data by authorized COs.

Lemma 8. During the validity period, Algorithm 5 returns data object 𝑑 given the encrypted data object 𝑑 ′, shares,
participation matrix𝑚, and threshold 𝜃 , and has 𝑂 (𝑁 2) complexity.

Proof. First, we decrypt the 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 using the group-specific private key. We recover the symmetric key

𝑘 used to encrypt the data object 𝑑 using the data points. Finally, we can locally decrypt the data object with

𝑘 . Since we are still in the validity period, the data points will be sound and not decayed. The complexity of

constructing and evaluating the Lagrange polynomial-based symmetric key generation is 𝑂 (𝑁 2), where 𝑁 refers

to the number of groups. □

We expand upon what happens after the validity (i.e., set by the policy) period below in the Forgetting Phase in
§4.2.5.

4.2.4 Deletion Phase (Algorithm 6). In support with GDPR (Recitals 65, 66, and Article 17), our scheme empowers

COs to initiate data deletion through validated requests 𝑉𝑜𝑡𝑒𝑠del, supporting data sovereignty and privacy. This

deletion is controlled via a polynomial𝐷 (𝑥), which enables secure erasure when a threshold Δ is met. The deletion

polynomial 𝐿𝑑𝑒𝑙𝑒𝑡𝑒 (𝑥) over a finite field F𝑞 is defined as: 𝐿𝑑𝑒𝑙𝑒𝑡𝑒 (𝑥) =
∑𝑇
𝑘=1

𝑑𝑘𝑥
𝑘 + 𝑑0 mod 𝑞, where 𝑑0, 𝑑1, . . . , 𝑑𝑇

are coefficients encoding deletion criteria, with 𝑥 as the variable for progression and 𝑇 as the deletion threshold.

Data erasure is triggered when: 𝐿𝑑𝑒𝑙𝑒𝑡𝑒 (𝑥∗) = Δ mod 𝑞, where 𝑥∗ denotes the condition met, and Δ represents

the activation for deletion.
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Algorithm 6: Deletion
Input: 𝑉𝑜𝑡𝑒𝑠

del

Output: Deletion decision (0 or 1)

1 𝐿𝑑𝑒𝑙𝑒𝑡𝑒 ← 𝐶𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒𝑃𝑜𝑙𝑦𝑛𝑜𝑚𝑖𝑎𝑙 (𝑉𝑑𝑒𝑙 )
2 return 𝐿𝑑𝑒𝑙𝑒𝑡𝑖𝑜𝑛 ≡ 𝐿𝑑𝑒𝑙

Lemma 9 (Data Object Deletion). Given𝑉𝑜𝑡𝑒𝑠del created according to 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) of data 𝑑 , Algorithm 6 outputs
1 if the data object 𝑑 is deleted and 0 otherwise, with the complexity of 𝑂 (𝑁 ).

Proof. Once the deletion polynomial 𝐷 is constructed from the COs’ deletion request, if 𝐷 (0) matches the

stored deletion polynomial 𝐿𝑑𝑒𝑙 (0), the CP will proceed to delete the data object 𝑑 and return 1. The complexity

of this deletion process is 𝑂 (𝑁 ), where 𝑁 represents the number of data objects in the cloud storage. □

Voting Techniques.We have used two criteria, such as majority voting and veto rights, to construct the deletion

polynomial. These two approaches provide a flexible method for data deletion (see Figure 3).

Lemma 10 (Deletion Polynomial-based Majority Voting). Algorithm 7 constructs a deletion polynomial
𝐷 (𝑥) if 𝑉𝑜𝑡𝑒𝑠del meet the majority threshold with 𝑂 (𝑁 2) complexity.

Proof. Let 𝑛 co-owners cast 𝑉𝑜𝑡𝑒𝑠del = {𝑣1, 𝑣2, ..., 𝑣𝑛}, where 𝑣𝑖 ∈ {0, 1} for each 𝑖 = 1, 2, ..., 𝑛, indicating a

vote against (0) or for (1) deletion. A deletion polynomial 𝐷 (𝑥) is constructed when the sum of affirmative votes

reaches or surpasses the majority threshold𝑇𝑚 = ⌈𝑛
2
⌉. Define the activation function for constructing the deletion

polynomial 𝐷 (𝑥) as follows:

𝐷 (𝑉 ) =
{∑𝑛

𝑖=1 𝑣𝑖 · (𝑥𝑖 , 𝑦𝑖 ), if

∑𝑛
𝑖=1 𝑣𝑖 ≥ 𝑇𝑚,

Null, Otherwise

Here, (𝑥𝑖 , 𝑦𝑖 ) represent the points contributed by affirmative votes (𝑣𝑖 = 1) to construct 𝐷 (𝑥), so the deletion

polynomial is formed only once the policy’s required majority is reached. If a co-owner is later revoked, the DO

updates 𝑝𝑜𝑙𝑖𝑐𝑦 (𝑑) (membership𝑚/eligible keys) to exclude that identity and triggers a refresh/re-key so that

only the updated authorized set can cast valid votes or reconstruct 𝑘 ; any prior shares/votes from the revoked

party are rejected under the new policy. In large groups, this refresh incurs a one-time overhead proportional to

the affected shares/groups.

□

Algorithm 7:Majority-Based Deletion Polynomial

Input: Votes
del

, Majority

Output: Deletion polynomial 𝐷 (𝑥) or null
1 if |Votesdel | ≥ Majority then
2 for 𝑖 = 1 to Length(Votesdel) do
3 if Votesdel [𝑖] = 1 then
4 𝐷 (𝑥) ← 𝐷 (𝑥) + (𝐺𝑟𝑜𝑢𝑝𝑃𝑜𝑖𝑛𝑡𝑠 [𝑖] · 𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒𝐵𝑎𝑠𝑖𝑠 (𝑖,𝐺𝑟𝑜𝑢𝑝𝑃𝑜𝑖𝑛𝑡𝑠)) mod 𝑞

5 end
6 end
7 return 𝐷 (𝑥)
8 end
9 return null
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Algorithm 8: Veto Deletion Polynomial

Input: Hashed_Secret, vetoPoint
Output: 𝐷 (𝑥) or null

1 if ValidateHash(Hashed_Secret) then
2 return (𝑣𝑒𝑡𝑜𝑃𝑜𝑖𝑛𝑡 · 𝐿𝑎𝑔𝑟𝑎𝑛𝑔𝑒𝐵𝑎𝑠𝑖𝑠 (0, {𝑣𝑒𝑡𝑜𝑃𝑜𝑖𝑛𝑡})) mod 𝑞

3 end
4 return null

4.2.5 Forgetting Phase.

Lemma 11 (Veto Voting Right). Algorithm 8 constructs a deletion polynomial 𝐷 (𝑥) if the hashed secret 𝐻 (𝑠𝑣)
matches the input and 𝑛𝑢𝑙𝑙 otherwise with 𝑂 (1) complexity.

Proof. Assume a designated co-owner (i.e., assigned by DO) possesses a veto power encapsulated by a hashed

secret 𝑠𝑣 , corresponding to the polynomial’s zero point 𝑓 (0), enabling this co-owner to satisfy the deletion

condition directly through a singular action. Let 𝑉𝑜𝑡𝑒𝑠del ≡ 𝐻 (𝑠𝑣), where 𝐻 (𝑠𝑣) denotes the hashed secret acting

as the veto power, where 𝑠𝑣 = 𝑓 (0) is the secret at the polynomial’s zero point. The deletion polynomial 𝐷 (𝑥) is
influenced by introducing a term reflecting the veto power: 𝐷𝑣𝑒𝑡𝑜 (𝑥) = 𝐷 (𝑥) +𝐻 (𝑠𝑣) · 𝛿 (𝑥), where 𝛿 (𝑥) = 1 for

𝑥 = 0 and 0 otherwise, effectively acting as a Kronecker delta function [46] to simulate the inclusion of 𝐻 (𝑠𝑣) in
𝐷 (𝑥) at 𝑥 = 0. This modification ensures that activating veto power via 𝐻 (𝑠𝑣) immediately satisfies the deletion

condition, demonstrating the veto right’s unique ability to trigger the deletion mechanism independently of the

majority consensus. □

The security reduces the difficulty of reaching the majority threshold 𝑉𝑜𝑡𝑒𝑠del and breaking the hashed secret

𝐻 (𝑠𝑣). If the majority threshold is not met, the polynomial cannot be constructed, preventing deletion from

proceeding. Similarly, if the hash function is secure, unauthorized triggering of the veto is infeasible. The

complexity of constructing the deletion polynomial is 𝑂 (𝑁 2), and the complexity of checking the veto condition

is 𝑂 (1). The probability of unauthorized deletion without the majority or veto is negligible.

Following key decay, COs may exercise their RTBF rights by requesting deletion validation from the CP, which

confirms the secure erasure of the data. As detailed in §4.1.1, the key’s validity diminishes over time under both

entropy-driven passive decay and policy-enforced active decay. When validity drops below the threshold 𝜃 ,

decryption becomes unfeasible, i.e., 𝐸 (𝑥, 𝑓passive (𝑡), 𝑓active (𝑡)) < 𝜃 ⇒ {Forgetting}. In the conjunctive decay model,

this occurs when the required individual thresholds 𝜃𝑖 or the collective threshold 𝜃collab are no longer satisfied.

As time progresses, if 𝐸 (𝑥) with 𝑓passive (𝑡) and 𝑓active (𝑡) evaluates below 𝜃 , it signals sufficient decay for the

forgetting phase: lim𝑡→∞ 𝐸 (𝑥, 𝑓passive (𝑡), 𝑓active (𝑡)) = 0. If passive decay progresses prematurely, temporary
reconstruction is possible if 𝜃 +𝑚 shares (𝑚 > 0) remain intact due to differing decay rates. However,
as all shares eventually decay, key irretrievability is enforced, ensuring secure deletion.
Intersection Between Original and Deletion Polynomials. The proposed scheme employs polynomial algebra

to ensure data deletion by analyzing intersections between the original encryption polynomial, 𝐸 (𝑥), and the

deletion polynomial, 𝐷 (𝑥). Secure deletion is verified once the differential polynomial 𝐸′ (𝑥), derived from the

original encryption polynomial 𝐸 (𝑥) and the deletion polynomial𝐷 (𝑥), demonstrates roots within the operational

domain (i.e., presence of solutions of intersection). This indicates new intersection sets distinct from previous

overlaps between 𝐸 (𝑥) and 𝐷 (𝑥) (i.e., ≠ Valinitial), thereby confirming the successful completion of the deletion

process (See Figure 4). This private validation is performed by the DO and authorized COs (who possess the

required shares/keys) and provides evidence of cryptographic erasure, i.e., that key reconstruction becomes

impossible under the 𝜃 -threshold after an authorized deletion decision. It does not certify physical wiping of all
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Fig. 4. Deletion Validation: Intersection Between Original and Deletion Polynomials Within Different Periods.

Algorithm 9: Deletion Validation

Input: 𝑆ℎ𝑎𝑟𝑒𝑠 (𝑑),𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙
Output: 0 or 1 indicating deletion validation

1 Let 𝐸 (𝑥) be the 𝑆ℎ𝑎𝑟𝑒𝑠 (𝑑) and 𝐷 (𝑥) be 𝑉𝑜𝑡𝑒𝑠𝑑𝑒𝑙
2 𝐸′ (𝑥) ← 𝐸 (𝑥) · 𝑓 (𝑡) ⊲ *[r]Apply decay to 𝐸 (𝑥) with 𝑓 (𝑡)
3 𝑚 ← deg(𝐸), 𝑛 ← deg(𝐷), 𝑅(𝑥) ← 0

4 for 𝑘 = 0 to max(𝑚,𝑛) do
5 𝑟𝑘 ← 𝐸𝑘 − 𝐷𝑘 ⊲ *[r]Subtract coefficients of 𝐷 (𝑥) from 𝐸 (𝑥) 𝑅(𝑥) ← 𝑅(𝑥) + 𝑟𝑘𝑥𝑘
6 end

7 roots← FindRoots(𝑅, domain) ⊲ *[r]Find roots of 𝑅(𝑥) in the specified domain if roots are not empty then
8 return 1 ⊲ *[r]Intersection confirmed, deletion criteria met

9 else
10 return 0 ⊲ *[r]No intersection, deletion criteria not met

11 end

ciphertext copies by the CP; rather, it certifies that any retained ciphertext is unusable because the corresponding

key material is irrecoverable (i.e., cryptographic forgetting only), supporting RTBF objectives.

Lemma 12 (Deletion Validation). If data object 𝑑 has been deleted, Alg. 9 returns 1 if the data is no longer
accessible as a key is no longer recoverable with a complexity of 𝑂 (𝑁 log𝑁 ) and a probability of failure ≈ 1

|F𝑞 | .

Proof. Define 𝐸 (𝑥) as the polynomial for encryption/decryption and 𝐷 (𝑥) as the polynomial for secure data

deletion, with degrees 𝑑𝑒𝑔(𝐸) =𝑚 and 𝑑𝑒𝑔(𝐷) = 𝑛. Construct the differential polynomial 𝑅(𝑥) = 𝐸 (𝑥) − 𝐷 (𝑥),
where 𝑑𝑒𝑔(𝑅) = max{𝑚,𝑛}, assuming 𝐸 (𝑥) ≠ 𝐷 (𝑥) with distinct leading coefficients. We analyze 𝑅(𝑥) to
verify intersections within a specified domain to match the intersected points between initial proof generated

(Algorithm 3) earlier and the latest one upon request, ensuring at least one root of 𝑅(𝑥) exists to validate the

deletion process: 𝑅(𝑥) = ∑
max{𝑚,𝑛}
𝑘=0

𝑟𝑘𝑥
𝑘
, where 𝑟𝑘 are the coefficients from subtracting 𝐷 (𝑥) from 𝐸 (𝑥). The set

𝑆 = {𝑥 ∈ C | 𝑅(𝑥) = 0} represents the intersection points. The existence of 𝑆 confirms that deletion criteria are

met, based on consensus for roots {𝑥1, 𝑥2, . . . , 𝑥𝑘 } at time 𝑡 , suggesting 𝐸 (𝑥𝑖 ) = 𝐷 (𝑥𝑖 ). The transformation of
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𝐸 (𝑥) due to the key decay function 𝑓 (𝑡) (with domain 𝑡 ∈ R+), defined as 𝑒−𝜆𝑡 where 𝜆 is the decay constant,

exponentially reduces the key’s effectiveness: 𝐸′ (𝑥) = 𝐸 (𝑥) · 𝑓 (𝑡) and consequently, 𝑅′ (𝑥) = 𝐸′ (𝑥) − 𝐷 (𝑥). As 𝑡
approaches infinity, lim𝑡→∞ 𝐸′ (𝑥) = 0. This ensures the data transitions to a ‘forgotten’ state. The intersection of

𝐸 (𝑥) and 𝐷 (𝑥) within the domain confirms irreversible, secure deletion, initiating the forgetting phase under

controlled conditions. Our scheme’s security reduces the difficulty of finding the roots of 𝑅(𝑥). The complexity of

computing polynomial intersections is𝑂 (𝑁 log𝑁 ), where𝑁 represents the number of data points. The probability

of falsely confirming deletion without an actual intersection is negligible. □

4.3 Formal Analysis
4.3.1 Ideal Functionality F𝑃𝐵𝐶𝑆 . In the ideal world, Trusted Third Party (TTP) securely manages the lifecycle of

𝑑 through the phases:

1) Upload: TTP receives 𝑑 with policies and an expiration time 𝑇exp from DO. 2) Deletion: TTP receives a

request from the COs, if the policy satisfied then 𝑇exp = 𝑛𝑜𝑤 . 3) Download: TTP outputs 𝑑 if the COs requested

it after fulfilling the provided policy 𝑃 before 𝑇exp.

Theorem 4.1 (Correctness). PBCS is correct (Def. 5).

Proof. For any uploaded object 𝑑 , the downloaded object satisfies: Download(Upload(𝑑),𝑚, 𝜃 ) = 𝑑 , with

negligible failure probability 𝑃 [failure] ≤ 𝜖 , where 𝜖 is the negligible failure probability, based on F𝑞 under a
semi-honest CP. Correctness is maintained even in the presence of malicious COs, as they cannot reconstruct

𝑘 of data 𝑑 without meeting the policy-defined threshold. Polynomials 𝐿access (𝑥) and 𝐿delete (𝑥) validate voting
shares, ensuring that only authorized actions—such as data access or deletion—are permitted. The cryptographic

integrity of these polynomials, grounded in the entropy-preserving properties of SSSS [68], prevents malicious

COs from forging or providing random votes. Furthermore, the collaborative decay mechanism ensures that 𝑘

becomes irretrievable as 𝐾 (𝑡) < 𝜃collab (see §4.1.1). Furthermore, only authorized COs can validate and execute

deletion requests, preserving correctness under adversarial conditions, as proven by lemmas 1 to 12. □

Theorem 4.2 (Privacy of Inputs). PBCS is Λ-secure (Def. 6).

Proof. 1) Real World Scenario: In practice, the DO, CP, and COs operate without a TTP, employing

distributed cryptographic protocols that reflect F𝑃𝐵𝐶𝑆 ’s secure management. In the PBCS, DOs encrypt data

objects 𝑑 using 𝑆𝑦𝑚𝐸𝑛𝑐 with 𝐴𝑠𝑦𝑚𝐸𝑛𝑐-managed keys, rendering them indistinguishable from the CP, whether 𝑑

or its altered version 𝑑 ′. COs access and deletion based on enforced policies, thus preserving indistinguishability

across all operations.

2) Simulation for CP: Assume real-world operation with data object 𝑑 , actual 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 , and initial validation

𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑣𝑎𝑙 . Replace 𝑑 and 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 with a random data object 𝑑 ′ with random points 𝑟𝑎𝑛𝑑𝑜𝑚_𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 ,

and random validation 𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑟𝑎𝑛𝑑𝑜𝑚𝑣𝑎𝑙
in the simulation. The preprocessing, access control, deletion, and

download phases follow the protocol. The 𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑣𝑎𝑙 has insufficient points for the CP to gain information

about the symmetric key. Thus, the 𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑣𝑎𝑙 is indistinguishable from 𝐷𝑒𝑙𝑒𝑡𝑖𝑜𝑛𝑟𝑎𝑛𝑑𝑜𝑚𝑣𝑎𝑙
from the CP side, as

they both look like random points. Since the data is encrypted using symmetric encryption with keys secured by

the public-key encryption algorithm and considering the CP does not possess the decryption keys, 𝑆𝑦𝑚𝐸𝑛𝑐 (𝑑),
𝐴𝑠𝑦𝑚𝐸𝑛𝑐 (𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠), and 𝑆𝑦𝑚𝐸𝑛𝑐 (𝑑 ′), 𝐴𝑠𝑦𝑚𝐸𝑛𝑐 (𝑟𝑎𝑛𝑑𝑜𝑚_𝑝𝑜𝑖𝑛𝑡𝑠) are computationally indistinguishable un-

der the IND-CPA security [12] from the CP (See Theorems 1, 4, 6, 8, and 12). The CP can’t distinguish the

simulation from the real-world run (Pr[𝑉real ≠ 𝑉sim] ≤ 𝜖, where 𝜖 is negligible.
3) Simulation for COs: A malicious COs (ACO) may attempt to compromise the system by bypassing critical

security mechanisms. Specifically, they could aim to: (i) gain unauthorized access to 𝑑 by circumventing the access

control polynomial 𝐿access (𝑥) using invalid or insufficient (< 𝜃 ) shares; or (ii) execute unauthorized deletion

of 𝑑 without adhering to the voting thresholds enforced by 𝐿delete (𝑥). These actions reflect malicious intent to
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subvert policy-defined security measures and exploit system vulnerabilities. In the simulation, actual shares

𝑆ℎ𝑎𝑟𝑒𝑠acc, 𝑆ℎ𝑎𝑟𝑒𝑠del are replaced with random shares 𝑆ℎ𝑎𝑟𝑒𝑠randomacc
, 𝑆ℎ𝑎𝑟𝑒𝑠randomdel

, which appear uniformly

random in F𝑞 , making them indistinguishable from the real-world shares. Access or deletion is only granted

when the shares satisfy the policy-defined polynomials 𝐿access (𝑥) or 𝐿delete (𝑥). Without meeting these threshold

requirements, the cryptographic entropy of polynomial-based secret sharing ensures that the actual data object 𝑑

remains inaccessible. Even when a co-owner belongs to multiple groups, the participation matrix𝑚 enforces

additional constraints, requiring valid shares for collaborative reconstruction (See §4.2.3). The probability of

success for malicious co-owners is negligible, as SSSS guarantees [68] that fewer than 𝜃 valid shares reveal no

information about the secret: P[ACO succeeds] ≤ 1

|F𝑞 | . The simulation remains indistinguishable from real-world

execution, ensuring no unauthorized access or deletion occurs (See Theorems 5, 7, and 9).

□

4.4 Adversarial Models Analysis
PBCS mitigates a malicious CP that skips all computations via passive decay and PKI-encrypted shares to ensure key
irretrievability.

Setup: Key shares are encrypted under the co-owners’ PKI. Shares are not static values but links that resolve to dynamic,

entropy-driven outputs.

Challenge: A malicious CP can skip all computations, including access control, deletion, deletion validation, and active

decay, while attempting to: (𝑖) reconstruct the key; (𝑖𝑖) retain encrypted data copies.

Winning Condition: Decrypting key shares without PKI is infeasible, and reconstruction remains improbable:

P[CP reconstructs 𝐾] ≤ 1

|F𝑞 | . Even without active decay, passive decay continues: (𝑥 ′
𝑖
, 𝑦′
𝑖
). Since keys follow entropy-

driven, non-static links, snapshots become ineffective, leading to irreversible forgetting despite a malicious CP.

PBCS prevents eavesdropping and inference attacks using uniform padding techniques through operation timing
obfuscation.

Setup: Let 𝑃 (𝑇𝑑 ) be the padded transmission time (i.e., adding fixed time delays) for data object 𝑑 . Padding ensures that

access and deletion times are indistinguishable: 𝑃 (𝑇𝑑 ) = 𝑃 (𝑇𝑎𝑐𝑐 ) = 𝑃 (𝑇𝑑𝑒𝑙 ).
Challenge: The adversary A attempts to infer operation types (access or deletion) or deletion schedules by analyzing

timing/statistical information (e.g., response times or observable request patterns).

Winning Condition:A’s probability of correctly guessing the operation type from timing is bounded: P[A succeeds] ≤
1

2
+ 𝜖 , where 𝜖 is negligible. Any residual leakage from higher-level traffic patterns (e.g., refresh/validation cadence) is an

operational side channel that is mitigated by batching, adding bounded random scheduling variation (i.e., jitter), and

avoiding per-object timing signals.

PBCS mitigates collusion attacks between CP and COs through PKI safeguards for decryption and KSS for secure key
reconstruction.

Setup: Co-owners hold private keys under PKI to decrypt encrypted data points and possess shares required for

symmetric key reconstruction, governed by the participation matrix𝑚 and policy-defined collaborative threshold 𝜃 .

Challenge: An adversary A, consisting of the CP and a subset of malicious co-owners, attempts to: (𝑖) bypass access

enforcement to retrieve 𝑑 without fulfilling policy conditions; or (𝑖𝑖) evade deletion compliance by retaining snapshots

of 𝑑 , nullifying decay mechanisms.

Winning Condition: Collusion attacks may bypass access and deletion controls, but unauthorized decryption and key

reconstruction remain secure. PKI enforces decryption limits through computational hardness assumptions [12], while
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collaborative threshold enforcement ensures key recovery requires 𝜃 shares, with success probability for fewer shares

bounded by P[A reconstructs 𝐾] ≤ 1

|F𝑞 | (Theorem 7).

Table 2. Parameters Space for Conjunctive Key Decay Used in Study.

Parameter Low Decay Moderate Decay High Decay Exponential
Decay

Sigmoidal
Decay

𝜆(hr−1) [0.001, 0.002] [0.006, 0.020] [0.040, 0.080] [0.01, 0.1] [0.001, 0.1]
𝑇 [3, 4] weeks [2, 7] days [12, 24] hours [1, 7] days [1, 5] days
Δ𝜆(hr−1) +0.01% +0.33% +20% +0.21% +1.67%
𝐾 (𝑡) (Fig 5) Long-term access Medium-term ac-

cess

Short-term access 𝐾0 · 𝑒−𝜆𝑡 𝐾0

1+𝑒−𝜆 (𝑡−𝑇mid
)/𝑠

𝜇50 (min−1) ≤ 20 ≤ 10 ≤ 5 Sensitive to initial

value

Slow start, rapid

midpoint increase

𝜇100 (min−1) [80, 100] [45, 60] [10, 20] Decay stabilizes af-

ter initial drop

Stable after mid-

point 𝑠 ∈ [0.1, 10]
𝜇200 (min−1) [140, 160] [100, 115] [30, 50] High stability

across time

Stable after mid-

point

𝜃 𝜃 = 0.10 (Longer

access)

𝜃 = 0.05 (Moderate

access)

𝜃 = 0.01 (Shorter

access)

𝜃 ∈ [0.02, 0.05]
(Rapid unrecover-

ability)

𝜃 ∈ [0.03, 0.05]
(Gradual loss,

steep decay)

𝛼𝑖 𝛼 = 1.0 (Standard

sensitivity)

𝛼 = 1.5 (Moderate

sensitivity)

𝛼 = 2.0 (High sen-

sitivity)

Adjusts with pol-

icy

Adjusts with pol-

icy

𝑤𝑖 𝑤 = 1.0 (Standard

importance)

𝑤 = 1.5 (Moderate

importance)

𝑤 = 2.0 (High im-

portance)

Adjusts with pol-

icy

Adjusts with pol-

icy

Legend: 1) 𝜆 – Key decay. 2) s – Sigmoidal steepness. 3) 𝐾0 – Initial key value. 4) T – Key validity. 5) ∆𝜆 – Rate of decay

increase. 6) K(t) – Key effectiveness. 7) 𝜇 – Stability across value sets. 8) 𝜃 – Threshold. 9) 𝛼i – Decay sensitivity factor. 10)
wi – Weight representing share importance.

5 Results and Insights
A prototype was developed to evaluate its efficacy in secure, conjunctive audience-specific data management and

GDPR alignment. The prototype utilized AES-256-GCM for encryption and RSA-OAEP with a 2048-bit key and

SHA-256, following NIST standards [18, 23, 25, 37, 53]. Testing was conducted on a MacBook with a 2.3 GHz Intel

Core 𝑖5 and 8 GB RAM, simulating a multi-tier cloud storage environment to examine encryption, access control,

secure deletion, and conjunctive key decay. Note that the study utilized scientific draft document PDFs as the

data source. This section details (𝑖) Integration with KMS, (𝑖𝑖) Evaluation Metrics, (𝑖𝑖𝑖) Experimental Results,

and (𝑖𝑣) Limitations.

5.1 Integration with Key Management Services (KMS)
PBCS is compatible with standard envelope-encryption deployments. In our prototype, each data object is

encrypted locally with an AES-256-GCM data-encryption key 𝑘 (DEK), while co-owner shares/points and voting
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Fig. 5. Run-time Statistics for Various Decay Factors Influencing Key Effectiveness (𝐾 (𝑡) ∈ [70%, 20%]).

evidence are protected using RSA-OAEP under the co-owners’ PKI. In production, this PKI layer can be instantiated

using cloud KMS-managed asymmetric keys (e.g., AWS KMS [4]) without changing PBCS: share/point blobs

can be encrypted to KMS-backed public keys, and decryption becomes IAM-gated and auditable; vote messages

can likewise be signed with KMS-backed keys to provide integrity and audit trails. Entropy sourcing and decay

remain within PBCS; the KMS provides key custody/auditing (and optional wrapping/signing) but does not

supply entropy or affect the policy-defined validity window and irrecoverability of key 𝑘 .

5.2 Evaluation Metrics
Reliability of Results. Our system exhibits probabilistic data lifetimes, yet extensive testing across varied

configurations consistently confirmed reliable data forgetting in the conjunctive scheme.

Key Decay Guidelines (Table 2). Parameters were empirically selected to achieve data inaccessibility over

periods ranging from days to weeks, illustrating various active-decay functions (Linear, Exponential, and Sig-

moidal) in a collaborative environment. Decay intervals range from long-term to short-term access, using metrics

tailored for cloud collaboration. Parameters are categorized by decay type, with key validity spanning weeks to

hours, and adjusted for sensitivity (𝛼𝑖 ), importance (𝑤𝑖 ), and stability (𝜇𝑖 ) to ensure secure and predictable decay

behavior.

Error Corrections. We applied error correction (𝑒0→1) using the remainder theorem [22] in polynomial division

to improve cryptographic reliability. If 𝑃 (𝑥) is the interpolated polynomial and𝐺 (𝑥) is the generator polynomial,

errors are detected by a non-zero residue 𝑟 (𝑥) = 𝑃 (𝑥) mod 𝐺 (𝑥). By evaluating the 𝑃 (𝑥) derivative, errors are
located and corrected. Testing showed an error rate of 𝑒0→1 = [0%, 0.002%], ensuring high reliability [85].

5.3 Experimental Results
Our experiments targeted two areas: (𝑖) Decay Analysis and (𝑖𝑖) Performance Evaluation. Additional results are

discussed in Appendix C.

5.3.1 Decay Analysis. This analysis examines how key ephemerality affects data access control within the

conjunctive framework of PBCS, which is essential for maintaining security and compliance in collaborative

cloud environments. By evaluating 100 groups and 1000 co-owners, we explored distinct decay models tailored to

address varied access and expiration scenarios.
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Fig. 6. Decay behavior and sensitivity analysis in the proposed forgetting scheme.

a) Key Effectiveness Over Time (Fig. 5): This study evaluated runtime variations across key effectiveness levels from

70% to 20%, aligning with the conjunctive scheme’s efficiency needs. Linear decay provided a steady, controlled

decline suitable for gradual access reduction. Exponential decay enabled rapid inaccessibility, which is ideal for

swift data obsolescence. Sigmoidal decay showed an 𝑆-shaped curve, with an initial period of resistance and a

rapid decline, supporting adaptable security protocols. The runtime analysis (minimum, maximum, average, and

deviations) shows consistent performance, with all decay models maintaining stability as effectiveness decreases.

b) Group Dynamics and Key Ephemerality (Fig. 6a): The study demonstrates how decay functions influence

access within overlapping group memberships critical to the conjunctive scheme’s operation. Linear Decay
(𝐾linear (𝑡) = max(0, 1 − 𝜆𝑡)) ensures key effectiveness remains non-negative as it declines. This rapid turnover

model reaches an empirical inaccessibility threshold of 20% within 2 days, making it ideal for time-sensitive tasks

that require immediate access revocation. Exponential Decay (𝐾exp (𝑡) = 𝑒−𝜆𝑡 ) provides a gradual phase-out,
extending accessibility over time, which aligns with tasks involving progressive security tightening. Sigmoidal
Decay (𝐾sig (𝑡) = 1

1+𝑒−𝜆 (𝑡−𝑇mid
)/𝑠 ) is optimal for workflows requiring an initial stability phase, followed by rapid

access restriction as the key approaches expiration. This curve effectively balances accessibility and security,

particularly for transitional data retention phases. This analysis affirms that decay rates are critical to the

conjunctive scheme’s ability to enforce dynamic and controlled access, with distinct impacts on groups with

multi-level access.

c) Sensitivity Levels Impact on Decay Functions (Fig. 6b): Sensitivity levels, 𝛼 (0.5, 1.0, 1.5, and 2.0), play a critical

role in adjusting decay rates. In linear and exponential models, increasing 𝛼 accelerates decay, promoting rapid

data expiration. However, in the sigmoidal model, defined as 𝐾 (𝑡) = 1

1+𝑒−𝛼𝜆 (𝑡−𝑐 ) , a higher 𝛼 initially slows decay

during the Early phase (𝑡 < 5) but results in a sharper and faster decay after the midpoint at 𝑡 = 5 (Middle phase).
The rate of change is expressed as:

𝑑𝐾 (𝑡,𝛼 )
𝑑𝑡

= 𝛼𝜆𝑒−𝛼𝜆 (𝑡−𝑐 )

(1+𝑒−𝛼𝜆 (𝑡−𝑐 ) )2 . For 𝑡 < 5, lower 𝛼 values lead to faster decay, while for

𝑡 > 5, higher 𝛼 values cause a more rapid decline. This dynamic provides flexibility in managing group-specific

expiration rates, which enhances adaptability.

5.3.2 Performance Evaluation. This section evaluates the conjunctive scheme’s efficiency, focusing on computa-

tional time and scalability in complex environments.

Computational Time (Fig. 7). This assessment focused on the operational time through the phases, including

encryption, decryption, deletion, and validation.

a) Encryption Time (Fig. 7a): The time for the three schemes increases as the file size grows. The PBCS scheme

shows the highest encryption time across all file sizes, peaking at 750 ms for 60 MB, due to its 𝑂 (𝑛2) complexity
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(b) Decryption Comparison.
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Fig. 7. Performance evaluation of various time costs across different schemes and validation time in PBCS.

from Lagrange interpolation for seed generation and dual encryption layers for data and policy enforcement. Yang

et al. perform faster than PBCS, with𝑂 (𝑛) reaching around 550 ms for 60 MB, attributed to its linear block-based

encryption model. The Disjunctive Scheme exhibits the lowest encryption time (≈ 550 ms for 60 MB) due to its

simpler structure and lack of policy-driven overheads, despite also having 𝑂 (𝑛2) complexity.

b) Decryption Time (Fig. 7b): The decryption times mirror the encryption pattern, with PBCS again incurring the

highest decryption cost due to the need for complex access control verifications and policy-based checks (𝑂 (𝑛2)).
At 60 MB, decryption takes approximately 975 ms, mainly due to the polynomial complexity of reconstructing

keys from collaborative shares 𝜃 and the overhead of policy checks. Yang et al. exhibit faster decryption due to

its 𝑂 (𝑛) complexity, aligned with its block-wise decryption method, peaking around 600 ms for larger files. The

Disjunctive scheme, with its simpler 𝑂 (𝑛2) decryption model, performs faster than PBCS but remains slower

than Yang et al., reaching 780 ms at maximum file size. This modest decryption overhead is the tradeoff for

collaborative policy enforcement and stronger governance over co-owned data.

c) Deletion Time (Fig. 7c): PBCS offers an efficient, constant deletion time of 10 ms, independent of file size, by

employing a key-based deletion mechanism that operates in 𝑂 (𝑛) complexity. This involves invalidating keys

through predefined polynomials (i.e., after deletion polynomial construction), ensuring rapid compliance with

data erasure policies. In contrast, Yang et al. achieve 𝑂 (𝑛 log𝑛) complexity due to the Merkle tree structure

required for deletions, with time increasing logarithmically with file size (e.g., 70 ms for 60 MB). Each deletion

requires recalculating hashes along the Merkle tree, consuming more resources as the data size grows. While

PBCS handles deletions more efficiently for large data volumes, Yang et al.’s scheme exhibits higher computational

costs owing to the Merkle tree verification and block approach.

d) Deletion Validation Time within PBCS (Fig. 7d): This analysis confirms PBCS offers efficient deletion validation

using a binary indicator for irreversible data erasure, with constant validation time independent of group count,

underscoring low complexity. Deletion validation functions as a final check, leveraging predefined 𝐸 (𝑥) and
𝐷 (𝑥) polynomials, which bypasses the need for polynomial recalculations. As the number of co-owners grows,

the time cost rises with the Lagrange polynomial’s increasing degree, adding computational demands per user

share. For 𝑛 = 5 users, time cost is around 55 𝜇s; for 𝑛 = 60, it rises to 100 𝜇s. This increase is due to the linear

overhead in deletion validation as more co-owners are included.

Scalability (Fig. 8). We tested PBCS under complex configurations with overlapping co-owners across multiple

group structures, totaling 1000 trials; we also evaluated (i) partial adversarial entropy by replacing a subset

of public sources with predictable/constant values and (ii) a CP-skips-decay failure where the provider omits

active-decay/validation, in both cases observing that validation rejects invalid/stale shares as intended. For

comparative baselines (Fig. 7), at 60 MB PBCS incurs ≈750 ms encryption and ≈975 ms decryption versus ≈550
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ms/≈600 ms for Yang et al. and ≈550 ms/≈780 ms for the Disjunctive scheme, while PBCS deletion remains ≈10
ms versus ≈70 ms for Yang et al. In PBCS, computation is dominated by threshold-based key reconstruction and

conjunctive validation, while communication is dominated by distributing shares and collecting votes/acks from

participating co-owners. Thus, communication grows approximately linearly with the number of participating

co-owners. In contrast, computation increases with the effective reconstruction threshold and is amplified by

more conjunctive groups and higher overlap, rather than policy text length. a) Single Group (500 COs): The system
shows minimal overhead with 500 co-owners in a single group. The total processing time is around 100 seconds,

indicating smooth scalability with relatively straightforward validation and key reconstruction. b) 20 Groups (500
Overlapping COs): Distributing the same 500 co-owners across 20 groups introduces moderate overhead due to

collaborative validation and repeated group-level checks under overlap, with the total processing time rising

to 628.75 seconds. Although scalability remains manageable, key recovery operations and validation checks

start to introduce noticeable delays that could be reduced by streamlining these processes. c) 100 Groups (500
Overlapping COs): The system encounters significant performance bottlenecks when spreading 500 overlapping

co-owners across 100 groups. As the number of groups grows, the interactions among overlapping co-owners

become increasingly computationally intensive; the total processing time reaches approximately 3,753.50 seconds.

This reflects the added complexity of managing large-scale conjunctive validation for key recovery, particularly

under highly distributed configurations.

5.4 Limitations
Decay and Refresh Coordination: Reliability depends on synchronized share refresh and decay (Theorem 3).

Poor synchronization in highly distributed systems may prematurely corrupt keys. In our design, refresh is

permitted only before the policy expiration time 𝑡𝑚𝑎𝑥 : if a refresh interval 𝑡 has passed and 𝑡 < 𝑡𝑚𝑎𝑥 , new points

are generated; once 𝑡 ≥ 𝑡𝑚𝑎𝑥 , periodic refresh stops and the points follow the decay factor 𝜆 (Definition 2),

ensuring the key is forgotten. Thus, expiry/active decay takes precedence, and refresh cannot extend validity

beyond 𝑡𝑚𝑎𝑥 ; any refresh event at/after 𝑡𝑚𝑎𝑥 is ignored.

Large-scale deployment and 𝑂 (𝑁 2) polynomial cost: Our evaluation in § 5 focuses on per-object perfor-

mance under hundreds of co-owners/groups and complex overlap scenarios. It does not benchmark cloud-scale

workloads with millions of objects. The primary computational bottleneck is Lagrange-style polynomial con-

struction/interpolation, which can incur 𝑂 (𝑁 2) work per object/policy, where 𝑁 is the number of participating

points. At very large 𝑁 or high policy churn, scaling requires engineering optimizations such as parallelizing

independent group checks, batching validations/reconstructions, caching/reusing policy polynomials across many

objects with identical policies, and adopting faster interpolation/evaluation techniques; with parallel processing,

total time could theoretically approach the slowest-group cost rather than the sum across groups, while batching

and caching reduce repeated overhead; exploring these optimizations at production scale is left for future work.

Conflict resolution and vote withdrawal. The current PBCS design does not define a vote-withdrawal or

rollback procedure once a deletion decision is formed; after the deletion condition is satisfied and deletion

is triggered, the resulting erasure is intended to be irreversible. Supporting “pending deletion” with explicit

withdrawal/appeal windows (e.g., commit-after-delay) is an operational governance extension and is left for

future work.

6 Related Work
Data Deletion Mechanisms. Yang et al. [79] proposed a blockchain-based scheme enabling publicly verifiable

data deletion in untrustworthy cloud environments. Xiong et al. [77] tailored key derivation encryption for

IoT flash memory hierarchies, enabling key deletion upon data expiration. Yu et al. [83] used attribute-based

encryption (ABE) to ensure data deletion via attribute revocation, while Yang et al. [81] utilized counting Bloom
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Fig. 8. Scalability in Complex Configurations: Impact of Overlapping Co-Owners Across Various Groups.

filters for secure deletion. Kaushik and Gandhi [43] designed a capability-based system with assured deletion

through user revocation. Ma et al. [48] introduced secure data deletion with verification (SDVC) using an attribute

association tree for rapid revocation and re-encryption. Such and Criado [73] employed conflict resolution

strategies based on shared data sensitivity. Enrico et al. [8] suggested fragment slicing with iterative re-encryption

for efficient revocation. Filipe [11] developed Scramble, enabling social network users to encrypt, revoke, and

delete data. Olteanu et al. [57] focused on consensual photo uploads by removing detectable faces. PBCS advances

these approaches by providing an audience-based expiration and governance for collaborative co-owners.

Collaborative Access. Huang et al. [40] developed a Lagrange interpolation-driven access control mechanism

(LIDACM) for securing Personal Health Records (PHRs) with randomly generated keys and a two-stage verification

process. Xue et al. [78] proposed a CP-ABE scheme for public cloud storage, allowing users to combine attributes

for collaborative access control. Carminati et al. [19] introduced collaborative security policies in online social

networks, involving multiple users in access decisions based on relationships. IIia et al. [42] presented SAMPAC

as a privacy-preserving data-sharing system in which co-owners collaboratively set access controls, which are

managed by a TTP (i.e., KMS). In He et al. [39], the authors propose an efficient CP-ABE scheme integrated

with blockchain to support collaborative decryption. Using a linear secret-sharing scheme, the scheme reduces

computational overhead and addresses key management issues through a multi-authorization model. Despite

these advancements, existing models fall short in handling overlapping memberships and managing complex

group dynamics in collaborative data access/deletion, a gap PBCS effectively addresses.

Verifiable/Certified Deletion and Post-Quantum Variants. Recent work formalizes (publicly) verifiable/cer-
tified deletion, where a party outputs evidence that outsourced data is no longer retrievable. In the classical

setting, generic compilers add publicly-verifiable deletion to standard primitives from minimal assumptions, and

complementary systems work studies verifiable deletion for outsourced co-owned data, enabling any verifier

to check deletion evidence [10, 26, 45]. In the quantum setting, certified deletion leverages quantum states so

that producing a deletion certificate implies the plaintext is unrecoverable, even if keys are later revealed, and

extends to quantum proofs of deletion with public verification in LWE-based constructions [17, 62]. Compared

to these works, PBCS targets co-ownership: deletion is governed by multi-party consent (majority/veto) and

enforced via cryptographic erasure (key irrecoverability under threshold/decay), with private validation for the

owner/co-owners rather than public evidence of provider-side wiping.

Entropy Assessment. Because passive decay uses time-varying inputs, we connect to entropy assessment

guidance and empirical analyses of candidate sources. NIST SP 800-90B defines tests and methodology for
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Table 3. Comparison with previous works [27] & [80].

Feature Disjunctive [27] Yang et al. [80] PBCS

Model Amortized Amortized Amortized

TTP ✗ ✗ ✗

Verifiability [70] ✗ P⊓ P∇
Encrypt 𝑂 (𝑛2) 𝑂 (𝑛) 𝑂 (𝑛2)
Decrypt 𝑂 (𝑛2) 𝑂 (𝑛) 𝑂 (𝑛2)
Delete ✗ 𝑂 (𝑛 log𝑛) 𝑂 (𝑛)
Verify ✗ 𝑂 (𝑛 log𝑛) 𝑂 (𝑛 log𝑛)
Access Control Limited ✗ High

Dynamic
Membership

✗ ✗ ✓

Collaborative
Deletion

✗ ✗ ✓

Access &
Deletion Policy

✗ ✗ ✓

Autonomy Low Low High

1) 𝑛: Number of data blocks, 2) P∇ : Private verifiability, 3) P⊓: Public verifiability.

evaluating entropy sources used in random-bit generation [71], and prior work analyzes real signals under that

framework (e.g., ECG-derived sources) [59]. In PBCS, entropy is used as a passive decay driver to avoid static

shares and hinder snapshot retention, while hard guarantees rely on threshold secrecy/one-way recomputation

and policy-triggered active decay; SP 800-90B-style assessment is therefore mainly a deployment aid for selecting

or hardening internal sources.

Production Key Management and Ephemeral Keys (KMS). Operationally, PBCS aligns with standard

envelope-encryption and key-lifecycle guidance (NIST SP 800-57) [9]. Cloud providers implement ephemeral

data-encryption keys (DEKs) wrapped by long-lived key-encryption keys (KEKs) in managed KMS systems

(e.g., AWS KMS GenerateDataKey / envelope encryption, Azure Key Vault wrap-key, and Google Cloud KMS

envelope encryption) [3, 4, 38, 50]. PBCS complements these deployments by governing when a DEK remains

reconstructable (and by whom) under co-owner policies and decay. At the same time, KMS provides hardened

custody/auditing for PKI keys or wrapped share material, without affecting the policy-defined decay semantics.

Comparative Analysis of Schemes (Table 3). We compare the Disjunctive Scheme [27], Yang et al. [80], and

PBCS across keymetrics. All schemes adopt an amortizedmodel, thereby avoiding reliance on TTPs. PBCS excels in

private verifiability, dynamic membership management, and collaborative deletion, ensuring co-owner autonomy

and flexible access control. It is particularly suited to scenarios that demand stringent policy enforcement and

audience-based data erasure. Yang et al.’s scheme supports public verifiability and strict compliance with forgetting

regulations but lacks collaborative deletion and dynamic access control. The Disjunctive Scheme offers basic

encryption/decryption with limited policy support, which is insufficient for complex collaborative environments.

PBCS uniquely manages co-owner rights, dynamic memberships, and fine-grained policies, ensuring secure data

forgetting.

7 Conclusion And Future Work
In response to the need for advanced data outsourcing in collaborative settings like literary collectives, this

paper introduces the Policy-Based Conjunctive Scheme (PBCS). The scheme enhances file sharing and conjunctive
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digital forgetting by enabling data owners to define policies for access and deletion, fostering active co-owner

participation in data lifecycle management. PBCS integrates privacy and security features, including group

categorization, membership validation, flexible access control, and reliable deletion mechanisms. Prototype

evaluations demonstrate its effectiveness in decay analysis, performance evaluation, and formal validation,

demonstrating its potential for secure cloud data management. Future work includes exploring multi-dimensional

decay, Homomorphic Encryption, and quantum-resistant algorithms for provable data deletion.
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A Preliminary Definitions
Definition 7. A symmetric encryption scheme consists of the following components:

Key Generation: A probabilistic algorithm KeyGen(𝜅) → 𝑘𝑠 that, given a security parameter 𝜅, generates a
symmetric key 𝑘𝑠 . This step is based on Definition 1.
Encryption: A deterministic function Enc𝑘𝑠 : {0, 1}∗ → {0, 1}∗ that takes a plaintext𝑚 and outputs a ciphertext 𝑐 .
Decryption: A deterministic function Dec𝑘𝑠 : {0, 1}∗ → {0, 1}∗ that takes a ciphertext 𝑐 and outputs the plaintext
𝑚. Formally, 𝑐 = Enc𝑘𝑠 (𝑚) and 𝑚 = Dec𝑘𝑠 (𝑐), such that Dec𝑘𝑠 (Enc𝑘𝑠 (𝑚)) =𝑚.

Definition 8. An asymmetric encryption scheme consists of the following components:
Key Generation: A probabilistic algorithm KeyGen(𝜅) → (𝑘𝑝𝑢𝑏, 𝑘𝑝𝑟𝑖 ) that, given a security parameter 𝜅 , generates
a public key 𝑘𝑝𝑢𝑏 and a private key 𝑘𝑝𝑟𝑖 .
Encryption: A deterministic function Enc𝑘𝑝𝑢𝑏 : {0, 1}∗ → {0, 1}∗ that takes a plaintext𝑚 and outputs a ciphertext
𝑐 .
Decryption: A deterministic function Dec𝑘𝑝𝑟𝑖 : {0, 1}∗ → {0, 1}∗ that takes a ciphertext 𝑐 and outputs the plaintext
𝑚. Formally, 𝑐 = Enc𝑘𝑝𝑢𝑏 (𝑚) and 𝑚 = Dec𝑘𝑝𝑟𝑖 (𝑐), such that Dec𝑘𝑝𝑟𝑖 (Enc𝑘𝑝𝑢𝑏 (𝑚)) =𝑚.

Definition 9. Cryptographic Hash Function 𝐻 : {0, 1}∗ → {0, 1}𝑛 maps an input 𝑥 of arbitrary length to a
fixed-size string ℎ of 𝑛 bits. Formally, ℎ = 𝐻 (𝑥), where ℎ is the hash value.
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Fig. 9. Polynomial Transformation: Modulus and Alternating Sums Functions.

B Polynomial Transformation Analysis (Figure 9)
Polynomial transformations play a pivotal role in enhancing the security features of cryptographic systems

such as (PBCS). These transformations involve modifying polynomial coefficients through specific algebraic

operations, which are integral to the system’s ability to resist algebraic attacks and ensure secure key evolution.

B.1 Modulus Operations
The application of modulus operations with a prime number, typically denoted as 𝑞, to the coefficients of a

polynomial 𝑃 (𝑥) = ∑𝑛
𝑖=0 𝑎𝑖𝑥

𝑖
results in a transformed polynomial 𝑃 ′ (𝑥) = ∑𝑛

𝑖=0 (𝑎𝑖 mod 𝑞)𝑥𝑖 . This operation
ensures that all polynomial coefficients are reduced to a finite field F𝑞 , which is crucial for maintaining polynomial

behavior within computationally manageable bounds, crucial for both security and performance.

Example: Given a polynomial 𝑃 (𝑥) = 3𝑥2 + 5𝑥 + 9, and a prime 𝑞 = 5, the modulus operation transforms 𝑃 (𝑥)
to 𝑃 ′ (𝑥) = 3𝑥2 + 0𝑥 + 4.

B.2 Alternating Sums
Alternating sums involve modifying the polynomial’s coefficients by adding and subtracting adjacent coefficients.

For a polynomial 𝑃 (𝑥), this results in a new polynomial 𝑃 ′′ (𝑥) = 𝑎0 −𝑎1𝑥 +𝑎2𝑥2 −𝑎3𝑥3 + . . .. This transformation

can significantly alter the polynomial’s zero points and overall algebraic structure, increasing the complexity of

solving it algebraically.

Example: Continuing with 𝑃 ′ (𝑥) = 3𝑥2+0𝑥 +4, applying alternating sums would result in 𝑃 ′′ (𝑥) = 4−0𝑥 +3𝑥2.

B.3 Cryptographic Implications
These transformations directly impact the system’s resilience against algebraic attacks, such as attempts to derive

private keys from public information or to break the system’s encryption. By operating in a finite field and

increasing the polynomial’s algebraic complexity:

• The modulus operation confines the coefficients within a predictable range, preventing overflow and reducing

susceptibility to timing attacks.

• Alternating sums increase the polynomial’s algebraic irregularity, complicating potential factorization or

root-finding algorithms that adversaries might employ.
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In conclusion, carefully applying these polynomial transformations in PBCS supports encryption mechanisms.

It ensures that cryptographic keys remain secure throughout their lifecycle, adhering to principles such as the

right to be forgotten, as mandated by regulations such as the GDPR.

C Sensitivity & Scalability Analysis Experiments
Decay Factor Impact on Key Effectiveness. The runtime statistics for varying decay factors and key effec-

tiveness levels, from 70% to 20%, are detailed in Table 4. This table covers statistics for different decay models,

including linear, exponential, and sigmoidal decay. The table highlights minimum, maximum, average, and

standard deviation in runtime (in hours) across these effectiveness levels. As observed, linear decay gradually

declines, while exponential decay accelerates the key decay more sharply. Sigmoidal decay provides a unique

𝑆-shaped pattern, starting with slower decay and then accelerating rapidly before stabilizing, which may align

well with adaptive security needs.

Table 4. Run-time statistics and various decay factors influencing key effectiveness 𝐾 (𝑡) levels.

𝐾 (𝑡 ) 70% 60% 50% 40% 30% 20%
Linear Decay (𝜆 = 0.020hr−1)

Min (hrs) 1.2395 2.5637 3.9254 5.2194 6.7432 8.4571

Max (hrs) 1.9564 3.7159 5.0192 6.7048 8.2431 10.2784

Avg (hrs) 1.5979 3.1398 4.4723 5.9621 7.4932 9.3678

St.Dev (hrs) 0.2926 0.4703 0.4465 0.6064 0.6123 0.7435

# Tests 5000 5000 1000 500 200 50

Exponential Decay (𝜆 = 0.1hr−1)
Min (hrs) 0.6213 1.2117 1.7104 2.8473 4.5193 6.8123

Max (hrs) 1.6742 2.4912 3.1987 3.9647 5.7891 8.9452

Avg (hrs) 1.1478 1.8515 2.4546 3.4060 5.1542 7.8788

St.Dev (hrs) 0.4298 0.5223 0.6075 0.4561 0.5183 0.8707

# Tests 5000 5000 1000 500 200 50

Sigmoidal Decay (𝑠 = 10hr−1)
Min (hrs) 2.1952 3.0195 3.9451 4.7893 6.3429 8.5723

Max (hrs) 2.9918 4.2393 5.6247 6.8963 8.1952 11.2571

Avg (hrs) 2.5935 3.6294 4.7849 5.8428 7.2691 9.9147

St.Dev (hrs) 0.3252 0.4979 0.6856 0.8601 0.7561 1.0960

# Tests 5000 5000 1000 500 200 50

Linear Scalability. In the scalability assessment of the conjunctive scheme, we evaluated three pivotal dimensions

to reflect the scheme’s adaptability to increasing operational demands (See Figure 10a). a) Scale of File per Group:
Empirical data reveals a linear increase in operational time from nearly zero for small files to about 60 seconds

for 600 MB files, demonstrating predictable and manageable increments essential for diverse data volumes (𝑂 (𝑁 )
where 𝑁 is the file size in MB). b) Users per Group: Operation time increases proportionally with the number

of users, from negligible for a single user to approximately 30 seconds for 150 users, ensuring scalability and

support for an expanding user base (𝑂 (𝑁 ) where 𝑁 is the number of users). c) Number of Groups: Operation time

correlates linearly with the number of groups, increasing from nearly zero for one group to about 25 seconds for

80 groups. This consistency is vital for maintaining access control and security in growing environments (𝑂 (𝑁 )
where 𝑁 is the number of groups).

Storage Space Required. This metric evaluates the digital storage needed for encrypted data, control mech-

anisms, and logs crucial for monitoring and validating deletion processes, which are key for scalability and

cost-effectiveness in cloud environments. Our analysis quantified the storage overhead introduced by the con-

junctive scheme, essential for assessing scalability and cost-efficiency. As shown in Figure 10b, starting with a
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100 MB baseline file, the storage requirement increases proportionally with the number of user groups, adding 2

MB per group for security metadata and an additional 1 MB per group for deletion proofs. The total storage, 𝑆 ,

as a function of group count, 𝑁 , is 𝑆 (𝑁 ) = 3𝑁 + 100 (in MB), confirming the scheme’s linear scalability and

providing a basis for cost estimation in real deployments.
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Fig. 10. Linear Scalability Trends and Total Storage Used.

D Additional Algorithms in the Study
This section presents the algorithms used during the upload/download phase of PBCS, with a focus on access

control mechanisms.

• Algorithm 10: Re-shares the same secret under a new reconstruction threshold.

• Algorithm 11: Periodically refreshes shares by sampling new points from the existing polynomial until

expiration.

• Algorithm 12: Generates asymmetric encryption keys.

• Algorithm 13: Reconstructs them for decryption.

• Algorithm 15 &14: Reconstruct the symmetric key for decryption, either singular or collaborative.

• Algorithm 16: Defines the participation matrix, determining group membership and co-owner overlap.

• Algorithm 17: Implements group-based access control using Lagrange polynomials to ensure collaborative

access.

Algorithm 10: Threshold Adaptation

Input: data_points, initial threshold 𝜃_𝑖𝑛𝑖𝑡 , new threshold 𝜃_𝑛𝑒𝑤

Output:𝑈𝑝𝑑𝑎𝑡𝑒𝑑_𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠

1 𝐿𝑥 ← ConstructLagrangePolynomial(𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠)

2 Generate 𝜃_𝑛𝑒𝑤 − 1 random data_points (𝑥𝑖 , 𝑦𝑖 ) ∈ F𝑞
3 seed← EvaluateAtZero(𝐿𝑥 )

4 𝑈𝑝𝑑𝑎𝑡𝑒𝑑_𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 ← Generated points+(0, 𝑠𝑒𝑒𝑑)
5 return𝑈𝑝𝑑𝑎𝑡𝑒𝑑_𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠
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Algorithm 11: Periodic Share Renewal
Input: data_points, refresh time 𝑡 , expiration time 𝑡_𝑚𝑎𝑥

Output: 𝑁𝑒𝑤_𝑠ℎ𝑎𝑟𝑒𝑠

1 𝐿𝑥 ← ConstructLagrangePolynomial(𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠)

2 // Every 𝑡 timesteps

3 if 𝑡𝑚𝑎𝑥 time has passed then
4 return 0

5 end
6 𝑁𝑒𝑤_𝑠ℎ𝑎𝑟𝑒𝑠 ← |𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠 | random points from 𝐿𝑥

7 return 𝑁𝑒𝑤_𝑠ℎ𝑎𝑟𝑒𝑠

Algorithm 12: Group-specific Public-Key Encryption for Polynomial Coefficients

Input: coefficients, publicKey

Output: Encrypted coefficients

1 return {AsymEnc(𝑐𝑖 , 𝑝𝑢𝑏𝑙𝑖𝑐𝐾𝑒𝑦)}𝑐𝑖 ∈𝑐𝑜𝑒 𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑡𝑠

Algorithm 13: Group-specific Public-Key Decryption for Polynomial Coefficients

Input: encrypted_coefficients, privateKey

Output: Decrypted coefficients

1 return {AsymDec(𝑐𝑖 , 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝐾𝑒𝑦)}𝑐𝑖 ∈𝑐𝑜𝑒 𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑡𝑠

Algorithm 14: KSS.ReconstructKey
Input: datapoints 𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠
Output: Key 𝑘

1 𝐿𝑥 ← ConstructLagrangePolynomial(𝑑𝑎𝑡𝑎_𝑝𝑜𝑖𝑛𝑡𝑠)

2 seed← EvaluateAtZero(𝐿𝑥 )

3 key← H(seed)

4 return key 𝑘

Algorithm 15: Symmetric Key Reconstruction Type

Input: Participation matrix𝑚, datapoints 𝑆ℎ𝑎𝑟𝑒𝑠 , 𝜃

Output: Symmetric Key 𝑘

1 Type← 𝑠𝑖𝑛𝑔𝑢𝑙𝑎𝑟

2 if there exists a user 𝑖 , such that 𝑃𝑎𝑟𝑡𝑖𝑐𝑖𝑝𝑎𝑡𝑖𝑜𝑛𝐵𝑎𝑠𝑒𝑑_𝑀𝑎𝑡𝑟𝑖𝑥_𝐴𝑝𝑝𝑟𝑜𝑎𝑐ℎ[𝑚, 𝑖] = 1 then
3 Type← 𝑐𝑜𝑙𝑙𝑎𝑏

4 end
5 if there exist fewer than 𝜃 unique x values in 𝑆ℎ𝑎𝑟𝑒𝑠 then
6 return Error: "Please provide at least 𝜃 unique data points."
7 end
8 return KSS.ReconstructKey(𝑆ℎ𝑎𝑟𝑒𝑠) (See Alg. 14)
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Algorithm 16: Participation-Based Matrix Approach

Input:Membership𝑀 , User index 𝑖

Output: Participation decision (0 or 1)

1 𝑝𝑎𝑟𝑡𝑖𝑐𝑖𝑝𝑎𝑡𝑖𝑜𝑛_𝑐𝑜𝑢𝑛𝑡 ← Sum of elements in𝑀 [𝑖]
2 if 𝑝𝑎𝑟𝑡𝑖𝑐𝑖𝑝𝑎𝑡𝑖𝑜𝑛_𝑐𝑜𝑢𝑛𝑡 ≥ 2 then
3 return 1

4 end
5 return 0

Algorithm 17: Group-based Access Control via Lagrange Polynomial

Input: 𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠,𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑠,𝑉𝑜𝑡𝑒𝑠acc, 𝑛𝑜𝑛𝑐𝑒
Output: Access decision (0 or 1)

1 Function VerifyAccess(𝐺𝑟𝑜𝑢𝑝𝐼𝐷,𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 ⊕ 𝑛𝑜𝑛𝑐𝑒 [128]):
2 𝐻 ← cryptographic hash function

3 𝑌 ← empty array of size |𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 |
4 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 ← 0

5 𝑖𝑛𝑝𝑢𝑡𝑣𝑒𝑟 ← concatenate(𝐺𝑟𝑜𝑢𝑝𝐼𝐷,𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒)
6 𝑦𝑣𝑒𝑟 ← 𝐻 (𝑖𝑛𝑝𝑢𝑡𝑣𝑒𝑟 )
7 for 𝑖 = 1 to |𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 | do
8 𝑖𝑛𝑝𝑢𝑡 ← concatenate(𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 [𝑖],𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒𝑠 [𝑖])
9 𝑌 [𝑖] ← 𝐻 (𝑖𝑛𝑝𝑢𝑡) 𝑏𝑎𝑠𝑖𝑠 ← 1

10 for 𝑗 = 1 to |𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 | do
11 if 𝑗 ≠ 𝑖 then
12 𝑏𝑎𝑠𝑖𝑠 ← 𝑏𝑎𝑠𝑖𝑠 × 𝑥𝑣𝑒𝑟 −𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 [ 𝑗 ]

𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 [𝑖 ]−𝐺𝑟𝑜𝑢𝑝𝐼𝐷𝑠 [ 𝑗 ] mod 𝑞

13 end
14 end
15 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 ← 𝐿𝑎𝑐𝑐𝑒𝑠𝑠 + 𝑌 [𝑖] × 𝑏𝑎𝑠𝑖𝑠 mod 𝑞

16 end
17 return (𝐿𝑎𝑐𝑐𝑒𝑠𝑠 ≡ 𝑦𝑣𝑒𝑟 mod 𝑞)
18 foreach 𝑔𝑟𝑜𝑢𝑝 ∈ 𝑉𝑜𝑡𝑒𝑠acc do
19 𝐺𝑟𝑜𝑢𝑝𝐼𝐷,𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒 ← 𝑔𝑟𝑜𝑢𝑝

20 AccessDecision← VerifyAccess(𝐺𝑟𝑜𝑢𝑝𝐼𝐷,𝐺𝑟𝑜𝑢𝑝𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒)

21 if AccessDecision == 1 then
22 return 1

23 end
24 end
25 return 0
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