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Abstract
Tor onion services are designed to conceal the network location
of their hosting infrastructure, which makes attribution difficult.
However, Apache server-status pages can unintentionally expose
infrastructure information when onion-service traffic is forwarded
to a local web server. In this configuration, Apache may treat re-
quests arriving through Tor as localhost traffic and allow access
to a page intended to be restricted to the local machine. We ana-
lyze 210,121 validated server-status snapshots from 12,591 onion
services collected between November 2019 and March 2025. We
show how fields such as via, VHost, and the Workers Table can
reveal public IP addresses, provider-specific hostnames, and other
infrastructure leads. Repeated observations show that this expo-
sure persisted throughout the measurement period, with hundreds
to thousands of affected onion services active at a time. We also
present a real-world case in which an exposed VPS hostname pro-
vided a key technical lead to the hosting infrastructure of two large
child sexual abuse material platforms. Follow-up by German law en-
forcement contributed to the identification of the alleged operator
and the takedown of both services. These findings show that ex-
posed server-status pages provide a passive source of infrastructure
attribution leads without attacking the Tor protocol itself.

CCS Concepts
• Security and privacy→ Privacy-preserving protocols.
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1 Introduction
Tor onion services were created to provide privacy-preserving and
censorship-resistant access to online services by hiding the loca-
tion of the server behind an onion address [25]. They can be used
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by journalists, activists, whistleblowers, and people living under
authoritative or restrictive regimes. However, onion services are
also known to be used for criminal activity, including illicit mar-
ketplaces [20], ransomware infrastructure, fraud, and child sexual
abuse material (CSAM) platforms [9].

This creates a challenge for law-enforcement agencies and other
investigators, as Tor is specifically designed so that visitors cannot
directly determine where an onion service is hosted. Yet, when an
onion service is used for criminal activity, identifying the server or
hosting provider behind it can be important for an investigation. Re-
cent public takedown operations show that this remains a relevant
practical problem [6]. Therefore, there is great value in technical
methods that can reveal useful infrastructure information from a
service itself, as long as the information is interpreted carefully and
not treated as automatic proof of who operates the service [18, 26].

Although onion services hide their server location from visitors,
they still rely on standard web-server software, such as Apache
HTTP Server [1] and nginx [19], to serve web content. Like any
other web service, this infrastructure can be misconfigured and
unintentionally expose information about the server or its configu-
ration. This paper examines one such misconfiguration in Apache
server’s mod_status diagnostic interface. The interface is com-
monly available at /server-status and can reveal information
about the server, current requests, and configured virtual hosts.

Administrators often restrict this page to localhost, expecting
that external visitors cannot access it. However, an onion service
can forward a visitor’s request to a local Apache backend. Apache
then sees the final connection as coming from localhost and may
allow access to the diagnostic page. The issue is therefore not a
weakness in Tor or Apache; it results from the way Tor forwards
requests to backend servers and how Apache evaluates source-IP-
based access rules.

Previous work and operational-security guidance have warned
that services restricted to localhost can still be reachable through
onion services [11, 12, 21, 23]. However, there has been limited
analysis of how often Apache server-status pages are exposed in
practice, whether this exposure persists over time, and what infor-
mation from these pages can actually be used in an investigation.

To address this gap, we conduct a large-scale, multi-year analysis
of Apache server-status exposure across Tor onion services. We
analyse 210,121 snapshots from 12,591 onion services collected by
the CFLW Dark Web Monitor [7] between November 2019 and
March 2025. Our results show that the problem is not limited to iso-
lated misconfigurations; server-status exposure persisted through-
out the observation period, with hundreds to thousands of pages
estimated to be active at a time. We also show how exposed fields
can provide supporting context during an investigation.
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We illustrate what this can mean in practice through a 2025
takedown case involving two darknet CSAM video platforms. In
this case, a provider-specific hostname exposed in an Apache server-
status page helped investigators identify the relevant hosting provider
and supported the investigation, which ultimately led to the seizure
of the servers and the arrest of the alleged operator.
This paper makes four contributions:

• We explain and experimentally demonstrate how Tor back-
end forwarding can make a localhost-only server-status re-
striction ineffective.

• Wemeasure the persistence of exposed Apache server-status
pages across more than five years of observations.

• We show how different fields on a server-status page can
reveal direct technical infrastructure information, identify
a relevant hosted asset, and support active validation of
suspected infrastructure relationships.

• We present a case study showing how a hostname exposed
in a virtual-host field provided the key technical detail in the
investigation and takedown of two CSAM platforms.

The remainder of this paper is organized as follows. Section 2
introduces Tor onion-service forwarding and the relevant Apache
concepts. Section 3 explains the localhost pitfall. Section 4 presents
the dataset, analysis method, and results. Section 5 describes the
takedown case, while Section 6 discusses the implications, limita-
tions, and future work. Finally, Section 7 reviews related research,
and Section 8 concludes the paper.

2 Background: Tor and Apache
The contributions within this paper depend on understanding two
concepts: how Tor Onion Services forwards traffic to backend
servers and how Apache HTTP Server is typically set up to serve
web content. This section covers both of these topics as well as a
short section on Virtual Hosts, the mechanism used by an Apache
server to host multiple websites on the same backend server. Fig-
ure 1 shows how multiple communication flows work in tandem
to serve a website on Tor using Apache while restricting sensitive
server data to unauthorized public-facing users.

2.1 Onion Services and Backend Forwarding
Onion services, formerly known as "hidden services", are websites
that are only accessible through the Tor network. An onion service
makes a web server available through a .onion address without
revealing the network location of that server to its visitors.

As shown in steps 1–2 of Figure 1, the Tor process receives traffic
for the onion service and forwards it to a web server chosen by
the operator. In a typical setup, Tor and Apache run on the same
machine, and Apache listens only on a local address or port. This
design keeps the web server behind Tor while still allowing it to
serve normal HTTP content.

Forwarding behavior is configuredwith Tor’s HiddenServicePort.
For example, "HiddenServicePort 80 127.0.0.1:9090" maps
port 80 of an onion service to an Apache instance listening on
127.0.0.1:9090 [24]. The result is a Tor process forwarding an
onion-service request to this local endpoint, and Apache returning
the response through Tor. Apache therefore receives the connection

Web Server

Client Apache 
Instance

Tor Localhost

Public Interface 
of Server

(4)
(5)

(3)

(6)

(2)(1)

Requires localhost 
for sensitive
server data

Figure 1: Request paths relevant to the localhost pitfall.
Tor receives onion-service traffic (step 1) and forwards it to
Apache through localhost (step 2). A client normally reaches
Apache through the public interface (steps 4–5), while local
administration uses localhost (step 3). A localhost-only rule
blocks public requests from accessing sensitive endpoints
(step 6).

from the local Tor process rather than directly from the remote
visitor.

2.2 Apache mod_status and Localhost
Restrictions

Apache’s mod_status module provides a server-status page, nor-
mally available at /server-status, for administrators to inspect
the current state of an Apache instance [2]. Depending on the
version and configuration, the page can show the server version,
uptime, load statistics, active connections, recent requests, and
virtual-host configurations. An example of an Apache server-status
page can be seen in Figure 2. Sensitive infrastructure values, includ-
ing hostnames and onion addresses, have been redacted.

While this information is useful for administration and debug-
ging, it can also expose details about the server and the services it
hosts. Hence, operators commonly enable the page but restrict it
to only be accessible by local access, e.g., with a directive such as
Require ip 127.0.0.1 [22]. This rule checks the source address of
the connection received by Apache and rejects public access to the
server-status page. Respectively, in Figure 1, a local administrator
reaches Apache through localhost (step 3), while a client requesting
the server’s public interface uses the public route (steps 4–5). Under
ordinary clearnet access, the rule works as expected: Apache allows
viewing the server-status page in the local request and denies the
public-interface request (step 6).

2.3 Virtual Hosts
A Virtual Host is the mechanism used by Apache to serve mul-
tiple websites or services from one instance [3]. Using so-called
VirtualHost blocks, each block defines a separate ServerName
and content, allowing clearnet or onion services to share the same
backend while appearing independent to their users [4].
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Figure 2: Example of an Apache /server-status page ex-
posed on a dark web onion service. The page shows server
properties, live server load statistics, virtual hosts, and meta-
data about recent connections. Sensitive infrastructure val-
ues have been redacted.

To show the correct website to a user, Apache matches an incom-
ing request against all configured virtual hosts; the most relevant
one is selected to serve the request. The selection procedure first
finds the applicable address and port, then uses the HTTP Host
header to select a matching virtual host. If no hostname matches, it
falls back to the first matching virtual host.

If a server-status page is enabled, its Workers Table records
recent requests and the virtual host that handled them. Note the
VHost column in Figure 2. This table is global to the Apache instance
itself. Therefore, any configured virtual host can be seen serving
requests from a single Apache server-status page.

3 The Localhost Pitfall
The two configurations interact in an unexpected way. Tor’s for-
warding connection to Apache follows the local path shown in
step 2 of Figure 1, even though the original onion-service visitor
is remote. Apache therefore applies the same localhost rule that
it would apply to a request from a local administrator in step 3.
A Require ip 127.0.0.1 restriction can protect the page from
direct clearnet access while still allowing access through the onion
service.

The localhost pitfall requires four conditions to coincide, i.e.,
mod_status is enabled, /server-status is reachable through the
Apache listener serving the onion service, the access rule trusts the
loopback address, and Tor forwards onion-service traffic to that
trusted loopback endpoint.

Figure 3 shows this behavior in a controlled comparison. The
status page is accessible from localhost, Apache returns Forbidden
when the page is requested through the server’s public IP, and the
same page is accessible through the onion address without changing
the configuration. Testing only the public interface can therefore
make the restriction appear effective while leaving the status page
exposed to onion-service visitors. Because the figure shows only
our controlled test infrastructure, no values have been redacted.

Panel 1
Accessing server-status page 
through localhost

Panel 2
Accessing server-status page 
through public IP

Panel 3
Accessing server-status 

page through Tor

Figure 3: The server-status page is accessible from localhost
(Panel 1), denied through the server’s public IP (Panel 2), and
accessible again through the onion service (Panel 3). The test
was conducted on infrastructure operated by the authors, so
no values have been redacted.

Notably, this is a deployment and configuration issue, rather than
a flaw in Tor or Apache. Tor forwards traffic to the endpoint selected
by the operator, and Apache applies the configured source-IP rule
to the connection it receives. The problem is using a localhost-only
source-IP check as the only protection for a diagnostic page that is
reachable through a Tor-facing backend route.

The forwarding behavior explains why the page becomes ac-
cessible. Its investigative value depends on the server metadata
Apache exposes once the page is reached.

4 Analysis of Exposed Server-Status Pages
This section analyses exposed Apache server-status pages in five
steps. First, we define the validated dataset of onion-service snap-
shots. Second, we explain how selected server-status fields are
interpreted when Apache is deployed behind Tor. Third, we mea-
sure how persistently server-status pages were exposed over time.
Fourth, we examine which fields provide direct infrastructure sig-
nals, which provide leads, and which should be treated only as
supporting context. Finally, we show how the Workers Table can
be used to actively validate a suspected infrastructure relationship.

4.1 Dataset
This study uses a curated dataset of repeated observations collected
through the DarkWebMonitor (DWM), an open-source intelligence
crawler developed by CFLWCyber Strategies [7]. The DWM contin-
uously collects web content from anonymous networks, including
Tor. As part of its extended crawling, it visits predefined paths that
can indicate server misconfigurations, including /server-status.
The DWM has collected this path since November 2019.

Candidate pageswere identified from responses at /server-status
using known Apache status-page titles and, for non-standard titles,
checks for the expected Apache status-page content. We then ex-
cluded error responses, unrelated pages, stale or static copies, and
other responses that did not represent a genuine server-status page.
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The resulting validated dataset contains 12,591 onion services with
exposed server-status pages and 210,121 snapshots. A snapshot rep-
resents the state of a page at a particular point in time and includes
its raw HTML and extracted metadata.

The dataset covers November 2019 to March 2025. The repeated
snapshots let us examine whether server-status pages persisted over
time, rather than only whether they were observed once. For con-
text, during the measurement period, the DWM observed 913,732
onion services that have been active at least once. Hence, we esti-
mate that around 1.4% of all active onions contained an exposed
server-status page at some point.

4.2 Field Interpretation
The page includes many sources of useful information. In this paper,
we focus on the heading fields endpoint and via, and the Workers
Table columns Client, VHost, and Request.

We parse the valid pages using their HTML structure to identify
page sections and regular expressions to extract the relevant fields.
We then analyse what these fields mean in the context of an Apache
server deployed behind Tor. This interpretation is necessary because
the same value can have a different meaning depending on whether
it reflects Tor’s local forwarding, a public-facing interface, a virtual-
host configuration, or recent request activity.

We interpret these values by the field in which they appear and
validate them independently. For example, a public address in via
may point directly to the server infrastructure, while a provider-
specific hostname in VHost may reveal the hosting provider or
hosted asset. Other fields generally provide supporting context
rather than a direct infrastructure lead. Table 1 summarizes the
fields extracted from each page and howwe use them in the analysis.

4.3 Persistent Exposure
To estimate how many onion services exposed a server-status
page over time, we use repeated snapshots of validated pages. The
DWM collects /server-status during extended scans, which re-
visit hosts every four to eight weeks, with an average interval of
approximately six weeks.

For each server-status page, we define an activity interval from
its first to its last validated snapshot. These observations provide
only an approximate start and end of the exposure, since the page
may have become accessible before its first observation or remained
accessible after its last. We therefore extend the interval by three
weeks at each end, corresponding to half the average scan interval.
This accounts for uncertainty around when the exposure began and
ended and gives services observed only once a finite activity interval.
It does not imply continuous accessibility between observations.

Figure 4 shows the estimated number of exposed pages active at
each point in time. The solid line uses the left axis for this estimate.
For context, the dashed line uses the right axis to show the cumula-
tive percentage of all onion services observed active by the DWM
over the measurement period.

Exposed server-status pages were observed throughout the full
measurement period. The estimated number ranged from hundreds
to thousands at a time and exceeded 3,000 at its peak. As the over-
all observed onion-service population continued to grow, newly

Table 1: Fields extracted from Apache server-status pages
and their role in this paper.

Page location Field Role in this paper

Heading endpoint The HTTP Host value from the origi-
nal request. An unexpected value can
indicate a proxy, copied page, or other
inconsistency and requires validation.

Heading via The address Apache believes the re-
quest came from. A public address is
the strongest direct technical infrastruc-
ture signal; a local address is expected
when Tor forwards through localhost.

Workers Table Client The address associated with a recent
connection. Public values generally re-
flect visitors or scanners and provide
supporting context only.

Workers Table VHost The virtual host selected for a request.
It can reveal service names or provider-
specific hostnames and provide an in-
frastructure lead.

Workers Table Request The HTTP request line handled by a
worker. It may contain paths, probes,
or user-controlled values; it provides
supporting context and can, in select
cases, be used to actively validate sus-
pected infrastructure relationships.

Figure 4: Estimated number of active onion services exposing
Apache server-status over time (left axis) and cumulative per-
centage of the 913,732 DWM onion services observed active
by each point in time (right axis). Activity intervals span the
first to last validated snapshot with a three-week allowance
at each end.

exposed server-status pages continued to appear rather than re-
maining limited to a fixed set of services discovered early in the
dataset.

Because the estimate is based on intervals between positive
observations, a page may have become unavailable and later reap-
peared between snapshots. The analysis can therefore overestimate
continuous exposure, and the figure should be interpreted as an
estimate of the broader persistence trend rather than continuous
availability of individual pages.
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Table 2: Public IP addresses by field. Occurrences count ex-
tracted public-IP values across all snapshots; a single snap-
shot may contribute multiple Workers Table values.

Field Public Unique Interpretation
occurrences public IPs

endpoint 0 0 Rare private-IP anomalies,
likely caused by proxying or
request rewriting.

via 713 43 Immediate technical infras-
tructure signal: the public-
facing Apache interface used
for the request.

Client 219,804 54,856 Visitor or scanner activity;
supporting context only.

VHost 161,125 99 Backend or configuration con-
text; hostname values can also
provide a lead to a hosting
provider.

Request 5,856 3,649 IPs appearing in request con-
tent, including probes or user-
controlled input; supporting
context only.

4.4 Infrastructure Leads from Exposed Fields
Server-status pages expose IP addresses and hostnames in several
fields, but these values cannot be interpreted interchangeably. Their
meaning depends on whether they describe the connection Apache
received, the requested endpoint, a selected virtual host, or transient
worker activity. We therefore distinguish an immediate technical
infrastructure signal, a lead to a hosting provider or hosted asset,
and supporting context that helps validate or interpret another lead.
Table 2 summarizes the public-IP occurrences and unique public-
IP counts observed in each field. It counts only IP-valued entries;
hostname-valued VHost entries, including the provider-specific
hostname discussed in Section 5, are excluded.

The heading contains the endpoint and via values. IP addresses
in endpoint were rare: they appeared in 94 snapshots from nine
pages, with only two unique private IPv4 addresses and no public
addresses. These cases are consistent with proxying or request
rewriting and do not provide an infrastructure lead. In contrast,
via records the address Apache believes it received the request
from. It appeared in 209,792 snapshots across 12,550 pages and was
usually a local address, most often 127.0.0.1, as expected when
Tor forwards traffic to a local backend. However, we observed
713 public-IP occurrences in via, representing 43 unique public
addresses. A public via value is the strongest field-level result
because it identifies the public-facing Apache interface used for
that request. It remains a technical infrastructure lead, not proof of
operator identity, ownership, or physical server location.

The VHost field can provide a different type of lead. It contained
161,125 public-IP occurrences, representing 99 unique public ad-
dresses. Such values can reflect an IP-based or fallback virtual-host
configuration and provide context about the backend setup. Other
VHost values are hostnames rather than IP addresses. In particular,
a provider-specific hostname can identify a hosting provider or
a concrete hosted asset and enable follow-up with that provider.

This requires validation and does not independently establish who
operated the onion service or where the physical server was located.
Section 5 illustrates this pathway in a takedown case.

The remaining Workers Table fields primarily provide support-
ing context. The Client field contained 219,804 public-IP occur-
rences and 54,856 unique public addresses, largely reflecting vis-
itors, scanners, or other connections to the service. The Request
field contained 5,856 public-IP occurrences and 3,649 unique public
addresses, but these values occur inside request strings and can
reflect probing, proxying, or user-controlled input. Together with
selected VHost values, these fields can help validate recent activ-
ity and interpret other observations, but they are not standalone
attribution evidence. The Request field can additionally support
targeted active validation of a suspected infrastructure relationship,
as described next.

4.5 Active Validation of Infrastructure Leads
Infrastructure values exposed on a server-status page do not always
establish that a clearnet host or IP address is served by the same
Apache instance as the onion service. In some cases, the Workers
Table can be used to actively validate this relationship. Apache
records recent HTTP request lines in the Request field, allowing
an investigator to introduce a recognizable value and check whether
it appears on the onion’s server-status page.

Figure 5 illustrates this process. First, a suspected clearnet host or
IP address is identified, for example, from the VHost field. A request
containing a unique query parameter is then sent to that endpoint.
If the same value subsequently appears in the Request field of the
onion service’s server-status page, this provides strong evidence
that both endpoints are handled by the same Apache instance.

This technique provides a remote verification step for infrastruc-
ture leads that would otherwise remain uncertain. It requires both
endpoints to be reachable and the request to remain visible in the
Workers Table long enough to be observed.

5 Takedown of CSAM Video Platforms
In October 2025, German investigators dismantled two darknet
video platforms, “Videos Sebick” and “Videos Yad,” that distributed
child sexual abuse material (CSAM) [6, 8]. Before the takedown,
the platforms had more than 350,000 registered users, hosted 21,324
videos with a combined duration of about 660 hours, and recorded
nearly 900,000 video accesses. The investigation led to the seizure
of servers in German data centres and, through international coop-
eration, the arrest of the alleged operator in Brazil. Figure 6 shows
the seizure notice displayed on the darknet platforms after they
were taken down.

The investigation that led to the takedown began with an ex-
posed Apache server-status page. On 16 August 2023, “Videos
Yad” exposed a server-status page whose VHost field contained
a provider-specific virtual private server (VPS) hostname, shown in
Figure 6. This was the initial technical lead in the case: the hostname
revealed the relevant hosting provider and hosted asset, which al-
lowed law enforcement to contact the provider and obtain further
information. This follow-up formed the basis for identifying the al-
leged operator and ultimately seizing the servers. The same hosted
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(a)

(b)

(c)

Figure 5: Active validation of shared Apache infrastructure.
(a) A suspected clearnet endpoint is identified from the onion
service’s server-status page. (b) The clearnet endpoint is re-
quested with a unique query parameter. (c) The same value
subsequently appears in the onion service’s Request field,
providing evidence that both endpoints are handled by the
same Apache instance.

asset was also exposed by the second onion service, providing an
infrastructure link between the two platforms.

This case shows the practical impact of an exposed server-status
page. The hostname did not itself identify the operator or prove the
physical server location. However, it provided the starting point for
the investigation and enabled the provider follow-up that supported
the wider investigation and takedown.

6 Discussion
The central implication is not only that server-status pages remain
exposed, but that a localhost-only rule can create a misleading secu-
rity boundary in an onion-service deployment. It blocks the public
interface an operator is likely to test, yet it does not distinguish a
local administrator from Tor’s local forwarding connection. The
persistence observed in the dataset is therefore consistent with a
configuration pattern that can appear correctly restricted during
routine administration. Although the dataset cannot establish why
a particular operator left a page reachable, it shows that disabling
the module is not the only relevant explanation: the protection may
be deliberately enabled but incorrectly understood.

This distinction also shapes how exposed server-status data
should be used. An exposed page should be treated as the start of
an evidence chain rather than as a standalone deanonymization
result. A public via address can provide a direct technical lead; a
provider-specific VHost hostname can support a pivot to a hosting

T H I S  H I D D E N  S I T E  H A S  B E E N  S E I Z E DT H I S  H I D D E N  S I T E  H A S  B E E N  S E I Z E D

This hidden site and the criminal content have beenThis hidden site and the criminal content have been
seized by the Bavarian State Criminal Police Office onseized by the Bavarian State Criminal Police Office on
behalf of the Office of the Public Prosecutor General inbehalf of the Office of the Public Prosecutor General in

BambergBamberg

(a)

(b)

Figure 6: Redacted technical lead in the CSAM takedown case:
(a) shows the seizure notice displayed after the takedown; (b)
shows the redacted Apache server-status VHost evidence: a
provider-specific hostname that identified the relevant host-
ing provider and hosted asset. Sensitive infrastructure values
have been redacted.

provider or hosted asset; and Workers Table values can corroborate
the interpretation of those leads. Their value comes from how
they guide validation and follow-up, not from any individual field
proving operator identity.

In practice, this makes server-status collection most useful as a
passive monitoring and infrastructure-enrichment capability. In-
vestigators can extract via or VHost leads, validate them across
repeated observations or other evidence, and use resulting hosting-
provider or hosted-asset information for further investigation and
provider follow-up. When the same infrastructure appears across
multiple services, a single exposure may also reveal relationships
that support a broader investigation. From a disruption perspec-
tive, such leads can turn an otherwise hidden onion service into an
actionable infrastructure target, as demonstrated by the takedown
case in Section 5.
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6.1 Limitations and Mitigations
The method is opportunistic rather than targeted. An investigator
cannot select an arbitrary onion service and expect it to expose
useful information. Even when a server-status page is reachable,
most fields do not provide a direct infrastructure lead. The per-
sistence results are also interval-based estimates from repeated
snapshots, rather than evidence of continuous exposure between
every observation.

Interpretation and data quality impose further limits. Apache
versions and configurations can change the structure or contents of
a server-status page, so parsers require maintenance. Some values
can be generic, transient, user-controlled, or affected by proxying.
In particular, VHost and Workers Table values require validation
and should not be treated as standalone attribution evidence.

The most reliable mitigation is to disable mod_status when it is
not required. When operators need the page, they should expose
it only through a separate management interface that Tor cannot
reach and protect it with stronger access controls. A localhost-
only source-IP rule is insufficient when Tor forwards onion-service
traffic to that same local backend. Closing the page also cannot
retract information that has already been collected.

6.2 Future Work
Future work could improve time-aware interpretation of repeated
observations, assign confidence to leads based on the field and
supporting evidence, and maintain parsers across Apache versions
and layouts. It could also examine how multiple independent page
fields and repeated snapshots can be combined to validate a lead
without treating any single observation as conclusive.

7 Related Work
Priorwork on onion-service deanonymization has used both network-
layer and application-layer techniques. Network-layer approaches
analyse properties of Tor traffic to infer the location of a hidden
service. These techniques can be passive, such as traffic-correlation
attacks, or active, such as circuit fingerprinting, but often require
a privileged network position or interaction with the Tor net-
work [5, 13, 17].

Application-layer approaches, on the other hand, examine infor-
mation exposed by the service itself. One such work, CARONTE,
scanned onion services for metadata including embedded IP ad-
dresses, analytics identifiers, reused TLS certificates, and clearnet
domains, then used these observations to identify possible links
to backend infrastructure [18]. Tippe et al. analysed real-world
deanonymization cases and showed that server-side information
leaks, including misconfigured headers, reused IP addresses, and
internal hostnames, are frequently used as investigative leads [26].

Operational tools and reports have likewise identified server mis-
configurations as a practical source of onion-service infrastructure
information. OnionScan was designed to identify exposed directo-
ries, HTTP headers, clearnet links, tracking identifiers, and other
server-side metadata [14]. Exposed Apache mod_status pages have
also been noted as a source of co-hosted domains, client addresses,
request paths, and Apache configuration details [11, 15, 16]. A 2021
report by SOS Intelligence described ransomware-related onion
services whose exposed mod_status pages listed clearnet virtual

hosts; resolving and validating those values linked the services to
backend hosting infrastructure [10].

However, prior work generally treats Apache server-status ex-
posure as one of many possible misconfigurations. It does not sys-
tematically examine how persistently these pages are exposed or
distinguish what individual fields can and cannot support as evi-
dence when Apache is deployed behind Tor. This paper addresses
that gap by analysing server-status pages as a structured source of
server metadata in the context of Tor backend forwarding.

8 Conclusion
This paper examined how Apache mod_status pages can become
accessible through Tor onion services despite a localhost-only ac-
cess rule. Tor forwards onion-service requests to the local Apache
backend, causing Apache to evaluate the connection as originat-
ing from localhost. Across 210,121 validated snapshots from 12,591
onion services collected between November 2019 and March 2025,
this exposure persisted throughout the observation period, show-
ing that it is not limited to isolated or short-lived configuration
mistakes. These onion services accounted for around 1.4% of all
active onion services in our dataset.

Exposed server-status pages can provide useful infrastructure
leads, but their evidentiary value depends on the field in which
a value appears. A public via address identifies the public-facing
Apache interface used for a request, while a provider-specific VHost
hostname can guide follow-up with a hosting provider or identify a
hosted asset. The Workers Table can additionally support targeted
active validation of suspected infrastructure relationships.

In the 2025 takedown case, the exposed VHost hostname was the
starting point of the investigation: it revealed the relevant hosting
provider and hosted asset and enabled the provider follow-up that
supported the identification of the alleged operator and seizure of
the servers. This demonstrates that such leads do not independently
identify an operator, but can support a wider investigation when
validated with other evidence. The exposure is not a weakness in
Tor or Apache; it is a deployment problem. Operators should disable
mod_status when it is unnecessary or isolate it from the backend
interface reached through Tor.
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A Ethical Considerations
This work analyses technical metadata from Apache server-status
pages collected by the CFLW Dark Web Monitor as part of repeated
observations of onion services. The analysis did not require in-
teracting with live child sexual abuse material, creating accounts,

downloading hosted material, or probing services beyond the diag-
nostic endpoint already present in the collected dataset.

We limited the analysis to metadata needed to understand the
exposure and its investigative value, such as server-status fields,
timestamps, hostnames, and IP-address fields. We treat these values
as infrastructure leads rather than as evidence of operator iden-
tity. Where examples are shown, we redact onion addresses, full
provider hostnames, unique identifiers, and other details that could
unnecessarily expose sensitive infrastructure or aid misuse.

We did not attempt to identify visitors represented in the Client
or Request fields. These values are reported only in aggregate, and
no raw client IP addresses are published.

The takedown case is described using public law-enforcement
reporting together with redacted technical observations. Sensitive
case-specific details are omitted unless they are already public
or cleared for publication. The goal is to explain the defensive
and investigative implications of the localhost-forwarding pitfall
without enabling access to illicit services or revealing unnecessary
operational details.

Publishing this work may help malicious onion-service operators
identify and correct this exposure, reducing its future investigative
value. However, the underlying issue is not new and has already
been documented in prior work and operational guidance. At the
same time, legitimate privacy-sensitive service platforms also need
to be aware of this configuration pitfall, as it may unintentionally
expose their infrastructure. We therefore consider publication justi-
fied because it helps operators recognize and mitigate a real privacy
risk.
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