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Abstract

During the first days of the 2022 Russian invasion of Ukraine,
Russia’s media regulator blocked access to many global so-
cial media platforms and news sites, including Twitter, Face-
book, and the BBC. To bypass the information controls set by
Russian authorities, pro-Ukrainian groups explored uncon-
ventional ways to reach out to the Russian population, such
as posting war-related content in the user reviews of Russian
businesses available on Google Maps or Tripadvisor. This pa-
per provides a first analysis of this new phenomenon by ana-
lyzing the unconventional strategies used to avoid state cen-
sorship in the Russian Federation during the conflict. Specif-
ically, we analyze reviews posted on these platforms from
the beginning of the war to September 2022. We measure the
channeling of war-related messages through user reviews on
Tripadvisor and Google Maps. Our analysis of the content
posted on these services reveals that users leveraged these
platforms to seek and exchange humanitarian and travel ad-
vice, but also to disseminate disinformation and polarized
messages. Finally, we analyze the response of platforms in
terms of content moderation and their impact.

1 Introduction

With the beginning of the full-scale Russian invasion of
Ukraine on February 24, 2022, Roskomnadzor—Russia’s
media regulator—implemented information control mea-
sures to block social media platforms like Facebook and
Twitter, and news websites like the BBC (Meaker 2022b).
These measures were seen not only as an attempt to stop the
dissemination within Russia of any information not provided
by official sources, but also as retaliation for the removal
of Twitter and Facebook accounts allegedly belonging to
two pro-Russian disinformation groups (Silverman and Kao
2022; Collins and Kent 2022) and the EU bans on Russia’s
news outlets Russia Today (RT) and Sputnik (Council of
the EU 2022). The Open Observatory of Network Interfer-
ence (OONI) confirmed the deployment of censorship mech-
anisms by Russian Internet Service Providers (ISPs) from
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the beginning of the 2022 Russian invasion in a report dated
March 7, 2022 (Xynou and Filastd 2022).

Information controls are frequent in times of war, and
so are evasive maneuvers to bypass them. Russia’s cen-
sorship efforts were answered with some inventive propos-
als. On February 28, 2022, an account presumably affiliated
with the Anonymous movement suggested employing online
user reviews in restaurants and other businesses located via
Google Maps to deliver war-related information to the Rus-
sian population (@ YourAnonNews 2022) to protest against
the invasion. Tinder, Tripadvisor, and Telegram were also
targeted as means to reaching out to the Russian popula-
tion, thus bypassing the strict media control implemented
by Roskomnadzor (Meaker 2022a). On March 4, 2022, the
Squad303 group offered the possibility to target millions of
Russian citizens with SMS via the 1920.in site (Squad303
2022). This service was later extended to send emails, What-
sSApp, and Viber messages. Some prominent online service
providers responded to these campaigns by actively remov-
ing war-related content from their platforms. Google and
Tripadvisor placed restrictions on reviews of Russian busi-
ness, and Google Maps soon stopped accepting new re-
views for places located in Russia, Ukraine, and Belarus.
They argued that such reviews violate their platform poli-
cies (Hamilton 2022; Kaufer 2022; Deighton 2022).

The unconventional use of online services as side chan-
nels to bypass Russian information controls on the web was
anecdotally echoed by the media (Squad303 2022). Yet,
there is no quantitative or qualitative assessment of the user
involvement, intentions, and intensity of these campaigns,
nor the response by platform operators to moderate content.
Motivated by this research gap, in this paper we attempt to
shed light on how two popular platforms (namely, Google
Maps and Tripadvisor) were used during the Russia-Ukraine
war to disseminate war-related content. Particularly, we aim
to provide answers to the following research questions:

* RQ1. How prevalent was the use of platforms such as
Google Maps and Tripadvisor to disseminate war-related
content and what topics were discussed?



* RQ2. What are the user intents and motives when sharing
war-related content on online platforms?

* RQ3. How do online platforms react to the influx of war-
related content on their site and how do they moderate
such content?

To answer the above research questions, we performed
a large-scale crawl of Google Maps and Tripadvisor, col-
lecting a set of 2.2M posts shared between March 2022 and
September 2022. We then perform a mixed-methods analy-
sis to identify, measure, and characterize war-related con-
tent shared on Google Maps and Tripadvisor, assess user
motives and intents when sharing war-related content, as
well as quantify and characterize the platforms’ reactions
through the lens of moderation actions performed on war-
related content.
Our key findings are:

* We study changes in the volume of reviews and moder-
ated content in Google Maps and Tripadvisor (§5.1). Our
analysis indicates an increment of nearly 100X in new
posts for Tripadvisor during the early days of the war.

* We leverage text-based analysis techniques to label re-
views as related to war or not. We find evidence that con-
tent posted on these platforms is used to deliver political
messages related to the war (i.e., to counter misinforma-
tion/propaganda) to Russian audiences. Topic analysis of
posted messages (§5.3) confirms a noticeable change in
user discourse in Tripadvisor and Google Maps. This rat-
ifies the use of these platforms as channels to disseminate
war-related content.

* We conduct a qualitative assessment of the content (§6)
and find that messages can be grouped in four main cat-
egories: (dis)information campaigns, humanitarian help,
travel advice, and polarized/hate speech. We leverage
network analysis techniques to find evidence of orga-
nized campaigns to disseminate slogans (§6.2).

* Finally, we study the reaction of service operators to con-
trol or remove war-related information (§7). We find that
Tripadvisor monitors and, if needed, removes war-related
content not abiding by their Terms of Service (e.g., hate
speech) from their forums in less than two days on av-
erage. Also, we observe that the number of reviews in
Google Maps was reduced up to an average of 8 reviews
per day in conflict areas.

2 Background

State censorship during times of military conflicts and in op-
pressive regimes has been subject of analysis by academics
for a long time (Price 1942; Morgans 2017; Pearce et al.
2017; Marczak et al. 2015; Niaki et al. 2020). The 2014
Russia-Ukraine conflict offered a valuable case study of
Russia’s information war and information control strategy.
Russia started offensive cyber-operations against Ukraine
not later than 2009 as a part of a broader war campaign
against NATO and EU countries (Unwala and Ghori 2016).
In 2014, information war operations intensified against
Ukraine (Volkova and Bell 2016). While initially aiming
at spreading misinformation and propaganda, with the start

of a full-scale attack on Ukraine in 2022, Russian author-
ities boosted media control by blocking free access to the
Internet. Table 1 provides a sample list of sites that were
blocked soon after the invasion started, according to OONI’s
web connectivity public data (Open Observatory of Net-
work Interference 2022). Sites such as bbc.com and face-
book.com were blocked on March 4, 2022, while others such
as twitter.com were censored just two days after the begin-
ning of the armed conflict. Independent Russian news chan-
nels like currenttime.tv or tvrain.ru, and censorship evasion
tools and VPN services were also blocked in late Febru-
ary 2022. Yet, popular Russian social networks like VKon-
takte (VK) and western ones such as Instagram and YouTube
remained accessible to limit collateral damage. Some of
them were gradually blocked in Russian ISPs as the con-
flict evolved (Troianovski 2022). This was done in fear of
civil protests against the war, preceded by repression and
mass arrests on March 4, 2022 (Shevchenko 2022). In fact,
words such as “war” and “invasion” were officially banned
in Russia’s media (Troianovski 2022). The list of blocked
websites extended to other news sites as the conflict devel-
oped, including Deutsche Welle, Radio Free Europe/Radio
Liberty, and Voice of America. A February 2023 report by
OONI provides a detailed list of censored topics, services,
and websites that extend beyond media sites, including pod-
casts, gaming websites, LGBTQ+ related content, anime and
cartoons, music and lyrics, and anti-censorship tools (OONI
2023).

The intensification of information controls by Russian au-
thorities motivated the use of creative and novel non-blocked
side-channels. A Twitter campaign led by the group Anony-
mous provided information and called for action in Google
Maps (@ YourAnonNews 2022), with a tweet providing pos-
sible message templates to spread war-related information
over Russian places. By October 2022, this tweet had been
reposted more than 27k times, with more than 76k likes. As
a result, these websites soon became a niche for spreading
information about the war. In fact, on March 2, 2022, Tri-
padvisor’s CEO recommended the use of Ukraine and Rus-
sia forums to “enable users to share information” about the
situation in the country (Kaufer 2022). However, Tripadvi-
sor staff soon posted messages for certain Russian places
indicating that reviews were disabled due to a high volume
of war-related content, and that users should use the forums
to inform about available travel options within Ukraine in-
stead (Deighton 2022). Since then, travel forums for Russia
and Ukraine turned into a platform for discussion about the
war situation.

3 Related Work

Prior work extensively analyzed Internet censorship and
content moderation on the Web (Nourin et al. 2023; Sun-
dara Raman et al. 2020; Ensafi et al. 2015; Marczak et al.
2015; Aguerri, Santisteban, and Mir6-Llinares 2022), as
well as anti-censorship evasion approaches(Bock et al. 2019;
Clayton, Murdoch, and Watson 2006; Tschantz et al. 2016;
Tran, Bock, and Levin 2023). Howard, Agarwal, and Hus-
sain (2011) studied 566 incidents from 1995 to 2011 where
different countries shut off social media at politically sensi-



Category Website Start of censorship

twitter.com 2022-02-26

Social media facebook.com 2022-03-04

vk.com not blocked

youtube.com not blocked

dw.com 2022-03-04

. bbc.com 2022-03-04
International

media outlets an.com not blocked

nytimes.com not blocked

theguardian.com not blocked

Independent interfax.'ru 2022-02-26

media outlets currenttime.tv 2022-02-28

tvrain.ru 2022-03-02

glavcom.ua before 2022

glavnoe.ua before 2022

maidan.org.ua before 2022

gha.com.ua before 2022

Ukranian hromadske.ua 2022-02-08

media outlets 24tv.ua 2022-03-02

atr.ua 2022-03-05

Iplusl.ua 2022-03-09

5.ua 2022-03-18

nr2.com.ua 2022-07-13

Table 1: Website censorship in Russia during the earliest
weeks after the invasion, as detected by OONI.

tive times, such as military coups, mass demonstrations, and
elections. Similarly, Dainotti et al. (2011) studied how Inter-
net access was disrupted in Egypt and Libya during the first
months of the 2011 Arab Spring.

Recent efforts studied the effects of the 2022 Russia-
Ukraine war on the Internet from different angles. Xue
et al. (2022) developed a novel approach to measure state-
censorship on RuNet at different network levels. Jonker et al.
(2022) focused on the infrastructure powering websites un-
der Russian ccTLDs (e.g., “.ru”) and how the conflict has
triggered a repatriation of such infrastructure towards na-
tional hosting providers. Ortwein, Bock, and Levin (2023)
analyzed how Russian ISP censorship policies caused col-
lateral damages on global Internet traffic transiting Rus-
sian ASes, mostly in central Asian ISPs. Finally, Xue et al.
(2021) explored the Russian government’s unprecedented
use of throttling methods to censor Twitter in March 2021
using a centrally coordinated censorship model.

Yet, most prior work mainly focused on understanding
and analyzing content moderation and the dissemination of
misinformation on traditional social networking sites like
Twitter and Facebook. Both Chen and Ferrara (2023); Pohl
et al. (2023) compiled and released large-scale datasets of
war-related Twitter activity, including misinformation dis-
semination, to foster further research and historical reasons.
Hanley et al. studied the influence of Russian propaganda
websites on other platforms during the conflict, i.e., polit-
ical subreddits (Hanley, Kumar, and Durumeric 2022) and
Telegram channels (Hanley and Durumeric 2023). Aguerri,

Santisteban, and Miré-Llinares (2022) studied the applica-
tion of warning labels on Russian state-sponsored accounts,
finding that on Twitter, the application of these warning la-
bels had a significant reduction in the reach of content. Pierri
et al. (2023a) studied account creation and suspensions dur-
ing the Russia-Ukraine war on Twitter; finding that most ac-
counts with suspicious activity got suspended within a few
days of their creation. Geissler et al. (2023) show the impor-
tance of moderating content from bot accounts on Twitter;
they showed that bots played a substantial role in dissem-
inating pro-Russia content on Twitter. Pierri et al. (2023b)
study the spread of propaganda and misinformation on Twit-
ter and Facebook; they found that during the first few months
of the Russia-Ukraine war, only between 8% and 15% of
Russian propaganda was removed/moderated.

Our study complements prior research by shedding light
on how other non-social-network-related services, like Tri-
padvisor and Google Maps were used to evade state cen-
sorship and how these platforms reacted to and moderated
an influx of war-related content within their platforms. In
fact, our study helps to draw a richer picture of how online
services were used during the war to circumvent state-level
information controls.

4 Methodology

Due to anecdotal evidence suggesting that both Google
Maps and Tripadvisor were being used to disseminate war-
related information (Deighton 2022; Kaufer 2022), we fo-
cus our study on these platforms. We note that both ser-
vices were available to citizens accessing them from Rus-
sian ISPs (Open Observatory of Network Interference 2022).
This section describes our crawling efforts, the obtained
datasets, and the data labeling pipeline used to distinguish
between war-related and non-war-related content.

4.1 Data Collection

Tripadvisor. We crawl Ukraine and Russian travel forums
in Tripadvisor for seven months (from March 12, 2022, to
September 30, 2022), split into two periods. Travel forums
are a section of the Tripadvisor website, separate from re-
views, where users can ask other travellers questions about
particular destinations and trip planning. As mentioned in
§2, reviews in Russian places were disabled by Tripadvisor
staff, and these forums were therefore used for discussion
about war. First, we conduct regular crawls for a period of
two months (from March 12, 2022, to May 12, 2022) har-
vesting all the posts made since the beginning of the war. As
some posts were being removed by Tripadvisor due to in-
fringement of its Terms of Service, the crawler checked for
new posts every hour and collected any new content, thus
allowing us to flag and measure removals. This crawling pe-
riod allowed us to conduct online monitoring on the plat-
form. We also conducted one single crawl to obtain pre-war
posts since May 12, 2021. Due to technical limitations and
a decrease in post volume over time, we decided to stop the
data collection and resume it in September 2022 with a lower
crawling frequency. Overall, the dataset contains 7,330 posts
made in 1,319 different threads by 1,229 different users.



Crawling

Dataset . Data period Size
period

Tripadvisor Mar 12,2022 - May 12,2021 - 7,330

Sep 30, 2022 Sep 20, 2022 posts

Google Maps Mar 4,2022 -  Jan 1, 2020 - 2,2003368

® Jun 30, 2022 Jun 30, 2022 reviews

Table 2: Datasets with their respective volume, crawling and
data periods.

Google Maps. Using a purpose-built crawler, we harvested
2,200,368 reviews obtained from 122,826 locations in Rus-
sia. We started crawling these reviews on March 4, 2022. We
fetch new reviews every 2 hours and update the list of places
daily. Our Chromium-based instrumentation makes use of
the “Nearby” search functionality offered by Google Maps
to lists any places (e.g., hotels, restaurants, museums) found
in a given location or its vicinity. We feed the crawler with a
seed formed by 321 predefined Russian towns (Wikipedia
contributors 2022) from where to discover places. In the
end, combining these two methods we covered 8,660 differ-
ent towns. These reviews were posted by 1,164,002 unique
users. We stopped crawling on June 30, 2022, because the
activity on this platform had stopped, as we mention in §1.

4.2 Data Labeling

To label war-related content, we apply a combined approach
using both quantitative and qualitative methods. We start
with a manual analysis of a subset of messages (70% threads
of conversations from Tripadvisor and 80% of reviews from
Google Maps) posted during the first 2 months of the war.
This allows us to get an overview of the most common top-
ics being discussed, which we describe in detail in §7.

Though informative, such a time-consuming manual la-
beling process does not scale. To overcome this chal-
lenge, we first employed unsupervised topic mining tech-
niques (Grootendorst 2022)—namely masked LM embed-
ding, dimension reduction, and clustering—, which indeed
identified topics related to war. However, the results were
very specific and produced many false positives (FPs). In-
stead, we opted for an automated labeling approach based
on a set of keywords obtained from our qualitative evalua-
tion. In this process, we aim to reduce the number of FPs.
The methodology we use is as follows:

1. We take a random sample of 3,200 messages (660 from
Tripadvisor and 2,540 from Google Maps).

2. Three annotators, including one Russian native speaker,
manually label them as “war-related” or ‘“non-war-
related.” We consider a message war-related if it clearly
and explicitly discusses aspects of the war, e.g., giving
advice to refugees, positioning themselves pro or against
the invasion, or trying to bypass Russian censorship (we
provide examples of war-related reviews and posts in
§6.2).

3. We normalize all messages and we extract the most com-
mon keywords present in war-related messages. Our nor-
malization pipeline consists on removing URLSs, punctu-

ation symbols, and any character that is not used in either
the English, Cyrillic, or Polish alphabets.

4. We analyze all obtained keywords and classify them into
war-like keywords, violence-like keywords, and other re-
current keywords in war-related posts (e.g., regime or nu-
clear). We obtain an independent inter-agreement coin-
cidence score of 92% in this stage, then discussing and
classifying the words that were not consistently labeled
into the same category.

5. We score each keyword with (¢) 3 points up to a max-
imum of 6 points if it is war-like; (i4) 2p up to 4p if
violence-like; and (zi7) 1p up to 2p if, while frequently
occurring, does not belong to any of the former.

The reason why we limit the maximum score per group
of keywords is to prevent long messages, which are more
likely to have more keywords, from gaining an unfair ad-
vantage. We also slightly increase the final score of mes-
sages with very few keywords (e.g., “Glory to Ukraine” or
“Peace please!! Stop Putin’), since otherwise these would
have been misclassified for being short. Additionally, we use
corrective keywords with negative weights to minimize the
number of FPs. To allow for validation and reproducibility
of our method, we provide an online artifact containing the
list of keywords and weights (i.e., scores) given to each of
them.! This list was validated by eight English and four Rus-
sian/Ukrainian native speakers to discard false positives. We
get a score for each message based on the number of key-
words found and their scores. We empirically determined a
classification threshold of 5, i.e., we classify a message as
war-related if it has a score > 5, and non-war related oth-
erwise. This threshold was fine-tuned after several iterations
conducting manual validation on the posts.

We measure classification quality via a set of lightweight
crowdsourced campaigns. Due to the predominant presence
of the Russian language on Google Maps reviews, we em-
ploy (i) non-native speaking coders using machine transla-
tion, and (é¢) verify the results with a second labeling pass
from native-speaking expert coders. The campaigns were set
up for each dataset by carefully sampling sets of 25 posts
identified as non-/war related for the time before and after
the beginning of the war. We also focus on non-deletions,
resulting in 750 labels of which 94.7% were consistent be-
tween non-expert coders.

Accuracy Evaluation. Table 3 shows the evaluation results
of the classifier. Our keyword-matching approach overall
works surprisingly well at a precision of 0.97, with an F}
score of 0.85. It can be observed that our method prioritizes
precision, i.e., more than 97% messages classified as war-
related are indeed war-related. Also, we observe increased
figures of false negatives (i.e., lower recall), as expected.
Thus, during our analysis, while we discuss non-war-related
posts, we note that (some of) these might be war-related.

4.3 Limitations

Despite our best-effort data collection approach, we faced
technical challenges while crawling. Google Maps soon

! Available at https://zenodo.org/records/10848304.



Dataset Accuracy Precision Recall F1
Tripadvisor 0.8523 0.9565 0.6735 0.7904
Google Maps 0.9231 0.9910 0.8594 0.9205
Total 0.8752 0.9773 0.7588 0.8543

Table 3: Accuracy metrics for the resulting content classifier.

disallowed reviews in Russian places at the beginning of
March 2022 due to the high amount of off-topic mes-
sages (Deighton 2022). This caused a drop in the volume
of new posts harvested by our crawler. Therefore, we cannot
reliably determine which fraction of new messages would be
focused on war-related content should the moderation pol-
icy had not been implemented, and we cannot determine the
cause for the removals (see §7). In Tripadvisor’s case, we
collected data every hour for the first two months. At the
beginning of May 2022, we experienced temporary bans on
our crawler, which we did not attempt to circumvent due
to ethical reasons (§8). We increased the frequency of our
crawls to one per day. Afterwards, we observed a decrease
in the number of war-related posts (see §5) and decided to
stop the crawling and resume it in September 2022 to gain
a longitudinal view of this phenomenon. Despite these in-
terferences in the crawling period, we collect historical data
written by users, and thus, this does not affect most of our
analyses. However, we cannot precisely measure removals
as discussed in §7. Finally, the use of manual data labeling
could bias the correctness of the ground truth. Our process
involves three annotators, one of them is a Russian native.
We got a 92% of inter-agreement during the keyword classi-
fication. Additionally, we provide the list of keywords as an
online artifact for reproducibility and validity checking.

5 RQI1: Prevalence of War-related Content

In this section we present our analysis on the quantification
of war-related content on Tripadvisor and Google Maps. We
focus on () the observed traffic shifts that correlate with the
beginning of the war; (ii) the analysis of how much new
content is related to the war; (7i¢) the change of topics being
discussed; and (iv) the Russian places that are targeted in
Google Maps with war-related content.

5.1 Changes in Volume

Figure 1 shows the number of posts or reviews that were
published in each studied platform over time. For both Tri-
padvisor and Google Maps, we see a clear change in volume
right after the beginning of the war on February 24, 2022
(denoted by a vertical black line), this change manifests dif-
ferently across platforms in terms of intensity. In the case
of Google Maps, there is a clear drop in the daily amount of
published reviews, suggesting some kind of content modera-
tion, which is consistent with Google’s policy of not accept-
ing new reviews for places located in Russia, Ukraine, and
Belarus. For Tripadvisor, instead, we see a slight increase in
the number of posts due to a larger volume of war-related
posts in these travel forums, which was indeed allowed by
forum administrators (see §5.2).
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Figure 1: Volume of Tripadvisor posts (green, left axis) and
Google Maps reviews (red, right axis). The vertical black
line represents the beginning of the invasion. Volume dips in
Google Maps are related to data collection issues (see §4.3).
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Figure 2: Cumulative number of new users actively partici-
pating in Tripadvisor forums. The vertical black line repre-
sents the beginning of the invasion.

Figure 2 shows the evolution of users interacting for the
first time within the Tripadvisor forums. In September’21,
there were 353 users that had mad at least one post in the
previous 4 months (our dataset spans from May’21). Since
then, it can be observed that there is a constant increase of
new members engaging in the forums, at a rate that fluctu-
ates between 10 and 25 per week, with a peak of 30 new
users in a week right before Christmas. However, in the 3
weeks following the start of the conflict, we note an anoma-
lous number of users started for the first time to post in
the forums (i.e., 59 new users in the last week of Febru-
ary, 73 new users in the first week of March, and 57 in the
second week of March). In total, 450 users in our dataset
(~35%) started their interaction in the forum after the con-
flict. These users highly engaged in war-related discussions,
mostly those posting in the earlier days after the conflict.
Concretely, we observe that 20% of the new users posted
more war-related than not-war related posts. This percentage
increases to 32% in posts made in the three first weeks of
March’22. We further analyse the difference between war-
related and not-war related discussions in the following sec-
tion.

5.2 War-related Content

Using the methodology from §4.2, we analyze the content of
the posted messages to determine how much of the observed
traffic volume increase can be attributed to war-related con-
tent. Figure 3 shows the weekly rate of war and non-war-
related messages in both Tripadvisor and Google Maps. In
the previous subsection, we noted an increased amount of
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Figure 3: Volume of weekly published posts and reviews per
dataset. Dashed lines show non-war messages (left axis).

activity on Tripadvisor. Now, we observe that this increase
was mostly due to war-related content. We note that, due
to the conversational nature of Tripadvisor’s forum threads,
some messages, even if not classified as war-related, were
replies to previous war-related messages. Also, during the
first two months right after the war began, we see a similar
pattern for both war and non-war-related content, whereas
from early May 2022, the number of weekly war-related
content decreased, observing weeks with less than 10 mes-
sages related to war. In the case of Google Maps, our volume
analysis showed a steep drop in the number of messages,
which is attributed to the active removal (first) and complete
blocking (afterwards) by Google of reviews in places from
Russia. An interesting pattern is that, even with such a drop,
we observe that most of the messages posted after February
24,2022, in Google Maps were war-related, with a peak of
nearly 200 messages in the first week of March 2022. This
coincides with the beginning of our data collection. Our re-
sults confirm that Tripadvisor and Google Maps were used
as effective side channels to avoid state information controls
and to communicate war-related content, possibly because
of the blocking of other platforms.

5.3 Topics

We perform an analysis of the topics mentioned in Tripad-
visor posts and Google Maps reviews to understand the dif-
ference in discourse before and after the war. We determine
the topics of a message based on the keywords it contains.
We manually group all the war-related keywords into differ-
ent classes to generate a list of 10 topics (see artifact listing
keywords for the mappings). This process was conducted by
two expert coders.

Figure 4 shows the change over time in the ratio of top-
ics for the mentioned platforms. The number of messages is
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Figure 4: Evolution of the ratio of topics found in posts and
reviews per week. The bold vertical line indicates the begin-
ning of the Russian invasion.

normalized to account for variations in volume. In the case
of Tripadvisor, we observe that topics like “warlike”, “vi-
olence”, or “fascism” gained popularity immediately after
the beginning of the war. Similarly, Google Maps reviews
posted before the war do not tend to mention any of the
identified topics and focus almost exclusively on user rec-
ommendations. We observe a radical change in users’ dis-
course shortly after March 2022, which correlates with the
addition of war-related reviews to the platform.

5.4 Targeted Places in Google Maps

We studied which cities and regions tend to be the objec-
tive of war-related reviews. Unfortunately, this analysis is
only possible on Google Maps, as it is the only data source
associated with locations in Russia. We observe that 108
towns out of a total of 8,660 found on Google Maps have
at least one war-related review. These towns cover signif-
icant areas of Russia, including cities like Krasnoyarsk in
Siberia, Vladikavkaz in the Caucasus, and Moscow in the
central district (Figure 5). We observe that half of the to-
tal war-related reviews concentrate on Moscow and St. Pe-
tersburg, with 37% and 15% respectively. However, the ra-
tio between war and non-war reviews on cities close to the
Ukrainian border or around Moscow is higher than in other
regions (red dots in Figure 5). Some examples are Belgorod
(frontier city) with 0.6% of all the reviews being war-related
ones or Ryazan (southeast of Moscow) with 0.25%, while in
cities such as St. Petersburg drops to 0.06%.



Figure 5: Ratio of war-related and non war-related re-
views per Russian town (in red), non-war-related reviews (in
green) and both (in black).

Takeaway. We observe substantial changes in the num-
ber of daily posts and reviews since the beginning of the
war. These correlate with the blocking of major social
platforms and news sites in Russia, and with a call by
activist groups to reach out to the Russian population.
Our automatic content labeling reveals that the traffic
increase is mostly due to war-related content, and topic
analysis confirms a noticeable change in user discourse.
These findings ratify that Tripadvisor and Google Maps
were used as side channels to disseminate war-related
information to Russian citizens, possibly because of
state-level blocking of other platforms.

6 RQ2: Intent and Purpose of Content

Section 5 offered a high-level overview of the main war-
related topics discussed using quantitative analysis. Based
on the extracted topics, in this section, we perform an in-
depth qualitative analysis of the four identified main topics.
Also, we present evidence of orchestrated content dissemi-
nation in the platforms.

6.1 Topics

We next describe in further detail the four main topics iden-
tified. Table 4 contains illustrative examples of war-related
posts and reviews we found across the studied platforms. We
provide a general discussion on the topics, showing some of
the sample messages verbatim.

(Dis)information and Censorship Bypass. Our analysis
suggests that the two analyzed platforms have been used as
a channel to fight against Russia’s information war because
they were not blocked by Russian authorities—though, as
shown in §7, their content was moderated by administrators.
Thus, most of the reviews found in Google Maps and the
posts from Tripadvisor seek to inform Russian citizens about
the war (Table 4).

These messages are often orchestrated as organized cam-
paigns, as discussed in §6.2. For example, GM02 (Table 4)

appears in 52 different reviews in Google Maps, written both
in English and Russian.

As part of this information war, one Tripadvisor user
claimed on the earliest days that “[Tripadvisor] has been
the target of a team of Kremlin trolls who are paid to try to
control the narrative on here around the current state of Rus-
sia.” In this post, the user asked the community for “com-
ments correcting falsehoods” and pledge for “cooperation
between internet users and observers who are able to ex-
pose and compromise trolls,” also asking for platform mod-
eration due to the aggressive speech “extensively employed
by trolls.” This discourse is often repeated in the platforms,
and the intent is to inform Russian citizens about the actual
events happening:

Much Fake news is spreading in the official Russian
Press Media. [...] Be careful with the Russian agents
that will be paid by the Putin government, some of
them are trolls of the KGB. They are rats sewer who
help Putin spread false information, be careful.

We also observe messages assisting Russians to bypass
censorship. For example, a message with instructions on
“how to get around restrictions on BBC services in Russia”
was posted by the same user in 8 threads simultaneously.
We identified several pro-Russian users who also engaged
in these efforts. For instance, one user in Tripadvisor claim-
ing that “any message that does not fit into your picture of
the world is automatically branded with the phrases ‘your
garbage’, ‘nonsense’, ‘propaganda’,” or a review in Google
Maps, which was repeated in 22 different places, that claims
that “Moscow already knows that the dill [a Russian lan-
guage ethnic slur to refer to Ukrainians] will hit” and “we
are left here like a live shield and do not give information,
they want bombs for the picture to fall on us”, finally claim-
ing that this is “information from a very reliable person in
the army”.

Overall, propaganda and disinformation messages were
one of the main topics of discussion observed.

Humanitarian Help. Another frequent topic of discussion
is humanitarian help and advice. Due to these platforms be-
ing accessible worldwide, people decided to use them to in-
form and raise awareness about the humanitarian needs of
Ukrainian refugees. Users both asked for humanitarian help
and also provided advice to Ukrainian refugees in various
aspects. These include cheap or free options to get out of the
country (“Free travel on [redacted] flights for Ukrainians”)
or free accommodation in hotels and apartments abroad
(“An independent platform connecting Ukrainian refugees
with hosts who can offer free housing”). Also, various users
promote Non-Governmental Organizations that are helping
refugees, such as Razom or Redcross (“Please ask your
rugby club to donate to Razom for Ukraine.”), and informing
on charities helping kids (“A friend is at present involved in
getting orphaned kids out of Dnipro [...] The charity, Edin-
burgh based Dnipro Kids’ is hoping to get many more chil-
dren to safety”).

Polarization. Besides the main topics discussed, we observe
one common pattern common to both studied platforms:
there is a high level of polarization. There is a clear po-



Here’s a reminder of how to get around restrictions on BBC services in Russia: Download the Psiphon app from the AppStore

[NICKNAME], I don’t like to speak about political opinions, Kills thousand of people in Ukrania and thousand of Russian
young soldiers are not acceptable in this century, I can not speak about tourism and forget the atrocities in this crazy war. [. . .]

Since you want to turn this thread into politics you might want to check and find out that Ukraine killed 14000+ innocent
civilians -Ethnic Russians in Donbass, Eastern Ukraine in 2014-2022 and it keeps shelling this region to cause them to die or

Your children, relatives are being mobilized. Do you want to find them on our lists? We don’t. How many of your soldiers died?
- THOUSAND?! Don'’t believe it! - Already over 17k dead Russian soldiers in Ukraine!!! - All Actual Information about the
Fallen Russian Armed Forces in Ukraine is here: - https://t.me/rf200_-now - https://youtube.com/c/VolodymyrZolkin - We are
a humanitarian project to inform the relatives of those killed about their fate WATCH, LISTEN, THINK, ANALYZE - IT IS

BE AWARE!!!! MURDERERS! THEY (RUSSIANS) ARE KILLING KIDS, SENIORS AND WOMEN IN MARIUPOL

I am an American and I am writing about Ukraine. If the only news you receive in Russia is from your state media, you are being
told lies. It is critical that you know the truth about the Russian invasion of Ukraine. The Russian pretext of restoring peace to

ID Content
TAO1  PUTIN is killing is killing innocent Ukrainians; men women, children and their pets. Please help.
TA02
or Google Play Store - Look for the dedicated BBC site on the Tor Browser which can be found using this URL. [. . .]
TAO3
TA04
leave. Why everyone thinks this was/is OK? And noone talks about it.
GMO1
IMPOSSIBLE. YOUR AUTHORITIES, THE MEDIA LIETO YOU...
GMO02
UKRAINY!!!!! NE POKUPAJTE IH GNILUJu EDU, IH RUKI V KROVT!!!
GMO3
Ukraine and removing Nazis from the governmentis alie. [. . .]
GMO04

Ukrops have already been given many offensive weapons concealed!!!! A strike on Belgorod is being prepared. So far, there is no
exact date when it will happen. Moscow already knows that Ukrop will strike, they are already digging trenches in Shebekino!!!!
[...]

Table 4: Example posts and reviews. Translated texts appear in italic.

sitioning of pro-war and anti-war (predominantly the sec-
ond). This leads to various instances of hate speech that we
will not reproduce in this study. As discussed in §7, Tripad-
visor actively banned such content and removed (at least)
191 posts, including entire threads, when these turned into
somehow aggressive discussions between members. Also,
as we discussed in §5.3, we observe a large increase in mes-
sages that include violent and offensive words (e.g., “killer”,
“troll”, “monster”, or “nazi”) since the beginning of the
war. Therefore, we observe how platforms that are initially
intended for licit purposes (e.g., providing travel advice or
offering customer reviews) have been radicalized to an un-
precedented extent.

Travel advice. The final common topic which we have ob-
served, mostly in Tripadvisor, is about assistance for trav-
elling in and out of Russia and Ukraine. Even if this is
expected—this was the original purpose of enabling war-
related content in the forums—we observe that sometimes
the conversations are easily polarized towards one side. For
example, one user informed about the potential danger in
traveling between Moldova and Odessa (“I recommend re-
fraining from traveling in this direction, Zelensky’s soldiers
will be happy to use you for another provocation”). How-
ever, these are isolated cases, and most of the advice is done
for refugees willing to leave the country ( “Tomorrow will be
a bus (for free) in Lviv. Bus will be waiting for children and
women next to main train station in Lwiw”).

6.2 Orchestrated Content Dissemination

We identified instances of the same slogans being posted
by different users within and across platforms. Given the
public calls made by activist groups to inform Russian cit-
izens about ongoing war events, we analyzed if the posted
messages contain organized campaigns (i.e., spamming the
same text) in addition to personal or individual statements.
We identify clusters of identical posts on Tripadvisor and
Google Maps with patriotic statements or informing Rus-
sian citizens about the war, pledging for an end. For Google
Maps, we identify 8 posts, each being replayed more than 10
times, totaling 188 instances. The same holds for Tripadvi-
sor, though the amount in this case is smaller: 7 posts posted
17 times. As discussed before, our qualitative look into the
contents provides a wide spectrum of pro-Russian and pro-
Ukrainian messages, whereas others primarily pledge to stop
the war.

Figure 6 shows the top largest campaigns found in Google
Maps by volume of messages, alongside the users that took
part in them. We provide examples in Table 4 for the cam-
paign nodes that have a label. Campaigns are almost exclu-
sively posted by a single user that distributes their messages
across different places. Overall, we do not observe any pat-
terns of viral spread of content that is more prevalent on
traditional social media platforms like Twitter (Lerman and
Ghosh 2010) and Facebook (Friggeri et al. 2014), which is
likely because of the differences in the platform affordances
of Google Maps and Tripadvisor compared to social media
platforms.



Figure 6: Network graph of the largest campaigns observed
in Google Maps. Nodes in red show pro-war campaigns; in
green against-war campaigns; and in blue neutral or incon-
clusive. Gray nodes represent users.

Takeaway. Tripadvisor and Google Maps were used to
disseminate messages about: (i) (dis)information tar-
geting Russian citizens, (4¢) humanitarian aid, (¢i¢) hate
speech, and (iv) travel advice. We found evidence of in-
formation campaigns supported by multiple users who
contributed to disseminating both pro-Ukraine and pro-
Russia messages and slogans.

7 RQ3: Platform Moderation

Platform operators reacted differently to the use of their
services as side channels for disseminating war-related in-
formation. We next discuss content moderation—or lack
thereof—in both platforms analyzed in this study. For refer-
ence, we first analyze the removal of posts by administrators,
as observed during our daily crawls.

We restrict this analysis to the period when we conducted
hourly crawls, i.e., during the first two months of the war.
For Google Maps, we estimate removals based on the latest
time our crawler recorded a review. This yields good results
as we daily crawl all reviews (new and previously existing
ones) for all monitored places. In the case of Tripadvisor,
a removed post is replaced by a placeholder message from
the admins indicating the reason for removal. However, the
timestamp of this replacement is not provided. For Google
Maps, we estimate the removal date as the first timestamp
where we observe that a message was replaced by a place-
holder message. We conduct hourly crawls for the analyzed
period so that we can measure platform moderation with
one-hour precision.

Figure 7 shows the number of war and non-war deleted
posts for both Google Maps and Tripadvisor. We observe
that the volume and the frequency of removals are higher for
Google Maps than Tripadvisor, as opposed to the new en-
tries where we observe similar patterns. This suggests that
both sites implemented different content moderation poli-
cies during the war time. We next discuss each platform’s
moderation and reasons for removals when available.

Tripadvisor. During our analysis, we noted that various
posts and entire threads were removed by forum adminis-
trators. Not all of the messages in the removed threads were
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Figure 7: Number of daily removed posts labeled as war-
related (solid line) and non-war-related (dashed line).

about the war, which explains the larger volume of non-war
posts compared to war-related posts. The reasons for these
removals are analyzed in Table 6, which shows the number
of posts and the reason provided in the placeholder message
left. We narrow down our analysis on messages removed af-
ter the war started. Note that up to 121 posts were removed
at the author’s request according to the metadata offered by
the platform. Hate speech and harassment are the two more
prevalent categories when the platform removes posts. For
the 34 threads (215 posts) that have been removed com-
pletely, we ignore the reasons for such removals. Out of
these, 13 (~38%) have a unique post, and 4 (~12%) only
contain one reply. Meanwhile, 7 threads (~20%) have more
than 13 replies. We confirm through manual inspection that
the reasons for thread removal typically fall into two cate-
gories: (¢) the conversation in the threads completely devi-
ates from its original purpose (e.g., provide objective infor-
mation about the war) towards political discussions or even
hate speech; or (i7), the thread is initiated with the sole pur-
pose of propaganda or another advertisement, and it is re-
moved quickly, sometimes even before it gets any reply. Ta-
ble 5 shows the lifespan of the 69 items (i.e., a post or the
entire thread) removed by administrators in the period when
we conducted hourly crawls (between March 12, 2022, and
May 12, 2022). Posts, in general, are removed faster than en-
tire threads, but we also observe that those threads without
replies (i.e., containing only the OP message) are removed
as quickly as regular posts. This confirms that active plat-
form moderation is in place and that much of the content
removal is linked to the war.

Google Maps. We find evidence suggesting that Google
Maps performs platform moderation as war-related reviews
have a much shorter lifespan than the rest, typically last-
ing less than 50 days as opposed to those until the end of



Threads Posts All
Total 31 38 69
Mean 7d23h 15m 2d 16h 16m 5d 1h 19m

Median 2d 16h44m 1d 14h32m 2d 8h 28m
Stdev 12d 8h 42m 40s  2d 14h Om 8d 20h 5m

Table 5: Lifespan of content removed in Tripadvisor.

Reason Posts
Entire thread was removed 215
Off-topic chat 147
Removed by author 121
Harassment to other users 102
Hate speech or inappropriate language 89
Self-promotional advertising 31
Not written in English 14
Copyright infringement 6
Multi-account detected 2
Total 727

Table 6: Reasons for content removals in Tripadvisor.

our crawling. Shortly after the beginning of the war, Google
Maps temporarily suspended posting new reviews on Rus-
sian places to prevent the generation of content that violates
company policies (Deighton 2022). This led to a drastic re-
duction in daily published reviews, as shown in Figure 1. It
also led to a massive removal of non-war-related reviews on
March 15 (Figure 7b). However, we did not find any appar-
ent correlation between these reviews and the war, i.e., based
on their contents, geolocation or time of publication. While
war-related content is not explicitly prohibited in Google
Maps, Google alleged that these reviews were considered
“off-topic,” a category prohibited in Google Maps, justifying
their temporal suspension (Google Help 2022). According
to our data, this temporary banning was still active by May
2022—just 8 posted daily reviews. Nevertheless, we find 18
war-related reviews that bypassed Google Maps’ modera-
tion.

Takeaway. There is evidence of both platform op-
erators actively removing messages that contain war-
related content. The most common reasons for content
removal include off-topic message, harassment and hate
speech, or more generally “content that violates ToS.”
The lifespan of moderated content ranges from a few
hours to several weeks, with some messages escaping
moderation.

8 Discussion and Conclusion

This paper studies empirically how online platforms such
as Tripadvisor and Google Maps were used to bypass Rus-
sian state-level censorship during the 2022 Ukrainian war
and the platform efforts to moderate such content. Russian

censorship did not block these two online platforms, pre-
sumably because they are not social networks or news sites.
Using a dataset collected during the first weeks of the war,
we observe the shifts in the pattern of daily user post vol-
ume and removals, as well as duplicated content suggesting
intentional and organized campaigns to disseminate such in-
formation. Our content analysis using both quantitative and
qualitative methods confirms that there is indeed a peak in
war-related narratives in the reviews posted by users on these
platforms.

The unconventional use of place and business reviews as
side channels to evade censorship forced platforms to apply
content moderation policies. In the case of Tripadvisor, our
analysis suggests that administrators perform intensive con-
tent moderation. However, they allow (and indeed encourage
users) to discuss and inform about the war, mostly to pro-
vide information about safe traveling in and out of Russia
and Ukraine. In the case of Google Maps, there is also ev-
idence of bulk removals leading to a temporary suspension
of the reviewing activity that extends up to the time of this
writing.

Overall, our study reveals how two unblocked online plat-
forms were leveraged to circumvent state-wide information
controls. Our findings provide new insights into human be-
havior displacement in times of crisis and raises the question
of the role of the Internet in these periods and the effective-
ness of Internet censorship.

Despite the limitations faced during the data collection
and analysis (see §4.3), we believe that our work has im-
portant implications for various stakeholders, including re-
searchers, policymakers, and operators of Web services, who
are interested in understanding the Web and its potential im-
pact on society. For the research community, our study pro-
vides important insights into how two seemingly innocuous
and non-war-related Web services were used to disseminate
war-related content and essentially circumvent censorship
during a crucial real-world event. Our work assists in raising
awareness about these social phenomena and in further un-
derstanding the diverse Web ecosystem. At the same time,
our work highlights the need to perform analyses involving
multiple platforms as it provides a more comprehensive view
of such social phenomena through the lens of the Web.

Also, our work can assist operators of Web services
in understanding how their services can be the recipi-
ents of a large volume of war-related or otherwise irrel-
evant/disrupting to their service content. Particularly, our
analysis of content moderation highlights the need for effec-
tive and timely content moderation of such content (given
that we find polarized and potentially harmful content). At
the same time, it emphasizes the need for content mod-
erators who are experts in the subject (in this case, the
Russia-Ukraine war) to effectively perform content mod-
eration. Taken altogether, operators of Web services can
benefit from our work, as it can potentially assist them
in improving/refining their platform’s governance (e.g., im-
proving their terms of service and policies of what is al-
lowed/disallowed), as well as improving their content mod-
eration procedures to account for social phenomena that are
not expecting (like the influx of war-related content due to



the Russia-Ukraine war).

Finally, our work is of great interest to policymakers and
provides evidence about potential harms that may arise from
the use of seemingly innocuous services like Tripadvisor
and Google Maps. For instance, our study sheds light on
the war-related content disseminated within these platforms,
finding polarized and offensive content that can adversely
affect end-users exposed to such content. Given that policy-
makers have recently released the Digital Services Act (Eu-
ropean Commission 2023), which, among others, states that
Web services will be held accountable for potential harms
that may arise from the use of their services, we believe that
our work provides some evidence of how such online harms
may appear in services that are generally general-purpose
without serious concerns about online harms.

Ethics and Broader Perspective

In this section, we discuss our ethical considerations when
conducting our data collection, when analyzing and present-
ing the results, and the broader perspective of this work.

Data Collection. Data was collected by automatic means
(crawlers) using standard ethical guidelines (Kenneally and
Dittrich 2012; Fiesler, Beard, and Keegan 2020). We used
sequential crawlers and did not produce more traffic to the
servers than a human user would do. The dataset used in
this study might contain sensitive data, including Personally
Identifiable Information (PII) like usernames. Unfortunately,
it is impossible to obtain informed consent from all users.
According to the British Society of Criminology Statement
on Ethics, we do not require informed consent from the par-
ticipants because the dataset (i) is publicly accessible; and
(7i) will be used for research on collective behavior with-
out aiming to identify particular members. However, as this
study involves analyzing content generated by human sub-
jects, it does require ethical review. We applied and obtained
approval from our IRB using the following research proto-
col:

1. The data is stored in our secured private servers with
strict access control mechanisms.

2. We do not store users’ personal identifiers, which are re-
placed by unique hashes obtained from their usernames.
No efforts to deanonymize the data are carried out.

3. We do not store or visualize any images or other multi-
media material posted on the crawled platforms.

4. The data will be used only for the purpose of this re-
search.

5. Because of the sensitive nature of the dataset, it will not
be made publicly available. The dataset might be shared
with other researchers using a controlled sharing policy,
i.e., a policy that restricts uses and complies with the
present research protocol.

Our data collection methodology might not be in full ac-
cordance with the ToS of the two platforms analyzed, which
restrict content scrapping either totally or for specific pur-
poses. Nevertheless, we consider that undertaking this study
presents a reasonable risk-benefit trade-off, as the advan-
tages derived from understanding the phenomena under in-

vestigation outweigh the potential harms. Our approach to
data collection, storage and sharing is particularly sensible
to this consideration, and we implemented precautions to
mitigate risks and potential harm.

Data Analysis and Presentation. When conducting our
analysis and visualizing the results we follow ethical stan-
dards and recommendations (Rivers and Lewis 2014). Par-
ticularly, we do not attempt to track users across websites,
we protect the anonymity of the users, we respect the con-
text that the content was shared, and we report most of the
results on aggregate. To better articulate the main points of
the paper, in some cases, we report examples of posts; we en-
sured that the quoted text can not lead to the original posts in
Google Maps or Tripadvisor, hence linking it to the user that
posted the content (e.g., when someone tries to use search
engines to find the original post from the quoted text).

Broader Perspective. Our work benefits the research com-
munity by providing insights and raising awareness about
innovative ways of leveraging online platforms like Google
Maps and Tripadvisor to bypass informational censorship
during important real-world events like the Russia-Ukraine
war. We believe that our study will positively inform the re-
search community about this topic and improve our current
understanding of how the Web ecosystem works. Our work
emphasizes the need to look at and analyze the Web ecosys-
tem through the lens of multiple online platforms since this
study shows that people can leverage online platforms, not
necessarily related to the content they aim to share, to dis-
seminate information and bypass censorship controls. To
conclude, we do not foresee any potential harm arising from
our study. We believe that our study and the presented results
assist in raising awareness and quantifying these online phe-
nomena and it is highly unlikely that our study will inspire
adversaries who aim to bypass censorship.
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