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Abstract

In this paper, we present methodologies based on two Internet
Control Message Protocol (ICMP) message types to measure subnet
deployments on the Internet. First, we exploit a peculiar behavior
in certain router implementations, together with variations in the
interpretation of protocol specifications, to infer prefix boundaries
and thus prefix lengths through remotely probing the Internet with
specially crafted ICMP Echo requests. Second, we evaluate the
extent to which hosts continue to respond to the deprecated ICMP
Address Mask request. We assess the applicability of these methods
across devices from different network vendors and discuss protocol
quirks that arise from lenient interpretations of the specifications.
By combining both methods, we evaluate the consistency of our
approach and present a dataset comprising 3.8M subnets. This
dataset covers 15% of BGP announced prefixes across more than 20k
autonomous systems. Using this dataset, we examine the uniformity
of host responsiveness within autonomous systems and across
subnet sizes, finding that smaller subnets tend to exhibit greater
uniformity. Ultimately, our work demonstrates the feasibility of
subnet inference, at a reasonable Internet scale.
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1 Introduction

Understanding how Internet resources are used and deployed is cru-
cial for studying the Internet structure and improving measurement
methodologies. While prior efforts examined various aspects of the
Internet, e.g., reachability [4, 8, 16], service deployments [5, 24, 47],
and network paths [6, 11, 32, 37] and their characteristics [12, 22, 23],
subnet deployments remain opaque.

Subnets are subdivisions of a larger network prefix. They are
defined by boundaries: the network and broadcast addresses [33].
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Subnetting practices allow for the deployment of subnets smaller
than the recommended BGP announcement size of /24, and up to
/32. Measuring subnets on the Internet is challenging, however,
without visibility into network configurations, motivating the need
for indirect methods based on observable protocol behavior.

Knowledge of subnet deployments has broad potential applica-
tions in both research and operations. From a research perspective,
it improves our understanding of IPv4 resource utilization and offers
a new perspective on Internet topology. For example, identifying
/30 and /31 subnets—which are typically used for point-to-point
links—enriches topology inference [20, 43]. Similarly, traceroutes
toward more specific network prefixes can increase path discov-
erability [45]. From an Internet-scanning perspective, topological
scanning reduce traffic load [29]. This reduction can be significant,
especially as prefixes tend to host similar services [35] or indicate
the existence of specific ones [25]. From an operational perspective,
detecting subnets can improve the accuracy of abuse handling and
blocklisting by eliminating unnecessary over-blocking when a po-
tentially malicious address is detected within a large prefix. It can
also provide insight into Internet Service Providers’ (ISPs) network
deployments, enabling third parties (e.g., CDNSs) to better adapt
their policies. In fact, RFC 9977 proposes publishing prefix-length
deployment information, similar to geofeeds, whereby operators
would publish prefix-length files via the WHOIS database [17].A
notable challenge for such a solution, however, is trust, as there is
currently no mechanism to verify its correctness.

In this paper, we introduce two methodologies based on Internet
Control Message Protocol (ICMP) message types to measure subnet
deployments on the Internet. Our main method leverages a peculiar
behavior in routers implementation. We determine subnet bound-
aries by remotely probing the network and broadcast addresses
with a specially crafted ICMP Echo requests. While ICMP Echo has
been used in measurement studies for decades, our work highlights
nuances of source address selection in ICMP Echo and exploits
behavioral variation that arise from differing interpretations of the
standard. In addition, we employ the deprecated ICMP Address
Mask request, in which responding hosts disclose the subnet mask,
thereby identifying the division between the network and host
portions of an IP address. Utilizing this request complement our
approach and offers insights into the status of this obsolete ICMP
messages. Our contributions can be summarized as follows:

o We present a unique ICMP Echo-based methodology that utilizes
the network stack implementation in a popular network ven-
dor to detect subnet deployments. By probing the Internet with
specially crafted ICMP Echo requests, we identify 2.05M subnets.

e We assess the extent to which Internet hosts respond to the
deprecated ICMP Address Mask request and use these responses
to complement our first approach, identifying an additional 1.8M
subnets.
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e We validate the consistency of our observations and examine
vendor-specific behavior using a fingerprinting technique. We
highlight variation in the applicability of our method against
different router vendors.

o We compile the first-of-its-kind dataset of subnet deployments
using our methodology and examine its coverage across BGP-
announced prefixes and autonomous systems, as well as the
consistency of host behavior.

e To support future research, we will continuously run these mea-
surements and make our tools and dataset publicly available
at https://github.com/talbakour/echos-subnet.

2 Background

The Internet Control Message Protocol (ICMP), a protocol for send-
ing diagnostic and error messages, specifies several types of control
messages for Internet Protocol version 4 (IPv4) [33]. In this section,
we provide background and historical context for the relevant ICMP
message types.

2.1 ICMP Message Types

We begin by briefly introducing the two relevant ICMP message
types to our work: ICMP Echo and Address Mask.

Echo. ICMP Echo message (ICMP type 8) and Echo Reply (ICMP
type 0), are commonly used to verify hosts reachability [38]. A host
receiving data in an Echo request returns the exact data in the reply.
Address Mask. ICMP Address Mask request (ICMP type 17) and
reply (ICMP type 18) are originally specified in RFC 950 in 1985 as
part of the initial introduction of subnetting [33]. These messages
are designed for use on Local Area Networks (LANs), enabling a
host to determine the network address mask (commonly referred to
as the netmask) of its local network. The request is intended to be
broadcast by a host that has just joined the network. A gateway that
receives the request would respond with a reply. The reply includs
the network’s address mask. Both the request and the reply use the
same format. However, the Address Mask value in the request is all
zeros, whereas the reply contains the actual network mask.

2.2 Interpretation of Standards

ICMP Echo messages have been part of the Internet Protocol Suite
since their initial specification by Jon Postel in RFC 792 in 1981 [38].
Since then, the specification has been steadily updated and modi-
fied, most recently by RFC 6918 in 2013 [19]. Because the original
specification is over 40 years old—predating the introduction of
normative keywords in BCP 14 (1997) [7]—it contains some ambigu-
ities. One of them relates to how Echo replies should be constructed.
The specification states: “The address of the source in an echo mes-
sage will be the destination of the echo reply message. To form an
echo reply message, the source and destination addresses are simply
reversed, the type code changed to 0, and the checksum recomputed”.
This statement appears to be interpreted as a recommendation
rather than a strict requirement, as hosts can reply from a source
other than the intended destination. Further, the behavior of special
addresses, such as network and broadcast addresses, is unspeci-
fied and therefore remains, to this day, implementation-dependent.
Notably, deviating from the lenient standard can have practical
operational use cases. For example, it may ensure reachability or
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provide a stable host identity. Indeed, popular vendors provide con-
figuration for such use cases. They allow the configuration of the
custom source address, e.g., the loopback address [10, 26, 27]. As
we show in Section 4, many hosts on the Internet send Echo replies
with a source address different from the original Echo request’s
destination. It is worth noting, however, that such mismatches can
also arise from various policies and network settings, including load
balancers, multi-homed egress selection, anycast endpoints, and
address aliasing. In this work, we focus particularly mismatches
caused by popular router vendor’s handling of requests targeting
network and broadcast addresses.

2.3 Address Mask Deprecation Status

The functionality of address mask messages was later superseded
by mechanisms such as DHCP and CIDR, making the use of ICMP
to learn a netmask obsolete. Accordingly, this ICMP message type,
along with several others, was deprecated by RFC 6918 in 2013 [19].
It should be noted, however, that this RFC only specifies changes
to the IANA registry entries for the relevant types (i.e., 17 and 18),
marking them as deprecated. The RFC does not specify how devices
should handle these ICMP messages, such as dropping them. Thus,
responding to Address Mask requests remains standard-compliant
and depends on the implementation. Despite the deprecation and
vendors disabling Address Mask reply by default, many hosts still
respond to Address Mask requests, enabling remote detection of
subnet deployments.

3 Detecting Subnets on the Internet

In this section, we discuss our approaches to detecting subnets on
the Internet. We begin by presenting an ICMP Echo-based technique
for identifying subnet boundaries. Additionally, we complement
this approach by examining deployment of the deprecated ICMP
Address Mask, further expanding our dataset coverage.

3.1 Finding Boundaries with ICMP Echos

Network and broadcast addresses are two special IPv4 addresses
that are part of every IPv4 subnet up to /30. The network address is
the first address in a prefix (or subnet), identifying the network itself,
whereas the broadcast address is the last address in a prefix and is
used to send data to all devices within a local subnet simultaneously.
These addresses define the boundaries of a subnet and cannot be
assigned to hosts. The behavior of probing such addresses, i.e., by
sending an Echo request from an external network, is not well-
defined and can vary across vendors and implementations. We
develop our subnet boundary detection technique by examining
how devices from different vendors behave when receiving packets
targeting network and broadcast addresses in a lab environment.

Lab Testing. To better understand the default handling of network
and broadcast addresses across major vendors, we test Cisco 2901
and Juniper MX150 series devices, as well as a virtualized MikroTik
RouterOS instance. Note that the Juniper operating system (JunOS)
is based on FreeBSD, while MikroTiks RouterOS is based on Linux.
Both, therefore, potentially inherit certain behaviors from their
respective underlying open-source operating systems. In contrast,
the Cisco device runs an IOS image, which is a proprietary OS. For
each device, we configure subnets of varying sizes and probe both
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Figure 1: An illustration of vantage point impact on subnet discovery.

the network and broadcast addresses with ICMP Echo requests,
recording the observed behavior. On Juniper, the device responds
to ICMP Echo requests sent to the network or broadcast address
by using that address as the source of its Echo reply. In contrast,
MikroTik simply ignores the request and sends no reply. For Cisco
devices, the reply source is the IP address of the interface on which
the request is received, effectively revealing the subnet boundaries.
We refer to the source address of the reply as the Responder Address.
This behavior appears to stem from ambiguity in the RFC speci-
fication, as the destination address of the request and the source
address of the reply do not match. Nevertheless, it provides a means
of measuring subnet boundaries when a subnet is reachable via a
Cisco router.

Due to our limited access to hardware, we consider only three
implementations. As such, our observations may not capture all
possible behaviors, even within a single vendor, as implementations
can vary across platforms (e.g., Cisco IOS,I0S-XR, etc.) and software
versions. Nevertheless, prior work shows that Cisco is the most
popular router vendor on the Internet [1, 2], potentially indicating
a relatively wide applicability of our approach.

From Testing to Measurement. Our method relies on the fact
that routers differ in how they handle Echo requests toward network
and broadcast addresses. We exploit implementation differences,
particularly in Cisco devices, and attempt to identify hosts with
responsive network and broadcast addresses based on our lab ob-
servations. To detect a mismatch between the request destination
and the reply source, we craft an ICMP Echo request in which
we encode the destination address in the payload. We enumerate
the entire routable IPv4 address space using ZMap [15]. We use
the icmp_echo_time module, as it already encodes the destination
address in each request payload. For each reply, we compare the
source address with the echoed payload.

Filtering Responses. If the encoded destination address in the
payload does not match the source address of the reply, we mark
the encoded address as a potential subnet boundary. We refer to
the source address of such a reply as a Responder Address, which
may belong to a different subnet from the original destination. We
calculate the subnet size by examining the original destination
addresses encoded in each Responder Echo Reply, where any mis-
match suggests a potential subnet boundary. We only consider a
candidate subnet valid if both its network and broadcast addresses
are present in our dataset. We discard a subnet if any additional
address within the candidate range triggers a mismatch response
from a different address, as this implies the presence of a usable
host rather than a boundary. We also discard addresses that lack a
matching boundary pair or pairs that do not correspond to a valid
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Table 1: ICMP Echo probing overview: the number of Echo Replies,
Responder Address (source of mismatched request destination/reply
source), and subnets, per Vantage Point (VP).

VP Echo Replies Responder Addr. Detected Subnets
us 382M 1.05M 1.79M
DE-1 355M 1.01M 1.54M
DE-2 384M 990k 1.6M
AU 343M 850k 1.52M
Union 396M 1.16M 2.05M

subnet. Lastly, we keep the most specific non-overlapping subnet
from the remaining set. These filters, while conservative, ensure
that we retain only likely boundary pairs, reducing false inferences
caused by responses from non-boundary addresses.

Vantage Point Consideration. To maximize our coverage and
investigate the impact of vantage points (VPs) on subnet discovery,
we run ICMP Echo request measurements concurrently from mul-
tiple vantage points. We use four vantage points: one in the United
States (US), two in Germany (DE-1 & DE-2), and one in Australia
(AU), deployed across research networks and two cloud providers.
Depending on routing and egress routers, multiple vantage points
can increase the coverage of detected subnets. Figure 1 shows how
different vantage points can affect subnet discovery. Probing subnet
192.168.0.0/30 from VP 2 reaches it via a Juniper router. In this
case, the Echo Reply has a source address of 192.168.0.0. In con-
trast, probing the same network address from VP 1 elicits a response
from 192.168.1.1. Using multiple vantage points increases paths
and router diversity and, thus the number of detected subnets. All
vantage points use public IPv4 addresses and are directly accessible
from the Internet, without firewalls or NATs. Such configurations
could otherwise block responses if the source address differs from
the original destination.

3.2 Probing for Address Mask

Conceptually, detecting subnets using Address Mask requests is
straightforward: a host either replies, thereby revealing its subnet,
or simply drops the request. We scan the Internet for responsive
hosts and infer the corresponding subnet sizes from the returned
masks (see Section 2). Similar to our ICMP Echo-based approach,
we probe the entire routable IPv4 address space using ZMap. We
implement a custom ZMap module that supports sending Address
Mask requests. Unlike the Echo request measurement, we run this
experiment from a single vantage point, as multiple vantage points
do not directly affect our methodology. Nevertheless, we repeat the
measurement twice to ensure consistency.

4 Active Measurement Results

In this section, we provide an overview of our measurement results.
We discuss overall responsiveness to both ICMP Echo and ICMP
Address Mask requests. Further, we discuss the number of detected
subnets and the impact of vantage points on the ICMP Echo-based
technique. We run all measurements in November 2025, following
best practices as described in [14, 36].
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ICMP Echo Replies. In Table 1, we provide an overview of the
ICMP Echo measurement results. We exclude ICMP error messages
because they are not relevant to our analysis. When comparing
the responses across vantage points, we observe non-negligible
variation in the total number of ICMP Echo replies received by
each. DE-2 reports the highest number of responses, with more
than 384M replies. Similarly, we observe a comparable number of
responses from the US VP. In contrast, the remaining VPs report
slightly lower counts, with 355M and 343M replies for DE-1 and AU,
respectively. For the majority of replies across all VPs, the source
address matches the encoded address in the payload. However,
depending on the vantage point, between 3.9M and 5.2M replies
have a source address that does not match the address in the payload.
We refer to the corresponding source IPs as “Responder Addresses”
and observe a total of 1.16M unique such addresses. Note that a
single Responder Address can be observed in multiple mismatches.
Despite the large difference in total replies between DE-1 and the
other VPs, the number of Responder Addresses is similar, with the
US VP recording the highest count. This set of replies serves as
candidates for our subnet detection pipeline. To ensure data quality,
we apply the filters described in Section 3.1, discarding 44% (511k) of
the Responder Addresses. Since each responder may map to multiple
probe destinations, this also eliminates their corresponding original
destination addresses, resulting in the removal of 1.5M addresses
across all vantage points. In total, we detect 2.05M subnets, with the
US vantage point contributing the largest share at 1.79M subnets.
Vantage Point Impact. Next, we investigate how the vantage
point affects subnet discovery using the ICMP Echo-based method.
Our methodology relies on reaching a subnet via a specific ingress
point that shows the desired behavior. In Figure 2, we visualize the
overlap between the sets of subnets discovered from each vantage
point using an upset plot. Each row corresponds to one vantage
point, and the dot-and-line matrix encodes which combination of
vantage points contributes to each intersection. The vertical bars
show the intersection sizes. Surprisingly, only 55% of subnets are
discovered by all four vantage points simultaneously. Furthermore,
5.9%, 4.4%, 2.3%, and 1.5% are visible only from US, DE-1, DE-2,
and AU, respectively. We detect the remaining subnets using either
two or three vantage points. In other words, if we used only AU as
our vantage point, we would miss 26.09% of the subnets detected
when combining all vantage points. Similarly, using only the US
vantage point results in missing 12% of the subnets detected across
all vantage points. Overall, these findings highlight the importance
of using multiple vantage points for similar measurements.
ICMP Address Mask. Despite its deprecated status, we find a
non-negligible number of responsive hosts to ICMP Address Mask
requests. We conduct two measurements within a week of each
other in November 2025. We identify 2.47M responsive hosts in the
first measurement, and 2.46M in the second. Of these, 2.31M IPs
remain stable across both scans. In total, we receive 72,534 invalid
responses, with 72,260 containing no netmask and 274 containing
an invalid netmask. Overall, these translate to 1.82 M additional
detected subnets.
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Figure 2: Upset plot of subnets discovered per vantage point using
the ICMP Echo-based method.

5 Vendor Patterns and Validation

Our limited lab test (see Section 3.1) reveals that the ICMP Echo
approach is only applicable to Cisco devices. To confirm this in
the wild, we attempt to fingerprint the vendor by scanning the
Responder Addresses for SNMPv3, as described in [1]. Additionally,
we attempt to fingerprint hosts that are responsive to Address
Mask requests to explore whether certain vendors are more likely
to respond to such probes.

ICMP Echo Responder Addresses. Overall, we identify the ven-
dor for 289k Responder Addresses, representing 44% of the total.
Indeed, we find that Cisco is the most prevalent vendor, accounting
for 98.2% of those addresses. However, we also observe the presence
of Huawei and Adtran, with a combined share of less than 1.03%.
The remaining addresses, totaling 2.5k, correspond to a long tail of
47 vendors. These results not only support the observation from our
lab experiment but also provide indirect validation of our findings.
Note, however, that the SNMPv3 approach provides only a vendor
fingerprint, with no additional information about the operating
system or target platform. Consequently, we cannot verify whether
the ICMP Echo approach applies universally to all Cisco devices.
Address Mask. We identify the vendor for 686k responsive ad-
dresses, representing 27% of the total. Here, we find the top five
vendors, namely H3C (30%), Huawei (24%), Ruijie (20%), NEC (17%),
and Nokia (5%), account for around 95% of the identified addresses.
The remaining 4.7% comes from 76 different vendors. In contrast
to the ICMP Echo method, where Cisco dominates, we identify
only 223 Cisco addresses. Given this concentration, we speculate
that some vendors still allow Address Mask replies by default. To
validate this assumption, we examine the available vendor docu-
mentation. Both Ruijie and Cisco appear to disable address mask
replies by default [10, 41], whereas Nokia allows them [34]. For the
remaining three vendors, we could not find public documentation
stating the default behavior. However, they do provide a mechanism
to enable or disable address mask replies. We also examine whether
Address Mask responsive address are known router addresses by
comparing them against CAIDA’s ITDK dataset [9]. As of 08.2025,
the ITDK dataset contains 5.3M router addresses. However, only
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286k of those are responsive to the Address Mask Request, suggest-
ing that responsiveness may not be exclusive to network elements
such as routers.

Validation from a Network Operator. We examine our research
network and identify five /30 subnets. To verify the results, we
contact the local network operator, who confirm their accuracy
and, drawing on their experience, supports our lab observation that
this behavior is specific to Cisco devices.

6 Preliminary Analysis

In this section, we discuss the detected subnets and inter-method
consistency. We explore subnet coverage within BGP prefixes, in-
vestigate subnet liveness uniformity, and discuss potentially mis-
configured broadcast addresses.

Subnets Overview. With the ICMP Echo approach across all van-
tage points, we detect 2.05M subnets. Similarly, we detect 1.82M
subnets with the Address Mask approach. We combine both ap-
proaches, resulting in 3.8M unique subnets. In Figure 3, we plot the
number of detected subnets and highlight the contribution of each
method (note the log scale). The majority of subnets are /30s, with
more than 1M and 820k subnets detected using ICMP Echo and
Address mask, respectively. Furthermore, we observe more than
363k /32s and 101k /31s with the Address Mask method but none
with Echo, as those subnets omit network and broadcast addresses,
which are required for this method (recall Section 3.1). Overall, the
Address mask approach contributes one third of the detected sub-
nets for each subnet size between /20 and /30. Both /31 and /30
are commonly used for point-to-point links between routers [39].
However, /32s can server multiple purposes. For instance, RFC
6752 discusses their use for loopback interfaces [28], while prior
work highlights their usage for BGP blackholing [13, 18]. Notably,
routers are more likely to elicit an ICMP response, which could
explain the higher fraction of small subnet sizes in our dataset.
Further, such subnets can potentially reveal hidden links between
routers that may not be visible with, e.g., traceroute. We also find
1,096 subnets with sizes ranging from /19 (537 subnets) to /17 (56
subnets), but exclude them from the figure.

Methods Consistency. To examine the consistency of our results,
we compare the subnets detected by each method. We observe min-
imal overlap between the two approaches, with only 25k subnets
found by both. We assess whether the detected subnets overlap
by measuring how well the ICMP Echo-based subnets are covered
by the Address Mask approach. From this analysis, we find that
6.9k Echo-based subnets (i.e., 0.3%) are contained within an Ad-
dress Mask subnet. This shows that combining both approaches
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not only increases coverage but also enables more granular subnet
size detection.

6.1 Subnets Coverage

BGP Prefixes. To assess how well our subnet dataset covers the
IPv4 address space, we compare the subnets against BGP prefixes
using a RouteViews snapshot from November 5, 2025 [40]. Our
dataset maps to 159.8k BGP prefixes, representing 15% of the 1.07M
prefixes in the snapshot. Figure 4 shows the fraction of coverage
within each BGP prefix. We find that most BGP prefixes have low
overlap with our dataset. Overall, we observe that half of the BGP
prefixes having less than 10% of their address space covered by a
subnet. Furthermore, less than 20% of the BGP prefixes have 50% or
more of their addresses in our dataset. Notably, 8.3k BGP prefixes
show coverage of 80% or more. We then examine Autonomous
System (AS) coverage. We detect at least one subnet in 21.8k ASes.
We detect a single subnet in 30% of ASes, whereas in 2% (432 ASes),
we detect more than 1k subnets, with over 363k subnets in a sin-
gle AS. Overall, our analysis indicates that the detected subnets
tend to originate from unevenly distributed BGP prefixes and au-
tonomous systems rather than uniformly across the entire address
space. Although the coverage appears modest, this is expected, as
our methods have inherent limitations. We rely on vendor-specific
ICMP Echo behavior, which is implementation-dependent, or on
the largely deprecated Address Mask Request. Consequently, our
results are strongly influenced by the vendor ecosystem on the
Internet and cannot be applied to every network.

DNS PTR Records. Regional Internet Registries (RIRs) and DNS
Pointer Records (PTRs) can offer insights into subnet deployments.
For example, if PTR records exist for . 1 through . 30 but not from
.31 onwards, one could infer a /27 subnet. We therefore com-
pare our inferred subnets against the https://rir-data.org/
dataset [3]. The dataset contains more than 1.2M prefixes, with
97.9% of size /24, 2.07% corresponding to /16s, and only 22 pre-
fixes more specific than a /24. We find minimal exact overlap, with
18.4k prefixes, all of which are /24, matching our dataset. However,
our dataset contain 461k more-specific subnets for 110k prefixes.
Note, however, that such comparison may not be reliable due to in-
complete PTR records, historical artifacts, or operators deliberately
avoiding PTR record creation. We therefore leave a more thorough
cross-dataset analysis for future work.

6.2 Subnet Hosts Liveness Uniformity

Subnet-level structure often reflects uniform responsiveness be-
havior, as addresses within the same prefix tend to share similar
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characteristics [25, 35]. We examine this from the perspective of
host uniformity in responsiveness to ICMP Echo requests by calcu-
lating the percentage of ICMP Echo responsive hosts within each
subnet. Overall, we find 40% of subnets to be fully responsive across
all addresses, while only 2% are entirely unresponsive. To investi-
gate this further, we plot an ECDF for each subnet size in Figure 5.
Across all sizes, excluding /30 and /31, 25% of subnets are not re-
sponsive to ICMP Echo requests. Conversely, 55% and 75% of /30s
and /31s, respectively, are fully responsive. The remaining subnets
vary, with only a small fraction being fully responsive. Overall, we
find smaller subnets to be more uniformly responsive.

Next, we examine whether such uniformity is consistent on the
Autonomous System (AS) level. We select the twelve largest ASes
in our dataset and plot an ECDF of the percentage of responsive
addresses per subnet identified in each AS across all subnet sizes
(see Figure 6). In seven out of the ten ASes, 50% or more of subnets
are fully responsive. Notably, in AS 4713, 97% of its 48k subnets in
our dataset are fully responsive. We find subnet responsiveness to
be more uniform at the AS level than in the per-size subnet view
shown in Figure 5.

6.3 Direct Broadcast

Direct broadcast, when enabled on misconfigured networks, can
be abused for amplification attacks [46]. Our dataset provides a
unique perspective for investigating such misconfigurations. In
particular, if the same destination address triggers responses from
multiple addresses within the same subnet, we can assume that
the address is either a direct broadcast address or misconfigured.
Across vantage points and subnet sizes, we detect between 73 and
84 subnets exhibiting this behavior. While most subnets responded
from only two addresses, some responded from up to 15 different
addresses. Note, however, that we consider only ICMP Echo Replies
and leave examining other protocols and services for future work.

7 Related Work

Measurement studies on various aspects of Internet topology are
an active area of research. However, subnet detection remains a
relatively under-examined aspect, as subnet boundaries are not
typically visible in the data plane, while BGP prefixes aggregate
actual deployments. Early work by Tozal et al. [43, 44] introduces
a set of heuristics for constructing a router-level Internet topol-
ogy collector capable of identifying addresses that belong to the
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Figure 6: % of ICMP Echo replies for top ASNs.

same subnet. Similarly, Gunes et al. [21] propose techniques to
classify IP addresses as members of the same subnet. Lee et al. [31]
further propose Hobbit, a method that aggregates IPv4 addresses
into larger blocks based on their topological proximity. Unlike our
work, these efforts rely on analytical processing of traceroute data
and require accompanying path measurements. Sediqi et al. [42]
analyze hyper-specific, e.g., /30s and /29s, IPv4 prefixes as observed
in route collectors. They measure the prevalence of these prefixes
and their use cases. However, these prefixes are not the norm, as
BGP often contain prefixes up to /24. In contrast, our work does not
rely on BGP data to detect subnets. Instead, we employ an empirical
approach. More recent work by Koch et al. [30] investigates IPv6
subnet router anycast probing with the goal of identifying active
IPv6 prefixes. Contrary to our work, they do not attempt to detect
subnet sizes. We note, however, that our methodology is applicable
only to IPv4. To the best of our knowledge, our work is the first to
detect subnets, empirically, at scale.

8 Conclusion

In this paper, we introduce two methodologies for detecting sub-
nets at scale. We present a new ICMP Echo-based technique and
investigate the deprecated ICMP Address Mask message type, iden-
tifying 3.8M subnets of varying sizes. We evaluate the applicability
of our methods across different network vendors and attribute the
observed variation to implementation differences. We analyze the
resulting dataset for its coverage of BGP-announced prefixes and
find that it spans 15% of BGP prefixes across more than 20k ASN.
Our findings and dataset provide a new perspective for future In-
ternet topology research. In future work, we envision using our
dataset and techniques to enhance Internet mapping efforts, im-
proving path discoverability and alias resolution, and providing
insights into service similarity and subnet deployment practices.
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